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(U) Introduction
L1l () Scope

The Federal Buwean of Investipation (FBI) recruts and operates confidential human
sources (CHSs) to obtam mtelhigence. which advances inveshipative propram prioniies meets
national and FBI mtelhpence collechon requuiements, and throuph dissemmation. supports
objechives of the Umted States (U S ) povernment s intelhipence and law enforcement (1L1)

commnmities The Duectoate of Intelhgence (D) mamtams responsibahty for these activihies
through the development and oversight of the FBI's CHS program

(S/NF) Thus policy punde (PG) applies 1o the use of the CHS Program m all investipative and
intelhigence collechion activaties conducted by the FBI i the Unated States, ats temtones, outside
the temitones of all comines. and in foretgm countines

(1) The CHSPG 1s for mtemal pudance 1t 1s not intended to create an enforceable legal nght o
a prnvate nght of action by a CHS or any other person. Any conflict between these puadelines and
the Attermey General s Guidelines |AGGs) Regarding the Usa of FBI Confidential Human
Sowrces [AGG CHS) or the diforney General s Guidelines for Domesiic FBI Operations [AGG
Dam] must be resolved m favor of the AGGs

1.2, (U) Purpose

(17} The purpose of thas PG s to standardize CHS Program policies so that they are consistently
and umformly applied. to the extent possible, 1n all FBI investigative programs  Thas wall
promote comphance with relevant AGGs and facilitate the development of CHSs to engage in
Cross-program reporting

(UWFOUO) The entical components of the CHS Program addressed in this PG are as follows:

s (UYFOUQ) The roles and responsibilities of FBI personnel and task force officers (TFOs)
with regard to CHS Program activihies

(U/FOUO) The identification. evaluation. and recnutinent of potential confidential
buman sources (PCHSs)

s (U/FOUO) The adnunistration and operation of CHSs supporting any of the FBI s
uvestigative programs and or other authonzed information collection activihies

(U7 Thus PG also emphasizes the importance of oversight and self-regulation to ensure that CHS
Program activities are conducted within Constitutional and statutory parameters and that civil
hberties and privacy are protected.

1.3, (U) Intended Audience

(U) Thus PG applies to all FBI employees. TFOs. FBI contract emplovees. and FBI detailees
14.  (U) Authorivies

(U/FOUQ) The provisions in thus PG are governed by the authonties set forth below

o (U) Arorney General's Guidelmes Regardmg the Use of FBI Confidential Human
Sources, December 13, 2006

e (U)dnomey General's Guidelinegs for Damestic FBI Operanons. September 29 2008

|
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o (V) Domeitic investigations and (lperations Csade (1RO Ortokes 16 2011

e () Attorney General Oxdes No ¥019 7008, Conforming the Atlornay Cemeral ¢
Crurdalines Regarding the 1se of FRI Confidential Human Sources o the
Cranaral s Cruldelines for Domestic FBI Operations Novembes 26 108

(UAFOUO) Other authonities sich as statutes exeoutrve orden (EOx) repulations and
memorandums of understandang (MO s are 1efryenced im thes P

1.5.  (U) Approval Levels and Delegations

(U) Approval levels sperified in this PG may be deiegated one supervisony level beiow the sated
level on to a desipnee unless specafically prolubsted m the PG The delegation st be made »
writmg, 1t must speaify each acinty or task delegated and wdennfy e superasory possen 1o
which the approval authonty is delepated Delepations of ashonty for semor exeruiyves e filed
m:_mdd:kgzm of authonty for non wemeor exerwiryes ase filed
under A field office (FO ) retamng 3 comemumecation detalng 3 deiegaton
of authonty must file the delepation of authonty commeaacatos o he jocal FO enenson of
the above [l HQ case file (e ¢ |GG

(L) All supervisory authornity for approval of an activity cited m thes PO maary be pramted by 3
duly authonzed acting supervisor or by a superasor holding 2 posstion ngher fhan that specified
n thes PG

(U) References to the special agent m charpe (SAC ) m thas PG ae ustended 1o melude the FO
assistant director 1n charpe (ADIC) position #ven if nor specifically mentioned

1.51. (1) AGG-CHS and AGG-Dom Exceprion: and Dispute Ersoluton

(U/FOUQ) Whenever an FBI assistant director (AD) (or aborve ) ADRC SAC cheef federal
prosecutor (CFP). or hus or her respective desigmes( ) helueves that extracrdmary cucumsianoes
exist that warrant an exception 1o any provision of the 204, H"° o whenever there = 2 Sapute
between or among the FBI and other Department of Justice (DIOT ) entihees reganding the AGG-
CHS, an exception must be sought from——or the dispute nmst be resolved brv—the DOJ s
assistant attorney general (AAG) (or lus or her designes ) for the Cnnsnal Drviisson o the
National Secuntv Division (NSD) whichever 15 appropnate

(U FOUQ) Whenever there 1s a dispure with the AAC for ether the Crounal Drnsson o NSD
of the DOJ the dispute must be resobved by the depury anorney gemeral (DAG) or s or ey
designee

(U/FOUQ) Anv departure from a provision of the ACA Diomy ot be reguaesied and seade = »
accordance with DIOC: Sechon 2 e M

(U//FOUQ) Any exception to a provision of the AGG-CHS omust be reguestied via an clectome
communication (EC) wath pnior approval of the SAC and sent 1o the AD DI for renew The AD
must coordinate the request for the exception with the appropnate DOJ component

v muo;mﬂcmmmdmmmnmdmhm-umm
152.  (U) CHSPG and DIOG Exceptions and Dispute Resolution

(u FDUD}“MmﬁDKmn&&CMhMM e ;
warrant an excephion. or when there 15 a dispute over the mierpretanon of FOTIS g
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2. (U) Roles and Responsibilities
2.1.  (U)CHS Program Management and Oversight

2.1.1.  (U) Assistant Directors in C Special Agents i Charge, Assitast Special .
Agents in Charge (ASACs), Sapervisory Special Agests (55As) A

(U/FOUO) The SAC of each FO 1s responsible for ensurmg that the FO has 2 CHS program St

contmbaites 1o the FBI s collective human mielhpgence (HUMINT) base ADICs SACs and

members of the FO's mnvestigative and intellipence operations manapement staff. mecinding

ASACs and SSAs. must ensure that the FO fulfills its mtelhpence collertion and sformation

disserunation responsibilities 1n comphance with FBI protocols rules. and regulations. meluding

those contamed in this PG Although the SAC is charped with the ultimate responsibulity for e

FO's CHS program, daily oversight responsibalaty fior PCHSs and CHSs rendes with the S84

who must review all commmmications regarding the CHSs on has or her squad and supervise the

special apents (SAs) operating those CHSs

(U) SSA program management responsibaliies may not be delegated 0 non-agent personne!
(Supervisory mtellipence analysts [SIAs] do, bowever. have cnifical oversaght responssbalities
with regard to the identification and evaluation of PCHSs. as set forth m Section 3
“ldentification, Evaluation. and Recruitment of Confidential Human Sources m Type 5
Assessments ")

2.1.2. (U) Confidential Human Source Coordinator (CHSC)

(L)) Each FO must have at least one SA serving as the FO s full tume CHSC The CHSC 8
responsible for addressing all duties and r ibnlsties of the CHS The CHSC mmst
be assigned to the FO's HUMINT squad. of inteihgence program
At least one alternate CHSC, who need not be assigned 1o the HUMINT. or uselbgence
squad. must also be designated The SAC, at hus or her discretion. may have addimonal personned
assigned to these duties. as appropnate

(U) The CHSC 1s responsible for overseemg the FO s CHS program. mciudng the propes
admmistration of CHS files and associated documentation Because of these oversght
responsibilities. the CHSC must not be assipned as esther the case agent (CA) or co-case agenl
(co-CA) for any CHS assigned to the FO This restnction does not apply to the alteraate CHSC
However. when the alternate CHSC 1s working m that capacity. be or she may sot review any ' \
communication generated for or about CHSs for which the CHSC 15 the CA or co-CA These e
communications must be forwarded for review to the HUMINT and or [JJJSSA wio sspervises
the CHSC

(U/FOUOQ) Each CHSC must designate a space within the confidential file room (CFR) tohomse
all legacy and current CHS files and other CHS-related matenal such as any physical gt Ry,
recerved from a CHS that 1s not considered evidence In order to guarantes the confidessalityof

CHS information only personnel assigned to the CHS program mav be located mside the CFR.




e
e

p

define 3 CHSC as a supervisory Federal Prosecuting Office (FPO)' attomey
1o facilitate comphance wath the AGG CHS Hnﬁmmtwjrhnclndlw
e D nchade coordimating the FTO's responsibilibies under the AGG CHS | serving as
an FBI of contact (POC) for matters undes the AGG CHS, approving matters under the
on behalf of the FPO when no other FPO attomey 15 assiygmed or avalable . and
n handling discovery matters Fach FO CHSC must establish and mamtan contact with
CHSCO(s) 10 hus of her temitary Contacts with the DOJ CHSC must be documented and
maintamed 1 the CHS program file
11 (U) CHS Operation
221, (UyCase Agent and Co-Case Agent Roles

(UA/FOUD) The CA of a PCHS or a CHS must be an FBI SA  Each SA. with the exception of the
CHSC, has a core responsibality to create and maintain a CHS base to provide wital information
supporting FBI investigative and national intelligence pnonties. The SAC may grant an
excephon to this responsibality when an SA 1s assipned to duties that logically preclude CHS
operation. This excephion must be documented in a wnitten EC maintamed m the FO CHS
program management file

(U/FOUO) In addition to an assigned CA_ every CHS must have a co-CA assigned and
wdentified A co-CA has all the same dutes. responsibilines. and file access as the CA If a TFO
15 assagned as co-CA. however, there are hnutations 1o hus or her duties, as set forth in subsection
222 “Task Force Officer as Co-Case Apent ™ The frequency with winch the co-CA meets with
the CHS is determined by the impact and significance the CHS s reporting has on FBI
investigations. If the CHS contnbutes sigmficantly to an FBI investigation, the co-CA must meet
with the CHS maore frequently. The frequency that 1s considered appropnate should be
determmed by the CA_co-CA_ and their SSA. but, i every case, the co-CA must meet with the
CHS at least every six months  The meeting must be documented in the CHS file This
requrement may be met through the documentation of a CHS program-related actrvity through
which the co-CA s meeting with the CHS 1s evadent; for example, a source reporting document,
an admonishment form. or a payment receipt beanng the co-CA's name

(UNFOUO) If the CA and co-CA are unavailable, the SSA may designate. on a temporary basis,
another co-CA to handle PCHS matters or operate a CHS Rrga:rdlmofsmhimmmm
designahions, however, the CA is responsible for the mamtenance and accuracy of PCHS or CHS
files assagned to hum or her

(U/FOUQ) No member of the FBI's management staff may serve as the CA or co-CA_ The only
exceptions to this rule are as follows:

s (UVFOUO) Legal attachés (LEGATs) and assistant legal attaches (ALATS) are permutted
to operate CHSs as CAs under a modified approval process. as set forth in Section 19

.m*d*-!‘hm DOJ components Unuted States Attoiney s Office (USAOQ). the Cnmunal

' Divamon the NSD; and any other litigation component of DO] with suthorty to prosecute federal cnounal offense:
. meluding relevant section: of the Antwrust Dramon. Crval Drsion. Croal Raght: Diason. Epvucomennl snd
_rl‘:'mh[ﬁ_ﬂi‘nﬂrﬂ_
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“Fxtaterrtonal Operatsms * However, 3o FBI Semer mmm
assipned ay the |LEGAT muay oot be assigned as the CA or co CA

o (UIFOUG) An acting S5A may contimse 1o be asssgned a5 2 CA or 3 oo CA for PCHSe
and CHSs fin up 1o 180 days Whale the acting S5A 15 ssigned 26 3 CA commmuise shans
related 1o PCHSs and CHSs for which the SSA 1s the CA must be apgaved by the ASAC
of an 5SA whom the ASAC designates. After 1850 days have elapued. the ASAC
approving those communy ations st assign another SA a the CA or oo CA of theee
PCHSs and CHSs The reassignment may be made however, 2 2y time befiore |55 days
have elapsed, as dermed approprate by the ASAC

2.22.  (U) Task Force Officer as Co € ase Agent

(UHFOUQ) Although they are non-agent personne] TFOs who have recesved the requusse
clearances to be detailed on an FBI task force may be assagned as co-C As for PCHSs and CHSs
An SSA may assign a TFO as a co-CA by approving the opetsng commmpncation fior extler 3
PCHS or a CHS, in which the TFO 1s named a< the coCA The SSA ¢ approval also serves 2
the authonty to disclose the PCHS 's or CHS s identity 1o the asugned TFO

(U/FOUO) Any TFO assigned as a co-CA must be advised of and follow all melevans FBEI
policies regarding the identification evaluation and recrnutment of PCHSs and fhe development
and operation of opened CHSs. as desciibed 1n fhus PG and other relevant polscses mchadeng fhe
AGG Dom. AGG CHS, and the IO

(U/FOUOQ) A TFO co-CA has the same duties and access to the PCHS or CHS file 25 the CA
except as described below. The TFO co-CA mav use the PCHS approach methods descnbed
subsection 3 7.2 (“Methods of Approach™) meet with z PCHS and debrief an opes CHS winke
unaccompanied by a CA, prowvided that each comtact 1= fully documented by the TFO and placed
in the file of the PCHS or CHS for whom the TFO has been approved as co-CA
(U/FOUQ) A TFO co-CA 1s not permutted to

e (U/FOUO) Open a Type 5 assessment

e (U/FOUQ) Prepare the source-opening commumscation of open a CHS m Delta

e (U/FOUO) Provide admonishments to 2 CHS The TFO mav be present as 2 wilhess
when admomishments are reviewed with a CHS . however the admopishments st be
provided by an SA

¢ (U/FOUQ) Pay a CHS. unless an 54 15 present as a witness when CHS paymenis ae
made. An | < b sobmitied by 2 SA

123 (U) Non-Agent Investigative Staff g e

(U/FOUO) Non-agent FBI mvestigative staff are not permutied 1o be sugned s CAs or co-CAs sy
for PCHSs and CHSs. unless specificallv stated otherwise m thes sechon. A supermsormsay “’h}"
assign nop-agent wveshgative staff Sentinel case pamicipant respossibdines tha do aoe m : *—.ﬂ*
mteraction with a PCHS L e
2231, (U) Non-Agent Linguists i it & CEECA R

(U/FOUQ) Non-agent linguists are not permitied to be mﬂuﬁhtmﬂhﬂm
and CHSs. Non-agent mlmumsmmmmmmamﬁam i
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presence of 8 CA_a 0o CA_ or 2 TFO who has been assipned as 4 co CA A CA o a

mtllﬂ.l!ﬂ}. that a non agent FBI linganst accompany him on
be present dunng a PCHS contact The SSA of the squad with PCHS

oG w-ﬂhwmllmgnnmmltrmw
approving of ﬂul.hm
(U/FOUD) The followmg information must be mc luded m the request

o (U/FOUO) A description of the requested services

» (U/FOUO) The specific investigation(s) bemng supported
(U/FOUO) The followmg factors should be considered pnor to approving a request

* (U/FOUOQ) The length of time the senvices will be needed

« (UVMFOUQ) The purpose of the services

e (U/FOUQ) The potential operational or personal secunty nisks resulting from the non-

Eh@:ﬂmﬁﬂmmmﬂrPCHSnI('HSmhhrstcpsmnung;ltm}*utnnﬁrd

ﬁM}Mwﬂmmmmdmnmwnvﬂnnmlmlyhummrdmthrfﬂ'i'mum
2232 (1) Intelligence Analysts (IAs)
(U/FOUOQ) LAs are not permutted to be assigned as CAs or co-CAs for CHSs A supervisor may

only assign [As case management or case paricipant responsibilities that do not require
mteraction with PCHSs

(U/FOUQ) 1As are prolubited from contacting CHSs without the presence of a CA_ aco-CA or
a TFO who has been assigned as a co-CA_ A CA or a co-CA may request, in writing (e g email.
EC). that an [A accompany him or her to CHS debnefings The SSA of the squad with CHS

wquhtndlhtm s supervisor must respond to the request. by approving or denving it. in
wning
(U/FOUO) The following information must be included m the request.
« (U/FOUQ) A description of the requested services
s (U/FOUQ) The specific investgahon(s) bemng supported
(U/FOUQ) The following factors should be considered pnior to approving the request
« (U/FOUQ) The length of time the services will be needed
s (U/FOUOQ) The purpose of the services

* (U/FOUQ) The potential operational or personal secunty risks resulting from the [A's
unteraction with the CHS and the steps to nutigate any 1dennfied nsks

(U//FOUO) Thus written request and written approval must only be retained i the CHS s main
file

~ (U/FOUO) An IA may be assigned as a case participant or a case manager to identify and
. cvaluate PCHSs as part of a Type 5 assessment (see Section 3. “Identification. Evaluation. and
b= A ) A !
-ktﬁ\it 7k e SECRET/NOFORN




assessments) However due o personal safety wees
involving ideraction with the public
engage PCHSs on the public i opeyational settings
incuding m online venues a8 described m
IAs o Pubhicly Accessible Web Sites ™
13 (U) Prohibitions on FBI Personnel in the Identification, Fvaluation, snd

Recruitment of PCHSs and the Development and Operation of CHSs
(1) For the purposes of this sechon, FBI personned meludes TFOs acting a8 0o CAs
other detailer partwipating i the operation. overuglt malyss o seoratment of =
PCHS

() FBI personne] disecting. oversering o1 parbcipating m fhe deerhon of 2 CHS o
overseeng, of parbcipating m the identification. evahaton of recrustment of 3 PCHS

permatied to

¢ (U) Open another FBI employee as a CHS or 2 PCHS - L
o (U)Open an FBI contractor as a CHS unless the following crtersa are owet and e e L
documented in the main file £ Wi
5 (U) In the performance of his or her duties under the contract, fhe contracior's . BB .
associahon as a contractor with the FBI could nol reasonably be dsscerned by Lyal :
someone in the subject s position unless the subject s imowledae of the relabonsing ".]. e

15 relevant to the assessment or predicated mveshpation m whach e CHS will be SRy

o (U) The use of the contractor as a CHS wall not conflict with lus or her conteacnl
obhigahons
o mmmﬁusrﬁmicm;wﬁ‘ﬂﬂ .
as aCHS o
¢ (U)Have any role mn the operanon or oversight of 2 CHS ar 2 PCHS whossthe
employee s spouse, sigmficant othey relatrve or other persos whose ¥
emplovee could create the appearance of a personal or professsonal
. Mhppmmﬂwﬁmm“ﬂqmm T

e (U) Socialize with a CHS or a PCHS. except 10 the extent secessary and maie for
operational reasons Such socializanon must be docomented m the CF ACHS file
Meals with a PCHS for the purposes of evaluation recnutment or witha C
debnefing are considered appropnate

. mmumacmqam:qm#‘:uﬁ,

. ﬂﬂP:y:CEﬁmmﬁ-ﬁ.-ﬂapﬁﬂ, s CHS-ne
or pay with other personal items of value (e g elephont
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as soom as prachcable, bul no more than five business days from the date of oral approval
reimbursement must be sought i accordance with subsection 17 /.1, “Payment Request
Entnes,” or subsection 176 5, “Equipment

(U) Allow a CHS or a PCHS to distnbute contraband (e g . illegal drugs or stolen
property) into the marke! unless authonzed to do so

(U) Authonze a CHS to particapate i an act of violence, except m self defense dunng an
emergency to protect has or her own lifie o the hves of others aganst wrongful force.

(U) Authonze a CHS to participate in an act designed to obtain information for the FBI
that would be unlawful «f conducted by law enforcement officer (LEO) (e g . breaking
and entening. illegal wiretapping, illegal opemng or tampening with the mail, or trespass
amounting to illegal search)

(U) Interfere wath, mfluence. or impede any cnounal investigation, arrest, prosecution. of
avil action m which the CHS or PCHS 1s a party or a witness However, an SAC may
submut a letter contamung facts reparding a CHS s relanonship with the FBIto a
prosecutor or a court for considerahon. Dhsclosures must be documented 1n accordance
with Section 16, “Admamstraton of Confidenhal Human Sowrces ™

(L7) Make any promuse of immumnity to a CHS or a PCHS, make any commitment limiting
the use of any evidence by the government, or give the impression that he or she has the
authonty to do so. However, an SAC may provide a letter to the prosecutor or court
statmg the facts regarding a CHS's relahonship and assistance to the FBI

(L) Drsclose FBI investigative information to a CHS or a PCHS (e g .. informaton
relating to electronic surveillance [ELSUR]. search wammants, indictments and other
charping documents. or the identity of other actual or potential subjects or PCHSs or
CHSs). other than what 1s stnctly necessary for operational reasons.

(U) Reveal to a CHS or a PCHS any information relating to any federal. state. or local
pending or closed investigation of the CHS or PCHS or us or her fnends or relations.
inchuding confirmung or denving the existence of an investigation. umless authonzed to do
50 by the CFP or hus or her designee. after consulting wath the SAC In national secunty
mafters. the SAC or hus or her designes must consult with the appropnate operational
division at FBIHQ and obtam CFP authonzation

(L) Exchange mfts wath a CHS or a PCHS. except as provided for in subsection 2 1 |

(L) Provade the CHS or PCHS wath anvthing of more than a nonunal value except
pursuant to an approved CHS pavment as authonzed bv Section 17, “"Confidential
Human Source Financial Matters.” or pursuant to a Tvpe 5 assessment expense, as
authonzed by Section 3. “Idennficaton. Evaluation. and Recnutment of Confidential
Human Sources i Type 5 Assessments ~

(U) Recerve anything of more than nommal value from the CHS or PCHS
(U) Engage 1 any business or financial transactions with the CHS or PCHS

9
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(U) When interactng with PCHS and CHSs_ all FBI employees. meluding TPO co-CAs and SA
CAs, must conduct themselves professionally and in accordance with FBI standards and
pudance for FBI employee conduct, including those set forth m the P2/ Fthics and Integriy
Program Policy Directiva and Policy Caiide. 07541PG

231 (V) Gifts : .L
2301 (U) Gifts Offered by a CHS or a PCHS ‘

(U/FOUQ) If a PCHS or a CHS offers a gift 10 a CA. a co-CA. or other FBI employer. the CA,
co-CA, or other FBI employee should not accept the rtem [f the PCHS or CHS 1 awane of the
CA or co-CA’'s FBI affihation, the CA or co-CA should use the opportumsty to deplomsatically
adwise the PCHS or CHS that the relatonship 1s 2 professional one and that restnchons apply to
their interactions. The offer and refusal of 2 pft must be documented i the PCHS 5 file or
CHS’s valhidation sub-file Gafis should be refused even from PCHSs recnmted through 2
nonaffiliated approach (see subsection 3 77 ! “Nonaffiliated Approach™ Thas peaeral e
applies because, among other 1ssues. when the CA or co-CA evennaily reveals hs or her FBI
affihation 1o the PCHS. the previous acceptance of a pift mav become an obstacle o 2 successinl
recrurtment

(U/FOUQ) In some very hmited circumstances accepting a gift from 3 PCHS or a CHS maybe
justified The CA’s SSA must approve the acceptance of such mfts m acoordance with the miles
set forth mn this subsection If the CA or co-CA takes the mft and the SSA does not approve, the
CA or co-CA must return the mft to the PCHS or CHS

(U/FOUQ) If acceptance of the mft 1s necessarv and appropnate for operational reasons. and e
refusal of a gift would ireparably damage the relanonshsp and jeopardize the willmpness of 2
PCHS or a CHS to cooperate or continue to cooperate. an SSA may. afler concurence of the
chuef division counsel (CDC) (considenng the legal and efiucal ssues associated with retanmg
the mft). authorize the CA or co-CA to accept the mift The SSA s anthonzanon for the
acceptance of the mft. the results of the consultanon with the CDC. 2 desconption of the gt and o
the justification for its acceptance must be documented mn the PCHS s file or the CHS's L Y
validation sub-file The SSA must provide authonzation 10 advance if the CA or co-CA 15 awase i
that a PCHS or a CHS wll offer a mft Otherwise the CA or co-CA must obtan suthonzabon
anddocmmmepﬂmﬂdnum:spradmbk bar no Laiter than five busmess davs from
recept of the mft Thus commumcanon also should be used 1o document the disposinion of the J T
mft (discussed below) and the reason why that paricular method of disposinon was chosess ™=

(U/FOUOQ) The SSA must approve one of the methods mmwmhu-ﬁ ‘ﬁ 7
"

(U) Confidential Husman Sowce Polic y Gande
mmmmnm- h“dlmm
matters related 1o the FBI's with the PCHS or CHS with amnyome:

accepted mft Under no arcumstances mav the muft be kept bv an FBI employes. The

method will depend on the type of aift and its prospectrve operational use of yeatmentas
evidence

e (U FOUO) If the item is penshable, it nmst be destroved Pnor 10 the destraction
penshable mft, a photograph must be taken of the iem and placed m the ma
the CHS file. with documentanon noting the destruction method and
of why the item was destroved

10
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o (U7FOUO) I the gaft 1s not penshable and wall not be treated as evidence, the CA o1 co
CA mmst submut it to the CFR to be mamtained as part of the CHS file (¢ g, the gl may
be placed physically m a senalized 1A envelope/accordion folder, or a @i sub file can
be created from the main file) for appropnate stovage I on a rare occasion, the g
needs to be wom or shown to the PCHS or CHS so as not to jeopardize the relationship
dimng a subsequent contact or debniefing. the gift st be officially charped out of the
file. Upon conclusion of the CHS meetmg, the mfl must be charged back into the CHS
file Upon closing the CHS file. the mft must follow the Natonal Archives and Records
Admunmistrahon (NARA) approved final dispositon schedule established for the CHS file

« (U/FOUD) If the paft 15 1o be treated as evidence, 1t must follow the same process as any
othe cvdence. e the [

(UW/FOUQO) If an FPO 1s participating in an mvestigation or a prosecution using the CHS, wntten
nohce must be provided to the FPO attorney—n advance, whenever possible—if an S5A

approves the acceptance of a mft. A copy of the FPO notification must be retained in the CHS
validation sub-file

13.1.1. (1) Gifis Given to CHSs and PCHSs

(U/FOUQ) Gafts offered to PCHSs and CHSs may be provided 1n accordance with subsection

3102 “Evaluation and Recnutment Phase Funding ™ and subsection 1713 | “Gifts in Lieu of
Monetary Payments ~

11
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3. (U) Identification, Evaluation, and Recruitment of Confidential
Human Sources in 'I'err 5 Ai“!‘i_lllﬂf?_

AL (U/FOUO) PCHS Risk/Benefit Analysic

(U/FOUO) The FBI has successfully vetted and recruded CHSs ssnce s inception A CHS was
traditionally and still 15 often identified duning the conrse of an npoing assessment o
predicated mvestigation, or through routme hason As of December 7008 the ACA Dome as
unplemented by the DIOG, provided an additional ool known as the T ype © msrssment -
for the dentification. evaluation and recnuntment of CHSs [n addition to the DIOC: ths section.
i conjunction with Sechion 7, “"Roles and Responsibnlies ™ poverns the sespective roles of SAs
and [As 1n the identificahon. evaluation. and recrustment of PCHSs under the Type 5 assessment
The purpose of this section 1s 1o give further detals repardmy the implementation of DIOG
subsection 5 6.3 4, however, m the event of a conflict. the DIOG 15 the controlling authonity

(U/FOUQ) Inherent in each Type 5 assessment or prior to opeming any CHS 15 the clement of
deternmunng the potential benefits to be paned through the Wentificabhon. evaluation. and
recriatment of the PCHS, balancing them agams! the possible operational and ofher costs
associated with the PCHS and ensuring that the benefits outweigh the costs grven the known
information and the circumstances mvolved If a PCHS 15 ultimately opened. he or che enters
into a relabonship with the FBI and that relationship will forever affect the jafe of that indevadual
The PCHS will be either an “FBI source™ or a “former FBI source ™ and o turn hes or her
conduct or nusconduct will reflect on the FBI Fawly or unfawrly the FBI wall be viewed m the
light of that reflechon Therefore. 1t 15 important fo recogmize that decisons and activilaes
undertaken in the identification, evaluation. and recnutment phases are exercises m nsk
management

(U//FOUQ) Once the PCHS 1s open. be or she 1s subject 1o the mudance provided m Secton 20,
“Confidential Human Source Validation = Pnior to opetung each PCHS, agents and analvsts must
be aware of the need to assess and weigh the nisks assocuated with the PCHS

(U//FOUQ) There is a number of factars to be considered duning the idennification evaluation
and recruitment of a PCHS . Documented past activities and observable charactenistics can.
provide insights that point to fiuture control or handling 1ssues. reliabisry problems. or lack of
credibility on the part of the PCHS Likewase the PCHS s beliefs, values. and allepances may
reveal motivational platforms that enhance existing benefits and are cntical cntena for the apent
and analyst to define throughout the Type 5 assessment These factors. as outhmed m the six
bullets below. should then be assessed in thetr totaliry aganst the backdrop of each of the five
CHS critena to deternune whether the nisk m uitunately recnutmg the PCHS source 15 low.
medinm or lugh and what steps can be taken to nutigate 1dennfied nsks A ssmuilar evaluaton
should then be conducted on the potennal benefits the CHS 1s reasonably expected 1o deliver
The final step is to deternune whether the potential bepefits outweigh the potential nsks and act
accordingly

(U/FOUOQ) The factors below must be used by analvsts and agents to weagh the nsks agamst the
benefits involved duning the evaluation and recrustment of PCHSs Each of the factors and m
tum, the CHS cnitena. cannot be weighted equally since for example 3 PCHS s aceess o
relevant intelligence or information may ourweigh a particular sustabilsty or secunity nskc
especially if such concerns can be adequatelv nutigated When evaluating benefits versus nsks.

T S S —
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mﬂ“ﬂmthJEtﬂmﬂmhm
~ information or are sufficient to outweigh the nsk(s) associated with one or more of
~ the five factors hsted - Factors to be considered include
=  (UVFOUD) The immmunent operational need and importance of the desired mformation
. ﬂmmmuhmwﬂlmm&ﬂrﬂﬂlmhmmﬂr

- @mmwmmmmmurmnmmmurn1m wall
have a nummal adverse affect

= (U/FOUO) The hkehhood that the intellipence or information wall be lost
o (LW/FOUQ) Whether and how a nsk can be mutigated

e (U/FOUQ) Whether the FBI wall be able to control the PCHS through existing handling
procedures and venfy the trustworthiness of the imformation provided through the
(U/FOUQ) The PCHS cntena are

s (U/FOUQ) Access: the individual ‘s placement and sustained ability to acqure
mformation of operational and/or intelligence mterest (In some instances, this may be a
matter of potenhal access to high-value information )

= (UWFOUQ) Suitability: the mdividual's character. intelligence. and competence as they
relate to his or her potenhial to provide authentic, accurate, and reliable information Thas
helps to answer the question. “Does the individual have the appropnate attnbutes to
perform as a CHS?”

* (U/FOUQD) Susceptibility: the hikelihood that the individual will accept recruitment as
an FBI source and provide information on a confidential manner This aspect requires an
analysis of possible motivations and biases life expenence and other factors relevant to
the willingness of the individual to become a CHS

s (UYFOUO) Accessibility: the FBI s abality to gain access to the indivadual for the
purpose of assessment and evaluation as a means to move toward recnutment.

« (UVFOUQ) Securiry: the FBI s assessment of operational secunty and
countenntelligence nsks associated with the PCHS Thus means evaluating the individual
and the operational crcumstances related to the following questions:

o (U/FOUQ) What 1f the individual rejects recratment by the FBI?

o (U/FOUQ) What if the indinvidual becomes aware of the FBI interest and objectives.
but his or her loyalties are elsewhere?

o (U/FOUQ) Are there possible lifestyle or professional vulnerabilities that maght
create reliabality 1ssues or mnvite exploitation by others?

11 (U/FOUO) PCHS Operations: Inmoduction

(U/FOUQ) The Type 5 assessment consists of three phases The idenntification phase 15 opened
without a specific. named mdividual, for the purpose of identifying persons with placement and

13
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access from a pool of unknown individuals The evaluation phase 11 opened on 2 spercafic . named
incividiaal beleved 1o have appropriate placement and access for the paapose of obtameng
mnformation (o better ascertain the nature and extend of hus or ey acress secuty nek . sutiniity
accessimhity, and/on susc eptilality 1o berommng 2 CHS The rerrustmens phase wheeh s 2
continualiom of the evaluation phase for SAs, mvolves the SA s efforts o obtam 2 sperafic,
named mdividual s apreement to voluntaniy enter a relationshsp with the FBI w osder io prowde

operational assistance and/os imellipence These phases e addeessed m detal m the sibsechons
that follow

wiou0) The [ s ¥ cofiection managemen

coordinator (CollIMC) must be assipned as case participants m every 1 ype 5 ssensment

(UNFOUO) A Type 5 assessment 1n any phase may not be opened on 2 subjert of 3 pendeng
FBI predicated mvestigation In addiion, a previous]y opened CHS may nof be opened a5 3 Type
5 assesement See DIOG Classified Appendix G for 2 sperific exception lo Sas reguuisemnent

11 (U)ldentification Phase

(U//FOUOQ) The purpose of the identification phase of the Type 5 assessment = 10 identefy &
PCHS with placement and access from a pool of unknown indrviduals

331, (U)Opening the Type 5 Assessment in the Identification Phase

(U//FOUQ) The approval requirements to open 2 Type 5 assessment in the identification phase
are specified m subsection 3 Basic Approval All Phases ™ The Tvpe 5 assrssment
identification phase 15 mitiated with the submission of a CHS identification plan winch mus
support an existing predicated investigation or assessmenl The plan must be dorumented m an
EC (or a successor form in Delta) using the appropriat- [ NG =
identification phase may be undertaken by an SA assigned to esther 3 HUMINT or 20
investigative squad. or by an LA assigned to an FO or to FBIHQ who wishes to open 2 Type §
assessment in the identification phase These files may be assagned jomtly 1o 5As and 1As The
819 classification consists of the following restncted alphas which specify the operatonal
program area to be supported by the CHS dentification plan

(U//FOUQ) The contents of the identficanon plan EC nmst inciude the followmg

o (U/FOUO) Case ID: the dessgnator for the zppwnm.clasuﬁaﬂm
+ (U/FOUO) Title: CHS ldentification Plan

¢ (U/FOUO) Synopsis: the authonzed purpose and clearly defined opective(s) of the CHS
identification plan

» (U/FOUQ) Details:

14
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o ﬂma'lhm and access 1o mformation that the 131 1
m_ the I s seeking a with such placement and access The
et i hude (he file mumibes(s) and hile(x) of the assessment(s) o
predicated mvestigahon(s) the Type 5 assessiment supports

o (U/FOUO) Common chamctenstics or search cntena of mdividuals believed o have
the deswed placement and access descnbed above and the basis for selectng the
' charactenstics o search entena There poust be an ahoulated reason 1o
wve that the charactenstics and search criitena wall yield the indvviduals likely to
have the deswred placement and access, and the selected charactenstics must not be
based solely on race, ethmcity, nahonal ongin, relygion, activities protected under the
Fust Amendment. o1 a2 combmation of only these Gactors

o  (UWFOUQO) The mvestigative methods the TA or SA anhcipates using (e g, database
and onlime searches. survelllance of physical locatons. or atendance at particular
events. only as authonzed in the DIOG) and the reasons why these investigatve
methods are expected to vield persons who are hkely to have the needed placement
and access associated with the common charactenstics or search critena set forth
above

(U/FOUO) In developing the identification plan, the focus should be to understand the activihes
associated with the threat based upon existing mtellipence or information recetved. and the type
or charactenshcs of people who logically intersect with those activities. From this proup,
charactenstcs or search cntena can be refined, and investigative methods idenhfied, to yield
specific persons with the appropnate placement and access

3a {U) Modification of the CHS ldentification Plan

(U/FOUQ) If an IA or an SA seeks to utilize additional charactenstics or inveshgative methods
that were not documented in the identification plan EC . their use must be requested 1n an EC (or
a successor form m Delta) addressing the following

« (U/FOUO) Case ID: the designator for the appropnate [Jfclassification
« (U/FOUD) Tide: Modification of CHS ldentification Plan

= (U/FOUQ) Synopsis: “To request modification of CHS 1dentification plan created to
[restate the authonzed purpose and clearly defined objective(s) of the onginal CHS
identificaton plan]”

= (U/FOUO) Details: the additional charactenstics, the reason for selecting them. and the
additional mvestigative methods to be used. with an explanation of how these methods
are expected 10 vield persons with the charactenstics specified

(UWFOUO) For more formation regarding the defimition of the mdriduals and groups that
quahfy as sensiive PCHSs. it 1s important to also refer to Section 5 of the DIOG on Type 5

assessments and Section 10 of the DIOG on sensitive mvestigative matters (SIMs) i Type 5
assessments.

15
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LERR Mrmr_hwh-mmm .L-.:

Phases y 3 .'T-:" .'I"L
(UMFOUO) If a CHS identific ation phan leads W the dentification of one or mose mdividists e
who appear o have the desired access and plac et 0 be conmdesed for furfer svalustion i A0
andion recnutment . ome of the followmg steps must be takoen

. {mmmlrmrmi—-—u:-um::':n-z-urn
the |A must open a separate | ype  assessment i the « phiase (10 a cordamer
with subsechon 4 brlow) (o evaluate the mdondual a 2 POCHS

s (UNFOUD) If the Type 5 assessnent m the idesisfic ston phase was magued o = SA
one of the followmg processes must be used
o (U/MFOUD) The SA may close the Type 5 assesament . and then open and operate fhe
individual as a CHS m accordance with Section 4 Openang and Reopessay 3
Confidential Human Sousce  provaded that the SA beleves tat the mdrndaal =
sutable the individual agrees 1o be 3 CHS  and admomsshments ase provaded 1o e
CHS withnn 90 days of openmg

o (U/FOUQ) The SA may open a Type 5 assesament m the cvaluation or secrstmess
phase (m accordance with subsection 3 4 below) of additional valuaton or
recrtment efforts beyond 90 days are requared

314,  (U/FOUO) Evaluation and Recruitment Phases

(U/FOUO) The approval requurements 1o open 2 Type © assessment m fhe mvaliation and
recruttment phases. which focus on dentified indraduals are specified m sfsecton © - “Hase
Approval All Phases " These mdividuals may come 10 the attention of [As and SAs m 2 sumsbes
of ways. including the 1dentification phase of a2 Type 5 assesament suthornzed mvestgative
methods used by SAs mn other assessments and predicated mvestigahons and reseasch of
historical information in existing records. as set forth i sdmecton | ¢ Authoroed
Investigative Methods 1n Type 5 Assessments All Phases

34 (U/FOUO) Evaluation Phase

(U//FOUQ) The purpose of the evaluation phase of the Type ° assessment s 1o obtam addmonsl
background information regarding a known mdrvidual 1o befier ascertam hns or ber placement
access. security fisk. suitability, and or susceptitality 10 becomme 3 CHS Tins phase may be
used by [As and SAs assigned to HUMINT or investigatve squads. and by LAs assagned to
FBIHQ SAs may be assigned jountly with [As to Type 5 assessments m fhs phase

(U//FOUO) A Tvpe 5 in the evaluation phase 15 not 2 prereguusate 10 openmng a0 mdradal 25 2
CHS. rather. the Type 5 provides addihional tools that mav be used 1o evaiuate 3 PCHS AaSA
may open an individual as a CHS 1f the SA has sufficient kmowledge 10 beheve hat the
indrvidual has access to valuable information. 1 susceptible to becomnme 3 CHS. and may be
given admonishments within 90 davs of opening However if an SA focuses on an mdendua s
a PCHS. and the SA requires more than %0 davs to evaluate the mdradual or needs 0 e
investigative methods to further evaluate the indrvidual an evaluanion phase smist be opened

(U/FOUO) [As and SAs must open an evaluation-phase Tvpe 5 assessment to assessa PCHS.
whether the indiidual was idennfied through an idennfication-phase Type S ssesmenter
through other means Hmﬂhﬂmmm&ﬂﬂﬂﬁﬁm'.
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should be recrusted, the LA should prepare a sowce wdentification package (SI1) for use in the
recntment of thas mdividual by an SA on the appropnate HUMINT on investipative squad A
SIP 15 defined as a witten product drafted for the puapose of providing information reparding an
indivadual that wall be used m order to deternune or relay the mdividual ‘s potential as a CHS
Drafting a SIP 15 recommended. but not mandatory, because a SIP may not be necessary in all
arcumstances. However, as stated above, an evaluaton phase Type 5 assessment must be
opened before a SIP may be drafted. even if the mformanon used for drafng the SIP was
obtamed pursuant to an already-open predicated case on the indradual . before the focus on lum
or her was as a PCHS A CHS tapeting package 1s a SIP, however, the title SIP must be used
mstead of the tarpeting package i order to provide consistency across the FBI Once the SIP s
completed. the Type § assessment (i the recrnatment phase) must be reassipmed to the
appropnate HUMINT or mvestigative squad for recnutment

(UFOUO) If the mformanon developed dunng this phase indicates that the mdividual should
not be recrited as a CHS, the Type 5 assessment must be closed in accordance with the DIOG
and subsection 3 10 . “Duration and Closure of a Type 5 Assessment ~

(U/FOUO) SAs may open evaluahon phase Type 5 assessments on indiiduals identi fied

through 1dentification-phase Type 5 assessments, predicated mmvestigations. or other means. but

have the additronal authonity to engage i recnmtment activities under the recruitment phase
whach 15 descnbed below

14l (U/FOUO) Recruitment Phase

(U/FOUD) The purpose of the recruatment phase of the Type 5 assessment 15 to obtain a PCHS s
agreement to voluntanly enter a relatnonship wath the FBI and provide operanonal assistance
and/or mtelhgence Only SAs assigned to wvestigative or HUMINT squads may engage in the
recruntment phase Non-agent professional staff may be requested to assist wath the recnutment
phase m accordance wath subsection 2 2 3 . “Non-Agent Investigative Staff ” If the recruatment 1s
successfil the Type 5 assessment must be closed m accordance wath the DIOG. and the
mdividual must be opened as a CHS i Delta. The Type 5 assessment must also be closed if the
recrurtment 15 not successful, erther because the individual declines to become a CHS or a
decision 15 made not to continue the recrutment

143, (L") Opening the Tyvpe 5 Assessment in the Evaluation and Recruitment Phases

(U/FOUQ) A Type 5 assessment in the evaluaton or recnutment phase must be opened with an
EC (or a successor form m Delta) contammng the appropriate [ file oumber The [N

I = 2 sct of resmicted files consisting of numencal classifications conesponding to specific
program areas which the PCHS, based upon placement and access to mformation on a potential

or existing threat 1s expected to support if opened as a CHS. These file classifications are set
forth wn the followang table

(/' FOUQ) The contents of the opemung EC must include the followmg
* (U/FOUO) Case ID: the designator for the approprate [Jfile

17
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e (U/FOUO) Title: the name of the PCHS s

o (U/FOUD) Synopsis: the authonzed purpose and clearly defined obyectivel(s)
« (L/FOUQ) Details:

o (UIFOUO) File classification(s) or crume problem mdacatos (CPT) coded(s) of the
operatumal program o threat the PCHS 15 experted to support

o (UIFOUO) The PCHS 's name date of barth. and all other avalable bropraphecal data

o (UHFOUD) Synopsis of any mformation collected regarding the PCHS purssant o an
sdentification phase Type 5 assessment or a prior assessment or predicated
mvestigation m which the PCHS was imbally dentified as 2 subgect

o (UVFOUO) The information for whach the PCHS has placement and access. and whry
such a CHS would be of value to the FBI

35, (U) Basic Approval: All Phases

(U/FOUO) A Type 5 assessment for any phase must be approved by the approprate supervisor
and opened with an EC (or a successor form in Delta) Notwithstanding any other provisson =
the DIOG, a Type 5 assessment cannot be opened based on oral approval An SA opemng a Type
5 assessment must obtain SSA approval an [A opemng a Type 5 assessment must obtan
approval from the SIA and the SSA on the HUMINT or mvestigatrve squad whach would
eventually recruat any individual 1dentified as 2 PCHS

15.1. (U) Additional Approvals

(U//FOUQ) In addition to the approvals set forth m subsection 3 5 above addihonal approvals
are requured 1f, during the 1dentification phase at least one of the charactenstics i the
subsections below 1s bemng used to identify individuals with placement access or s a
charactenistic of a PCHS n a Type 5 assessment evaluation or recnutment phase The
charactenstics are presented according to the approval levels requared

1511 (1) CDC Review and SAC Approval for Sensitive PCHSs
(U/FOUO Sensitive PCHSs must be treated in accordance with DIOG subsectson 563442

(U//FOUQ) CDC review and SAC approval are requared before a Type 5 assessment may be
opened on a sensitive PCHS or if dunng the identificanon phase 3 sensitrve charactenistic s 2
least one of the aspects bewng used to idennfy mdraduals with potenhal placement and access 1
mnformation of interest If 1t 1s determuned . after openung a Type 5 assessment that a PCHS =
sensthive or that a sensitive charactenistic must or will be added to the PCHS dentficanon plan.
the assessment actvity may conunue. but the mamer mmust be documented m an EC (or a
successor form i Delta) and reviewed by the CDC and approved by the SAC promptly (12, not
more than five business days after the determunation 1s made)

(U/FOUQ) Sensitive PCHSs (and sensinve charactenstics included as part of a CHS
identfication plan) include:

e (U/FOUO) Domestic public officials (other than members of the US Congress and

Whute House staff who requure ugher approval authonity—see subsections 3 5.1.2.1 and
35122, below)

l E . ..- ..- I'H'{._
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o (LWFOU0) Domestic polibeal candhdates
= (LVFOUO) Indmaduals who are promment within relipous onpamzations
o  (U/FOUO) Indivaduals who are promment withn domestic political orpamzations
s  (U/FOUO) Members of the news medha

s (U/FOUO) Members of faculty or admamstration of collepges and umversites m the
Umated States

AS1.L (1) SAC and FExecutive Assistant Director (EAD) Approval After Consultation
With the Office of the General Counsel (0GC)

35121 (L") White House Personnel

(U/FOUD) SAC and appropnate EAD approval. wath a recommendation fiom the OGC, are
required to open a Type S assessment m whach

s (U/FOUQ) White House staff status 15 one of the specified charactenstcs i the CHS
wdentfication plan (identificanon phase)

= (U/FOUO) A member of the Whate House staff will be evaluated or recrusted as a PCHS
{(evaluation and recnutment phases)

35122 (1) Members of Congress and Their Staff

(U FOUD) SAC and appropnate EAD approval. with a recommendation from the OGC and
pnor notice to the AD, Office of Congressional Affaurs (OCA). are requured to open a Type 5
assessment 1 whach

» (U/FOUQ) Status as a member of Congress or a part of a member s staff 1s a specified
charactenistic n a CHS identificanon plan (identification phase)

e (L//FOUO) A member of Congress or a part of a member s staff wall be evaluated or
recnutied as a PCHS (evaluabon and recruitment phases)

3511 (L) SAC and Responsible DI Deputy Assistant Divector (DDAD) Review and
Approval

(U/FOUO) SAC approval JJlreview. and the approval of the DI DAD with HUMINT
program responsibibity are requured for CHS wdennficanon plans and evaluanon- and
recnutment-phase actnvary that mvolve

s (U/FOUO) The establishment of an apparent or actual business
e (L/FOUD) The use of employment sites
= (U/FOUO) Any other activity winch mught have an adverse legal unpact on a thad party

(U/FOUO) Following SAC approval. the 1 t 1o approve a CHS identification plan for one of
the sbove characenstics st be sent 10 t-c [

with a copy to the q)pmprul‘.t-umt to be presented to the DI review comnuftee
1514 (') Department of State (DOS) Approval

e
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(S//NF) If the SA condurting the Type 5 assesament determunes that an intervew s likely 1o

culmnate 1n a recnutment offes _'!I 51 be obtuned prior 1o condaching the

e vVIeEw

(S//NF) To obtain the € A must provde the appropnate FBIHD operatonal

urat with an SSA-approved BEC contamng the followmg information
s (S//NF) The PCHS s nattonality and citizenshoy
e (S/NF) The ume frame of the approacl
o (S//NF) The indivadual s daplomanc or official stat

. S/NF} A descnption of the inanadual  includmyg the locabon ans
wiernational orgamzanonal component or diplomatyc estabhshanent o winch the PCHS

belongs and a descnipuon of s or her dutwes withan the organizaton
s (S/NF) Whether the approach would be passrve or coercrve
» (S/NF) The target aganst whom the PCHS 15 expecied o report
¢ (S//NF)} The probable motivaton for the PCHS 1o become a CHS

o (5/NF) If known. whether the PCHS 15 hikelv to cooperate

L FOUO) The operational unit must then request _tr.'_'._ the DOS before the

CA conducts the putal mtervew

16, (L) Authorized Investigative Methods im Tvpe £ Assessments: All Phases

L7} As set forth in the D v the mvestizanyve methods listed below maav be used m 2 Type
5 assessment. whether mn the dentificaton evaluation or recrutment phase

17 All of the followme mvesngative methods mav be used by SAs LAs may use only the forst

SIX imvesngarnve 1!|"L-'.-.H.!-
s (LU'FOUO) Use of public information

o (LVFOUD) Use of FBI and DOJ records or mformatyon
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o (UAFOUIO)Y Use of vecords o sformation from othes fedesal apenoes and state local
tribal o fowergn poverment agencies

e (LFOUO) Use of onlme services and resowces
= (LVFOUO) Use of mformanon voluntanly provided by povermmwntal on proivate entities

s (LWPOUO) Use of alas/ false wdentfication (AFTD) o the covert approach (see
subwection 1 /256 “Use of the Covert Approach by IAs on Publicly Accessible Web

Sates ” for 1A specific pudance) only permtted for use diwmg approved actiaty m a
Type & assessment

e (LVFOUOD)CHS use and revoutment

s (LFOUO) Interviews of on regquests for informanion fiom the public and povate entities
s (LVFOUO) Physical ssrvesllance (not teqquinmyp a count onder )

s (UVFOUO) Polvervaph examinatons

o (LVFOLO) Trash covers (10 searches that do not requure a warrant or court onder, SSA

approval and consultation wath CDC/OGC 1= requured prios 1o using this method [see
DIOG subsection 18 6 17 5])

(LVFOUO) DX has opaned that SAs are authonzed o perform consent searches in assessments

(U FOU0) Investpatve methods used durng assessments that may requuore higher than SSA
approval are set forth m DIOG subsection 18 5

(LVFOLIO) In additon. as specified m divsion PGs. there may be agreements (e g MOUs) thar
require addional coordinanon and approval pnor to conducting certan activines

(U FOUO) In the course of a predicated investigation. an agent may not utlize undercover
actyoity (pursusnt to [he ditorne Gemerad 5 Caidedings on Federal Bureau of [mvesngation
Undercover Operations [AGG-UCO]) wath the specific purposes of wdentifving. evaluating or
recrusting a PCHS The agent nuist open a Tyvpe 5 assessment and 1of deemed operanonally
appropnate and necessary based upon the cucumstances. mav seek approval to utilize the covent
approach The followmng example dlustrates this requirement

(L7 FOUO) Scenario: During a predicated mvestiganion of a viclent crime group the
FBI CA identifies a person associated wath the cnmunal group who may be a PCHS
Based upon thus the CA decides according to the AGG-UCO . to use up 1o "five

undercover actnaty” contacts with the PCHS as a means to evaluate the person as a
PCHS

{(U/FOUD) Response: Thus 1s not permutted A Type 5 assessment must be opened and
approval to utihize the coven approach can be sought (see CHSPG for approval standards )
10 further evaluate and recruat the PCHS The predicated case canmot be used as a basis

fou undercover actmary related to contact with the person. since the actual purpose for the
mieraction 1s 1o evaluate and potentiallv recnut the person as a CHS rather than seeking
mformation relevant to a federal crime o nabonal secunny threat

1
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370 (U) Guidance Specific to Special Agents Ap

JIFOU) Dhanng the couse of 2 5“im
Ernnllﬁ- :"th‘drm uiﬁuﬁn—mﬁmmﬂﬁi y ._
evaluation and recrumment process All contacts st be doostnested i an|
mmmmmum:;r:“ ‘ =
the file (or a successor file w Delta) ls i e e .
Mh’!mm “PCHS ~ The bt s
on the if the PCHS Mm* e

drmhﬂmmimpuﬁrﬂmmﬂﬁm. :
should be mchided as well

hmmﬂrm:phcm access sustabsbay mg
any security 1ssues that may umpact the PCHS Contact with 3 PCHS st ot

PCH‘immllmrwhrrmnpumnmlm COmily 2 opes CHS whe e
admonsshments required m Secton 5 Cunﬁhdhmw *H:
tasked with collecting evidence or intellgenice iy

(L//FOUO) In addition, mhmdiwm-ﬂ“‘# .'.-‘..
undercover activity (up to five substantrve contacts purssant 10 AGC LG) ﬂﬁrﬂ

may seek mﬂmm&mwm See ptbserhiog 3 72 3, mw
Using True Name,” and subsectson ! 7 2 5 “Coven Approach ” hm”ﬂ-_

(U//FOUQ) Scemario: Dunng a predecated mvestigatson of 2 ww ' .

Based upon thus the CA decides m accordance with the AGG-UCO, Hﬂﬂ'i
mdnmwm1w’mm&m:|:-_nm&m
PCHS

(U//FOUO) Response: This 1s not permutied A Type § sesament must be op
approval 1o uthze the covert approach can be sought o further cviliote d o e
PCHS. lhnrdxnndmcmhmdu:h-hm:lﬁq’f L

contact with the person. since the acmal purpose for the mscrachon = o cvahssc and
potennally recrun the person as a CHS rather than o soek miformanon reievant :

federal cnme or natsonal secanty threat v : d

372, (U) Methods of Approach

(U//FOUQ) The three types of approaches m%n.ﬂ
5 assessment The approach selected wall depend on the SA 5 pi i
any of the approaches wiiined, if dhie SA. las e damel RPN
pay for appropnate recrustment expenses (¢ g meals or evems
mmlﬂmnmmum-m
Ammhmm-wi
“Evaluanon and Recnustment Phase Fundme ™
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(LVPOU0D) An SA comtacting the POTTS nemg the nonaffiliated on covert apymoac b ninst
contwonsly evahuate the need for contimued comtacts wath the PCTES 0 ensine that those
contacts fimther mform the olyectives of the Type 5 assessanent (e that addstional nonallilated
o covert contacts provide useful and necessary msight wio the PCTES 5 access sintalnliy

susceptibibity accesabality. and possible operational secunty ssues)

(LFOUO) Dhanng a Type S assessment. the SA may collect mbommation that s vohusteesed o
provaded incvdentally by the PCHS of ot relates 1o an onpowmg assessment. preda ated
mvestigation. collection requurement. o other aspect of the TR < imission The SA mnst
document thes mbformanion m an [ 100 w the approopnate mvesiganve Bile as well as m
file (o a successon file i Delta) The SA may also ask questions related 1o
mtetest 1o the Tvpe 5 assessment (1 e informuaton for the purpose of ascertanimy
the PCHS s placement. access suntabulity. susceptibnbity and accessiihity o secunty concems)

y7.2. (U TOUO) AfMfibkated Approach

(LVFOUO) In the athhated approach. the SA or TEO dascloses lus or het afflibavon with the FBI
to the PCHS The SA ar TFO has the option of not revealing the true purpose of the contact to
the PCHS In thas affihated approach option. the PCHS 15 provided a plausible reason for the
contact other than the FBI « purpose of assessing the person as a PCHS If the true purpose of the
contact 15 not revealed the SA or THFO must ensure that the purported purpose used would not
reasonably be expected to violate the nghts or damage the reputatnon of another person. and that
the puported purpose does not mply that adverse legal consequences may follow 1o the PCHS
{or a person close to the PCHS) af the PCHS declines to speak with the SA or TFO

3.7.2.1.1. (U FOUO) Approval for Affiliated Approach
(LFOUO) No approval 1s requured for using the affibated approach
3.7.2.2. (U FOUO) NopafMfibated Approach

(UFOUO) In the nonaffiliated approach. the SA does not volunteer to the PCHS that he or she
15 employed by the FBI or other LE or utelligence agency and a TFO does not volunteer that he
or she 15 emploved by the parent LE or mtelligence agency or the particulas FBI mvestigative
entity. such as a Jomt Temmonism Task Force (JTTF) However the SA or TFO does not use an
ahas and does not affinnatively deny affilianon with the FBI or other LE or mtelligence agency
when using thus approach  Affirmative demal constitutes the use of the covent approach and
mcludes the use of apparel or props (e g . weanng a plumber s uniform or dnving a cable tuck)
to mtenthonally musdirect the SA s or TFO s affiliation with the FBI or other LE or ntelligence
agency An SA or a TFO may wathhold FBI affilianon if based upon the operatnonal
curcumstances. the withholding 15 necessary or advantageous to aclueving the obyectives of the
assessment The SA may contpe to make contact with the PCHS wiule using the nonaffibated
approach. as long as the standards set forth below for mamtammg nonaffiliation i the Tyvpe 5
assessment are met

(U'FOUQO) If the PCHS asks whether the SA or TFO 1s emploved by the FBI or another LE or
mitelligence agency. and the SA or TFO affirmatively demues the affibaton the SA may complete
the contact with no additonal authonity If the SA mtends. wlule using true name 1o continue to
make these representations in the next substantive contact {meamng . a contact that 1s not made
for the purpose of or related to scheduling the next meeting) the SA must furst meet the
requirenients set forth i subsection 3 7 2 1 “Covent Approach Using True Name ~ If however
13
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the SA witends :mlwhamwmmm,hm#m
oy it huave 1 be gt

(Lo lxdnmmmd-mhmﬂmw-nmnnmd
the contact with the PCHS (1 ¢ tuat of assessang the person as 2 POHS) Therefore "
the standards for e use of the nomaffilisted approach the SA must ensre that the

purpose for contacung the PCHS

o (UHFOU) Is plausible

o (U/FOUO) Would not reasomably be experted 10 violate the nghts or damape the
reputation of another person

o (U/FOUO) Does not mmply that adverse legal consequences may follow o de PCHSE
declines o speak with the SA

(UIFOUO) Moreover. withholding FBI affiliation (1 ¢ nonaffilsateon ) s pesmastied only of dosg
s0 would not reasomably be expected 1o violate the nghts or danage the reptation of asotler
person o1 entity or have a reasonably anticipated adverse legal conseruence

L B B (U/FOUQ) Approval for Nonaffiliated Approach

(U//FOUQ) No supervisory approval 1s requured for utihzing the nonafhilated appruach
However, since achieving the assessment obyectives may take time and meolve ossitaple
mnteractions with the PCHS. the €A must continually evaluate the need 1o withhold affshaton

372N (U/FOUQ) Covert Approach Using Troe ™ame

(U//fFOUO) The covert approach using true name provides 3 iransation mechanssm for 2 SA or a2
TFO 1o continue contact with 2 PCHS during the evaluaton and o recrunmess phases. based
upon an articulated basis for dong so winle mantaumng 2 nonaffiliated status. and 25 long a8
withholdng the affiliation would not reasonably be expected to violate the mghts or damzage the
reputation of another person or entiry or have a reasonably anticipated adverse legal consequence

(U//FOUOQ) There may also be circumstances when an SA plans m advance o use thes apgeeach
priot to contacting the PCHS

(U//FOUQ) In erther of the above corcumstances. the requerements for using the covent appesach
with true name must be met (see subsection 3723 1 _ below )

(U/FOUOQ) ln order to protect the techmque. 1f used. 1 15 generally anbospated that wisen nsmg
the covert approach with his or her true name the SA wall not Later affilate by disclosme hes or
her employment wiath the FBI but rather wall hand off the PCHS to another SA for Sorther
evaluanon and an affibiated recrmment However with appropniate jusification 2nd appeowal an
SA using the covert approach with true name may affiliate by revealng bes or hes e
emplovment if doing so will not harm or undermmne the relanonshp buk with the PCHS. and of
1t 15 consistent with assessment obyectrves (see subsecnon 7 7 1 3 4 “Transtomms From the
Coven Approach Using True Name to the Affihated Approach™)

3.7.2.31. (T FOUO) Covert Approach Using True Namme Requair ements

(U FOUQ) Generally. the covert approach usme true name 1< utilived m 2 stustion whese,
durng contact wath a PCHS. mfﬁcmhihmmﬂmﬂmu“m
during that contact 1o represent. etther affimmatnely or Gwough demsal hhl’lﬂ ]

24
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emploviment s somethung other than as a LEO ot a person in a comparable position m the 1€ In
thas first sshaaton, of the CA mitends to continue to make these representations i the next
substantive contact the CA nmnst obtan pnor approval for subsequent contacts thiouph a wiitten
request. as set forth n subsection 17 2 32 below In addston the SA must have successfully
completed the [N - <:v-lcot [ oved
course Otherwse the SA has the option of atfiliating duning the next meeting with the
mcividual o PCHS or handang off the PCHS to another CA for firther evaluation

(L FOUO) The second sstuation i whuch thas techmaue s approprate 1s when the CA plans in
advance to use thas approach, pnor to the first contact wath the individual or PCHS In thas
sttuation. the SA must request and obtain pnor wiitten approval according to the procedures set
forth 1n subsection 3 7 2 3 2 below In addinon. the SA must have successtully completed the

Bl a0 equivalent [Jpproved traming course

37131 (U/FOUO) Request to Use the Covert Approach Using True Name

(L FOUQ) A request to use the covert approach using true name must be submatted for approval
via EC (or successor form i Delta). as detaled below If the SA anticipates the need for the
approach before the Type 5 assessment 1s opened. the request for the approach should be

mic luded 1n the Type 5 operung document If the need for thus approach anses later. the request
muist be made 1n a separate EC (o1 successor form m Delta) For example. thas circumstance
nught occur if the SA unlizes a nonaffiliared approach 1n a pending Type 5 assessment but
dunng the contact. finds it necessary to represent. either affirmanvely or through demal that hus
or her employment 15 somethang other than as a LEO or a person m a comparable position wath
the United States Intelhizence Commumty (USIC) The request and justification EC must include

depending on the sihwanon

= (LJ/FOUQ) Reason(s) why the use of a less intrusive method. such as an affiliated
approach. 1s not feasible. and why the covert approach using true name wall better assist
n evaluatng the individual s or PCHS s placement. access. suutability . and susceptibality
o becomung a CHS, and possible secunty concerns

s (U/FOUO) An explanation of the level of soplustication of the PCHS, mcluding the
hikelihood that the PCHS wall be able to independently identify the SA s FBI affiliation
and the nsk that such a disclosure would cause to operational equities. 1 f any

e (UFOUD) A descnption of the proposed CHS identfication. evaluation. or recnutment
strategy. ncluding the SA's plan to transition the relatonslup to another SA and remove
or distance fum- or herselt from the individual or PCHS . (Note: Multiple handotts may
occwr dunng the evaluanon process. The offer of recnutment, however. must be made by
an SA who has fully afhlated hunself or herself wath the FBI )

e  (LVFOUO) The dates of the SA s artendance at an -u: an equivalent -'II.'I].FI'\J'\t‘ll
Course

3.7.2.3.5. (T FOUO) Approval for Covert Approach Using True Name
(L FOUO) Pnior SSA approval 1s requared for the use of thus approach

37.12.34. (U/FOUO) Transitioning From the Covert Approach Using True Name to
the Affiliated Appioach

s 14

SECRET NOFORN



SECRET/NOFORN
(1) Confidential Human Source Poly Cusde

(U/FOUO) If at the outset of the approach stratepy or dunng the commse of the exerution. the

SA detesmines that revealing FBI affiliation 1s in the best operatsonal witerest of the assessment
the SA must address the following items m the approval reguest EC

s  (U/FOUO) The reason(s) why the SA believes that affilation. as opposed 1o
transioning the mdividual or PCHS o another SA 15 operationally sound and will ot
compromse the PCHS recrutment effort

e (U/FOUO) The SA's plan to affilate
o (U/WFOUOD) The SA's level of trammng

e (U/FOUO) The SSA’s comments regarding the SA s abality to successfully affiliate in
the particular CHS identafication or evaluation and recrustment scenano

3.7.234.1. (U/FOUO) Approval to Transition From the Covert Approach Using
True Name to the Affiliated Approach

(U//FOUO) SAC (non-delegable) approval to afhiliate after usng the coven approach with oue
name 1s requured

37.24.  (U/FOUO) Covert Approach

(U//FOUO) The covert approach allows an SA to employ a CHS identification. evaluabon.
and/or recrutment strategy m which the SA does not reveal lus or her troe identaty and represents.
erther affirmatively or through demal. that the SA s employment 15 sometheng other than with the
FBI For a TFO. the approach involves not revealing the TFO's true identity and representing.
etther affimatively or through demal. that the TFO's employment 15 somethung other than with
the parent LE or mntelhigence agency or the particular FBI mvestigative entity. such as a JTTF Ia
order to protect the technique and any FBI-1ssued AFID. an SA or a TFO using the covert
approach must not affibate by disclosing hus or her true wdentity or actual employment with the
FBI or other LE or mtelligence agency. but mstead must hand off the PCHS 1o another SA for
further evaluaton and an affiliated recnutment An SA or a TFO m covert status may be
permutted to affiliate only m extremely rare curcumstances and with appropnate approvals (see
subsection 3.7.2 4. 4. “Transition From Covert to Affiliated Approach™)

(U//FOUO) The covert approach entals the use of an FBI-1ssued AFID. therefore, it requures a
well-devised operational plan to protect the techmique and use it effectvely. while weighmg its
use against less intrusive investigative methods to aclhueve the assessment s objective(s) The
factors to consider wlule crafting an operational plan mclude the level of soplustication of a
given PCHS target. the known or presumed reluctance of a PCHS 1o talk to the FBL a member of
other LE agencies, or the USIC, and the hkelihood of extended contact with and or overheanng
by thard parties at a any planned meetings wath the PCHS

(U"FOUQO) The covert approach used i a Type 5 assessment 15 not considered o be undercover
activity that s subject to the provisions of DIOC subsecnion 18 6 13 The disnncton hes m the
authonzed purpose of the Type 5 assessment, whuch 1s 1o seek mformation 1o wennfy. evaluate.
and recrut indmaduals as CHSs. By contrast. undercover activity includes the use of a false

identity to obtan mtelhigence or evidence from a subject or other person of mterest. Accordungly.
the “five meenng rule applied to UCO 15 not applicable 10 Type 5 assessments.

26
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(LFOUIO) Inherent m unhang the covert approach s not revealing the true purpose of the
contact with mdsviduals encountered under a CHS sdentification plan or with a PCHS (i e the
pupose of identifying o evaluanng the person as a PCHS) Therefore, the SA must ensure that
the purposted purpose used for contactng the mdivadual o PCHS

=  (U/FOUO) Is plansible

o  (U/FOUO) Would not reasonably be expected to violate the nights or damagpe the
reputabon of another person o enfity

s (L/FOUO) Does not unply that adverse legal consequences may follow to the mdividual
or PCHS (o1 persons close to them) if the individual or PCHS declimes to speak with the

SA or TFO

(U/FOUO) Moreover . the covert approach 1s perutted only if using it 15 not reasonably
expected to adversely affect the nghts or damage the reputation of another person (e g . the
PCHS or other thard partaes) o1 to have reasonably anticipated adverse legal consequence. and its

use musi further the objective(s) of the Type S assessment
1.7.24.1. (L/FOUO) Covert Approach Requirements

(U/FOUO) Covert approach requarements nst be met when an SA plans in advance to use the
approach. pnor to contactng the indmadual or PCHS Covert approach requirements may also be
mggered in sstuatons where a CA. whale not revealing hus or her true identity dunng contact
with a PCHS. finds it necessary to represent. either affirmanvely or through demal . that the CA's
employment 1s somethung other than with the FBI. and where the CA has used or wall use an
FBl-1ssued AFID For a TFO. thus means that the TFO, whale not revealing hus or her true
wdentity dunng PCHS contact. finds 1t necessary to represent. esther affirmanvely or through
demal that the TFO's employment 1s somethung other than with the parent LE or mtelligence
agency or the particular FBI mvesngative entity. such as a JTTF The TFO mn thus case has used
or will use an FBl-1ssued AFID

{U/FOUO) In erther of the above situations. 1f the SA or TFO intends to continue to make these
representations m the next substantive contact (meaming. a contact that 1s not made for the
purpose of or related to scheduling the next meeting). the SA must obtamn prior approval through
a written request. as set forth i subsection 372 4 2 below

(U/FOUO) In addition. 1 order to use the covert approach. the SA or TFO must have
successfully completed an advanced DI-sponsored HUMINT course (1€

or )
Successiul completion of equivalent HUMINT wramung provided by other agencies will be

cons = d approved by the ] The Central Intelligence Agency s
(CIA) 15 considered equuivalent trammg and does not requare
FBIHQ approval A request for oval of equivalent trauung must mclude the name of

the agency providing the raumung. the course name. and the cumculum and length of the course
and 1t must be sent to anention of the [Jjfor approval

(UNFOUO) Smee use of an AFID 15 wvolved. the SA mwust obtamn the AFID mn accordance with

requurements u the | o sccessor PG Moreover
any AFID utilized during the evaluation and recrustment process must be official. FBI-

]
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recopmzed backstopped o issued documentation that e conssstent with the standards set forth

o e | %

31.14.1, (U/FOUD) Request to Use the Covert Approach

(UHFOUO) A request 1o use the covert approach must be submomted via BC (or successor fonm n
Delia) for gpproval as detaled below If the SA antic ipates the operational need for the approach
before the Type 5 assessment 15 opened  the request for the approach should be mcluded m the
Type 4 assessment operung request [f the need for the covert approach anses Later the reqguest
must be made 1n a separate EC (o7 successor form m Delta) For example thss covumstance
mught ocowr where the SA uthzes a nomaffiliated approach n 2 pending Type © assesament bt
dunng the contact finds it necessary to utihze AFID and to either affirmatsvely or heough 2
demal that the SA s employment s somethng other than as 2 LEO or person m 3 comparable
position in the IC The request must me hude

o (U/FOUQ) The reason(s) why use of the affiluated or nonaffhated approaches would not
be feasible i that particular CHS identification evaluation or recrunment If the
operational need to use an FBI-1ssued and backstopped AFTD arose durmg the open Type
5 assessment. and the SA found it necessary o represent esther affinnatyvely or Seough
demal something other than an affiliation with LE (o1 IC equavalent) the SA mus
explain the circumstances that necessitated thas use of the covert approach and why futere
substantive contact(s) by the SA are feasible and operationally consistent with the
purpose and objective(s) of the assessment

* (U/FOUO) An explananon of the proposed CHS identification. evaluation or
recnuutment strategy operational plan for usmg the covent approach and bow ussng o wall
assist with further evaluatmg the individual s or PCHS s placement. acorss. suatabalisty
susceptibility to becomung a CHS. and possible secunty concerns Factors that should be
considered and addressed as appropnate include the level of sophsstication of 2 prven
PCHS target. the known or presumed reluctance of a2 PCHS to talk to the FBl or 2
member of another LE or IC agency and the hkelihood of extended contact with and'or
overhearmg by thurd parties at a any planned meetings with the PCHS

* (U/FOUQ) A description of the SA s plan to ransiion the relanonshep 10 another SA
and remove or distance hum- or herself from the mdividual or PCHS Note Multsple
handoffs may occur during the evaluation process The offer of recrmtment bowever
muist be made by an SA who has fully affiliated him- or berself with the FBI

+ (L/FOUO) An explanation of how the AFID wall be (or was) used dunng contact wath
the individual or PCHS. and whether the PCHS wall observe or has observed the AFID

¢ (U/FOUO) The dates of the SA's atendance at an advanced. Di-sponsored HUMINT
course (or a Dl-approved rammg equivalent). as specified m subsecoon 2 7 241
Tovert Approach Requurements

¢ (U/FOUO) The date of undercover employee (U'CE) cemfication. of recenved Although
undercover activaty is not pemutted m an assessment and the covert approach 5 not
considered as such. UCE expenience 15 a relevant factor to consader m the approval
process

3.7.2.4.3, (T FOUO) Approval to Use the Covert Approach
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(UMFOUO) Requests to use the covert approach must be approved by the SAC (non delepable)
37244 (U/FOUO) Tramsition From Covert to Affiliated Approach

(U/FOUO) In order to protect the covert approach, especially since an AFID s involved, an SA
using the approach 1s not permutted to affiliate by revealing his or her true identity or
employment to the mdividual or PCHS Instead. the SA should develop a relationship with the
mdnvadual or PCHS to successfully ascertan the PCHS' placement. access, smtabality,
susceptibality, accessibility, and possible operational secunty concems, to the pomnt where that
relanonship can be transitioned to another SA—or SAs 1f more than one handoff 1s deemed
operationally feasible—for an eventual affiliated recrutment

(U/FOUO) A rare exception 1o the requurement to hand off the PCHS when using the covert
approach 1s 1f it becomes operationally necessary to do so. and no other viable option exists to
successfully recnut the individual or PCHS. Thes corcumstance should rarely anse and. because
of the sensitiaity associated wath the techmque. the request must be given heightened scrutiny by
the approving official

(U/FOUO) SAC (non-delegable) approval to affiliate from the covert approach 1s requured. Thus

approval must be sought whether or not the AFID was subsequently presented to the indnadual
or PCHS. The affihation request EC. duected to the SAC. must address

= (U/FOUQ) The reason(s) why the SA beheves that affihation. as opposed to
transihomng the PCHS to another SA_ 1s operanonally sound and will not compromise
the evaluation or recrutment effort

* (U/FOUO) The cucumstances of the covert approach (AFID) used
* (U/FOUQ) The type of AFID

« (U/F/'OUQO) Whether the AFID was actually presented to the imndividual or PCHS and. 1f
so. m what form and manner

= (U/FOUO) The SA's plan to affiluate
= (U/FOUQ) The SA's level of HUMINT or other relevant operanonal tramung

« (U/FOUQ) The SSA’s comments regarding the SA s ability to successfully affiliate in
the particular CHS identification or ﬂ'all.@.lﬂﬂ and recruitment scenano.

3.7.24.5. (U/FOUO) Approval to Transition From the Covert Approach to the
Affiliated Approach

(LUFOUO) SAC (non-delegable) approval 1s requured to affiliate from the covert approach
31.7.24.6. (1) Use of the Covert Approach by LAs on Publicly Accessible Web Sites

(U/FOUO) Dunng a Type 5 assessment. LAs may access publicly accessible Web sites Whle
accessing these Web sites, an LA need not always affirmatively disclose FBI affiliation or reveal
hus or her true identity (e g . use an alias) If registration 1s requared for access to the publicly
available Web site. the [A may use the covert approach to provide the muninmm amount of
mformation required for registration Withholding affiliation 15 pernutted only 1f dowg so 1s not
~ reasonably expected to violate the nghts or damage the reputation of another person or to have
veasonably anhapated adverse legal consequences
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(UHFOUO) An FO assigned [A s use of the covert approach while accessmg publically avalable
Web sites requires pnot ASAC or semor supervisory mtelhgence analyst (SSIA ) approval (non-
delepable) Use of the covert approach while accessing such Web stes by an FBIHOQ assigned
1A requires prior unit chuef (UC) approval (non delegable) In addition, pnos 1o use the ahas and
other associated alias identification mfornation must be approved by the IA's supervisor and a

notification of 1ts use provided to the FHIHQ_I'H tracking

and deconfliction purposes

(U//FOUQ) The request 1o use the covert approach must be documented by EC or 2 successor
form 1n Delta. This request may be included in the openang Type 5 assessment EC or 2
subsequent EC The EC must include the justification for using the covert approach. mcluding:

e (U/FOUQ) The reason(s) why the use of a less mtrusive method for obtammng
mnformation or conducting the onlme activity 1s not feasible

» (U/FOUQ) Details regarding the ahas to be used by the 1A

s (U/FOUQ) The IA's successfully completed trammang on the use of masattnbutable
systems. if relevant

= (U//FOUQ) The Type 5 assessment the covert approach will be used to support. if the
request 15 made subsequently to opemung the Type 5 assessment

(U//FOUQ) A separate EC 1s requured for each Type 5 assessment m whach the covert approach
will be used. even 1if the approved AFID 1s the same for more than one assessment For example
if an [A would like to use the name *Jane Doe "~ ¢-mail address jdoe@emal com as an ahas m
more than one Type 5 assessment. the LA must request approval for use of the covert approach m

each of the Type 5 assessments separately For gudance re nusattributable Internet
access, visit th

(U//FOUQ) [As may not mteract with anyone online (e g . by pamicipating i chat rooms,
responding to solicitatons or providing feedback) In other words [As may only passively
observe Publicly available Web sites may requure registranion. however. this does not
necessanly make them restncted-access Web sites If anyone i the general public may regster
and set up a usemame and password. the Web site 1s considered publicly avalable and therefore.
[As may access 1t dunng a Type 5 assessment after obtamng covert approach approvals. as
specified above Furthermore if a Web site requures the purchase of access. 11 15 considered
publicly avalable if anyone in the general public can purchase access However. an LA may oot
access a Web site 1f 1t 1s owned. operated. adnumstered. or run by a sulyect of the assessment or
predicated mnvestiganon. as thus may be considered undercover actmaty. whach 15 prolubsted

dunng an assessment

(U/FOUOQ) IAs may access publicly available social networking Web sites However. [As may
not provide any additonal covert identification information bevond the mumnmm requered for
registration (e g name. e-mail address. and physical address) Providng addibonal miformatson
(e g.. wterests photos) 1s more than mere regstranon and 15 not pernutted for 1As dunng a Tvpe

5 assessment If a Web site restncts access to only “fnends™ or has other access hnstanons (e g
onh persons from a certamn school may regster). then it 1s not consadered publicly accessible.
and access by LAs 1s not pemutted duning a Type S assessment [As may not uutiate or accept
“fniend” or simular social network contact requests dunng a Type 5 assessment
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(1) Nile Reviews

wmm'm TA s smameduate supervison must prepare a file review every consecutive

penod (ad every consecutive 60 day penod for CHS matters andertaken by probatonary
The Ble review must be docimented moan 1O (or 8 sucoesson fomm m Delta) wd

mamtamed m the ot file fon 2 Type 5 assessment i the ident fication phase on i the

file fon & Type 5 assessment in the evalwation and recymtment phases In additon o

with all DHOG and FRICHS policses the pomts below must be speci fically

sbdressed m the file review

* (17 For an assessment m the wdentific ation phase the file review mnst addsess

o (UWFOUO) Whethes investigative methods have been vsed properly (see sulbses ton
16 Authonzed Investipative Methods in Type 5 Assessments All Phases )

o (WFOUO) Whether the wdentification plan successfully nammowed the field to a pool
of indiaduals who might have appropnate placement and access

o (UWPOUO) Whether resmbursable expenses meurred by an SA_ i any were
reasonable and propetly anthonzed (see subsecion 19 1 Identification Phase
Fundwng )

o (UWFOU0) Whether the progress made i the CHS identification mtative justifies

s contination for an addinonal 90 days (60 days for probationary employees) 1If
contimuation 18 deemed ushified. the STA or S5SA must document the rationale for

keeping the Type 5 assessment open

= (1) For an assessment i the evaluation and recrutment phases the file review must
address

o (UFOUO) Whether authonzed mvestigative methods have been used properly

o (UFOUQ) Whether reimbursable expenses mcuned by an SA if any were
reasonable and properly authonzed

o (U/FOUO) Whether a PCHS was tasked to provide information or was pad for lus on
her services or expenses

(L FOUOQ) Whether a PCHS can or should be recrunted

o (UWFOUQ) Whether the Type 5 assessment should continue for an addinonal 90 days
(60 days for probationary emplovees) If continuation 1s deemed justified. the SLA o
SSA must document the ranonale for keeping the Type 5 assessment open

19 (T FOUO) Funding for Tyvpe & Assessinents

(UMFOU0) Funding 1s available to cover reasonable costs durectly supporting the identificanon
evaluation, and recrintment phases of a Type 5 assessment. as detaled in the subsections that
follow For the identificanon phase. SAC payvment authonity 1s $1 000 for each assessment
opened. for the evaluahon and recnuntment phases. SAC payvment authonty 1s $5 000 for each
assessment opened Unbike investgative funding SAC pavment authonty for Type 5
assessments 1s not automancally renewed at the begmmng of each fiscal vear (FY) FOs
however. may seck addinonal funding authonty as set forth below

Q
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(UMFOU) In ardes 10 desermane the sppeopriate funding somce for Type 5 sl oo
the following rules apply o
o (UIFOUO) A Type 5 assessment condiscted Try 2 VUMINT souad fust sopporte s
positsve loregn wtellspence Mjm"ﬂmm”w

o (UIMFOUG) A Type 5 assessment conducted by a FUMINT souad fhae 2 Ny
preduc ated wyvestipaton st e approprate sobetantyee progy s L Spiw
e (UIMFOUQ) A Type 5 assessment conducted by a2 subrstantror squad m soppon of AEES _._.'_'-"j!
ansessnent o pardicated investigation must atibor appeopnate wilvtatve progras el
funding il

rol. (') ldentific ation Phase Funding

(L/FOUO) In the ideniification phase appropniate expendstures may mchude the SA & ] and g
fees assocuated with an event or conference 2 whach an SA expecss Lo sdemtely sudevedile weth N
placement and access With pnior ASAC approval gt sefreshnents for 2 group of wednadual 2l
n this phase may be approved for up o $100 per event or gathermg Thes 5100 ot does not

include expenses attributable to the SA (such as meals and mewdental expenses [MAIE] and ofher
muscellaneous expenses) winch duectly suppont the CHS dentification effort

(UIMFOUQ) If a PCHS 1s wdentified duning the identification phase wdentsficaton phuse fundeny
will not cover meal and entertanment expenses associated with the 54 '« svaleanon and
recrustment activities In order for that fundmg 10 be made avalable 20 dscossed o slbsnrtion
14 “Identification Phase  a separate Type 5 assesument m the svaluawen and recrosmesy

phases must first be opened

(U/FOUO) As noted i subsection * 9 Fundmg for Type © Assesaments ™ SAC payesens
authonty in the 1dentification phase 1s 31 000 for each assessment opened ASAC appeoval
requared for expenditures up to or equal to $1 000 Requests for enhanced payment sutinoty
exceeding $1.000 for any identificabion mstiatrve must also be approved by e ASAC I the
enhancement request is for a Type 5 assessment that s conducted by an operatonal squad o
supports a predicated investugation other than a2 PFL the enhancement request must be st v
EC. to the appropnate FBIHQ operational unnt If the enhancement request s for a Twpe 5
assessment conducted by a HUMINT squad that supports 2o assessraent or 2 PFI mrvestigaton
the request must be sent v1a EC_ 1o the appropnate

3Jo.2. (1) Evaluation and Recruitment Phase Funding

(UFOUOQ) Once a Type 5 assessment 1s opened on a partcular mdrvadual m the evalsaton o

recrustment phase. funding may be used to cover reasonable expenses the SA has mrured

direct support of the evaluanon or recrustment of the PCHS  Thes fundmg may also saciude

reasonable travel expenses mcurred by the PCHS to meet with a0 SA = fiwtherance of the

recnutment Funding may not. however, be used 10 rexmburse 3 PCHS for any expenses set _
related to travel expenses or to make service pavments o PCHSs Such povments ae appeopraie ™~
only after the PCHS has been opened m Delta. admomshed and = m‘mi = e

fully opened. operanonal CHS bl :
(UFOUQ) As noted m subsection 3 9 “Funding for Type 5 Assesconentts ™ SAC popameng : Iﬁ
authonty may not exceed $5.000 per asscssment With ASAC approval the FOmayseck
addinonal pavment authonty If the enhancement request nh:l‘miw DR,

K ¥,
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conducted by an operational squad or supports a predicated mvestipation other than a P the
enhancement request must be sent to the appropnate FRIHQ operational umt I the enhancement
request 1s for a Type 5 assessment conducted by a HUMINT squad that supports an assessment
o1 a PFI mvestigabon. the request must be nmthlhrwnpute-1m|l

(U/FOUO) Generally, expenses i the evaluabion and recnutment phases wiall be for meals and
entertanment mouned m the recrnmtment of a particula mdmwadual 15t 1s not feasible to obtain
an advance of funds to cover these expenses. the SA may pay up to $100 duning the Type 5
assessment pmor to submutting the draft request The draft request must be submatted within five
calendas davs when the $100 linut 1s reached

(U/FOUOD) When an SA pays for a meal m the course of recnuting a PCHS  the full cost of the
meal may be covered. provided that the expense 1s reasonable under the cucumstances
Government per diem rates may be used as a pude for reasonableness but are not determmnative

Expenses for the SA's meal must comport wath government per dhem rates ASAC approval 1s
requured m order for the SA to exceed the government per diem amounts

(UFOUO) A mft to a PCHS may also be allowed if it 15 deemed operationally appropnate. The
gift may not exceed $50 and requures SAC approval The acceptance of gmfis by an SA from a
PCHS 1s governed by subsection 2 3 1 “Gafis

39021 (U) Evaluation and Recruitment Phase Funding Requests

(U/FOUQO) SAs and SSAs must use discretion and exercise fiscal responsimlity in determuning
what type of actrity 15 appropnate i a particular recnutment scenano. In detenmumng whether a

particular expense 1s an appropnate use of resources and 15 operationally sound and effective. the
requesting EC must address

s (U/FOUO) Whether the SA 1s using the affilhated. nonaffilhiated. covert using true name.
or covert approach

e (U/FOUOQO) The umpact that the expenditure 1s anticipated to have on the SA’s ability to
interact effectnvely wath the PCHS. Expenses that do not enhance the SA s ability to
evaluate and develop a relationshap with the PCHS should not be approved

(U/FOUO) Each request for funds must receive pnor ASAC approval The EC request must also
reference the assessment or predhcated investigation used to support the opening of the Type 5
assessment (evaluation and recrustment phases) or the threat program and CPI code(s) the PCHS
may support upon successful recnntment

il0. (U/FOUO) Duration and Closure of a Type 5 Assessment

(U/FOUQ) The effective date of a Type 5 assessment 1s the date on wlach the hughest level of
authonty requared approves the opemung EC (or successor form in Delta) A Type 5 assessment
may continue for as long as necessary to aclueve its authonzed purpose and clearly defined
obyective(s). as set forth in the three phases above. or when 1t 15 deternuned that the named
subject cannot or should not be recruited as a CHS

(U/FOUOQ) When closing Type 5 assessments, the following language must be mcluded m the
synopsis section of the closing EC

s (U/FOUQ) Type 5 assessments closed on a speaific named individual who 15 then
opened as a CHS m Delta (Note: All documentation related to the successfully recnuted
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POCHS miust be transferred out of Semtme] and placed mio the newly opened CHS Delta
fille)

“The information from this assessment mmst be mamtaned m Delia ©
o  (U/FOUO) All other Type 5 assessments
“Thas assessment did not warrant further mvestigative effort 2 thes taoe ™

(U/FOUO) Any dissermnation from a closed Type 5 assessment rust be conducted
accordance with dissermnation puidance on CHS closed files and consistent with the prmcaples
discussed m Secton 15, “Thsclosure of a Confidential Human Sowrce s [dentaty |

310l (U) File Maintenance and Disposition

(U//FOUO) Inasmuch as Delta 1s the official recordkeepmg system for FBI CHS reconds all
CHS -related documentation must be filed m Delta unless specified otherwase (see Sectacn 16,
‘Admamstration of Confidential Human Sources™) However until Type 5 assessment files can
be managed in Delta, open and closed legacy paper files or records senalized mnto Sentine] must
be mantamed mn the CFR or safepuarded as “prolubsted” files mn Sentinel Records relating to
PCHSs that are in the dentification, evaluation and recrustment phases are filed mito the file

(1) The disposition of closed Type 5 assessment legary paper files 15 as follows

¢ (U/FOUO) Files for Type 5 assessments m the identification phase must be destroyed
five years after the file is closed

s (U/FOUO) Files for Type 5 assessments m the evaluation and recrustment phases must

be destroved five vears after the file 1s closed The ved disposition authorty for
records filed under classification [ ﬂ -

s (U/FOUO) Once a PCHS has been successfully recruted and his or her recosds hawve
been imaged. venfied as complete and accurate and placed i Delta under a
source number. all hardcopy records related to the CHS filed undes the _
be destroved Records related to a PCHS that are created in Sentinel are not authonzed

for disposal at this tme and must be retaned until a disposstion schedule 15 approved for
these records

4
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4. () Opening and Reopening a Confidential Human Source
4.1.  (U) Use of the CHS Program

(1} Any mdividual who 15 believed to be providing useful and credible information (o the
FBI for sny authoneed wformation collection activity, and fiom whom the FBI expects
or mtends o oblam addibonal vseful and credible information i the fuhre . and whose
wlentity, information, or relationship with the FBI warmants confidential handlng

(U//FOUO) Use of the CHS program should comport wath thas defimtion and be based on the
followang cntena
* (1) The FBI has established a relationslup with an mdividual who 1s awaze that he or she
1s working wath a representative of the FBI and the FBI intends the relationship to be
ongomg,

= (1) The FBI recerves valuable information from the indinadual on a recuming basis in
suppoit of an FBI assessment or predicated mvestigation. whether in response to taskings

or as volunteered mformation
s (1N The mdividual ‘s relanonshup wath the FBI creates a need for confidentiality

(1)) An SA must not open an mdividual as a CHS af there 15 no logical reason for confidentality
or if the mdivadual holds a posihon that would normally compel lum or her to provide the
information In additon, swom U S LEOs may not be opened as CHSs The only exception to
thas male 1s that the SAC may approve the operation of a swom LEO who has agreed to report on
matters ivolving cival nghts or public comuption wathun hus or her employing entity. Sunmlarly.
cnme victims generally should not be opened as CHSs because their use 15 limated i terms of
nume and the nature of the assistance they will provide

4.2.  (U)When a CHS Mav Be Tasked

(U/FOUO) A CHS may be tasked to collect mformation intelligence . and evidence and/or
provide other assistance only when all of the following have been accomplished

1 (U/FOUO) The opening commumcation has been approved

2 (W/FOUO) All requasite approvals, including (if necessary) those from agencies ourside
the FBI have been obtaned

3 (UW/FOUO) The CHS has been provided the appropnate admomshments regarding the
nature and parameters of hus or her relationshup wath the FBI (see Section &
“Confidennal Human Source Admomshments )

4 (U/FOUO) Requued approvals for the specific taskmg (e g . otherwise illegal actmaty
[OIA] or consensual momtoning) have been obtamned

5. (W/FOUQ) The CHS has met with the co-CA

4.3 (U) Source-Opening C ocinmunication

(U/FOUQ) Before an SA prepares the source-operung commuuucation. the FO must conduct a
uaversal query to deternune whether the individual has already been opened as a CHS i
another FO or legal attache (Legat). In addinon. the SA must do a deconfliction search in Delia
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o ensure that the individual m question s not cunently open w another office or was prevsossly
apened as a CHS This search miust be completed and the results noted wathm the opemang
commumicatiom FOs are also expected o conduct local quenies and mone comprehensive
searches as appopnate and 1o document the results m the source openg commme ston. 2
set forth below

(UHFOUO) I the CHS was previously opened | the opermmg commmumcation must stale the remon
why the CHS was closed If the CHS was closed for cause, esther by the FBI or another agency.
addstional approvals and review will be requared (see subsertion 4 5 1 “Request o Reopen a
CHS Previously Closed for Cause ™ and subseruon 18 1 “Future Contact with 3 Closed CHS™)
If the mdividual was not previously opened  the communscation should sanply state that the
requured deconfliction search was completed with negative results

(U/FOUQO) Only an SA (CA or co-CA) may prepase the source - opemng commumcation A TFO
assigned as a co CA 15 not permutted to prepare the opemng commumcation The SSA must
review the commumcation and determmne 1f the mdividual should be opened as 2 CHS If the
SSA approves the commumcation notification of the opening must be sent 1o the approprte
Bt Other approvals and/or notifications described elsewhere in this PG such as approrals
that must be made by the SAC or by other agencies. may also be requared

(U//FOUO) The Delta source opening comimum cation must contan
1 (U/FOUO) The CHS s hographucal mformation inchuding has or her

« (U/FOUQ) Full name, any relevant information related to hus or her name (e g
Chinese numenc designators) and any known alases

e (U/FOUQ) Date of burth
s (U/FOUQ) Place of barth

s (U//fFOUQ) Physical description. including sex race. heyght weight hasr color. eve
color. scars. marks. tattoos, and anv other available informaton

s (U/FOUQ) Curent residence
« (U/FOUQ) Contact numbers (e g home phone cell phone pager)
e (U//FOUQ) Social secunty number (SSN)

s (U/FOUO) Dnver's hcense number state where 1ssued (¢ g Virguma South
Carolina). and date license 1ssued

« (U/FOUO) Citizenshap
e (LU/FOUQ) Alien starus_ 1f applicable (e g = visitor. student dsplomat).

e (U/FOUO) Curent and prior occupation. employer. work address. phone number.
job nitle. and nature of job. if known

« (U/FOUQ) Photograph (prnnt or electromc)

> (U/FOUO) Information on the CHS 's previous relanonship with the FBI and other LE
and wtelligence agencies. including:
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Whether the person cumvently has on previously had a velatonsdip with
sy othes |1 or mtelligence agency and il so the name of the apendy imvolved 1 the
person was & CHS who was closed by anothes apeney reasonable efforts should be
made 1o detesmmune why the CHS was closed and the SA sst docmment that veason
m the opeming conmmumcation I the SA ascestans that the person was losed by
“:‘v-ﬁllh a veason that under FIM pohicy. would constitate closimg fon canse

' approvals and review wall be vequared (see subsection 10 Requinenents
for Reopeming a CHS - and subsection 18 1 Futwe Contact With a Closed C15 )
The SA must desciibe in the openimg commuumcation the stiatepy 1o be used o
ouhgate any 1ssoes posed by operatng the CHS

o (SNF) The above stoatepy may inchude operational westing o deemed
appropiale

(LVFOUO) Whether the CHS was previously opened as a CHS by the FBI I so
state the reason why the CHS was closed 1 the CHS was closed for cause either by
the FBI o anothes apency additional approvals and review wall be tequured (See
subsection 4 5 Requurements fon Reopemung a CHS and subsection 18 1 Futwe
Contact With a Closed CHS

(UFOUO) Any promuases or benefits that have been given to the CHS by the FBI

FPO_ o1 any other prosecutng o1 LE apency (1f known after exercising reasonable
efforts). and the terms of such pronuses or benefits

1 (UPOUO) Information related w0 operatng the CHS  including

(LWFOUO) The mvestigative classificanonis) and or threat on whach the person 1s

expected to provide mformation and the tyvpe of mformanion he o she 15 expected to
provide

{(U/FOUQ) The grographical areas of operanon (e ¢ countnes. states. cities. zip
codes) where the CHS could be used

(UVFOUO) The subyect or group on whom the CHS 1s expected to report

{U/FOUO) The CA and co-C A s names The SA must state whether the co-C A 1s an
SAoraTFO fthe coCA s a TFO the opening commmmcation must identify the
TFO's agency and indicate whether that agency brought the CHS to the FBI

(U FOUD) Documentanon that the co-C A has met the CHS If thus meeting has not
vet ocourred when the CHS 15 opened. 1t must take place before the CHS 1s tasked
and be documented m the CHS s maun file The meeting may be documented by any
commumcaton which evidences the co CA's presence. such as a CHS reporting
document. payment receipt. or admomshments

(UYFOUO) The FO and squad or Legat that wall operate the CHS
(UVFOUQ) The CHS s paviment name (see subsection 16 4 Pavment Name )

(UVFOUO) A request for code name. of needed. for double agents (DAs) non-DAs
jounit operations. defectors recnutments - mi-place (RIPs) or unusuallv sensitive CHSs
(see subsection 16 4. “Code Name )
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o (LITOUO) The CHS s motrvatson m provudeng afoematon mmm
shiomld e isted) wbuding anry comssderation sought from the grvermment for See
ansistance and whether the persom has a plea agreement with or 1w serfng
comsider ation from. any proses uton s office

o (LIFOUO) The person s access 1o the mfommation be or she 15 sxpected to provde

o (UHFOUO) Whether approvals e reqpuared pursusnt o Serton 6 “Confidentid

Human Sources Requuimg Department of Justice Approval lor Operatsen ™ I 5o 2
lead must be sent 1o the o voufy the Human Soumce Forvwew Contamstine

(HSRC)
(U) Items pertaning to the CHS s background  mchudeng

e (UFOUQ) Whether the CHS has a crmmmal bastory s reasonaldy belueved 1o be fhe
subject or tarpet of a pendmp crmmnal wvestipation. s under anest. or lias been
charped 1 a pending prosecution

e (S/NF) A request for a CIA name trace of the CHS » pnmanty reporting on satsonal
secunty matters. ravels mtemationally more thao frve umes amoually. or = 28 cmged
a foreipn national a current or former CLA employer 3 CIA contractor. or 2 CIA
applicant 1f the SA cannot obtain the mformation with CHSC asustance 3 request

nuyb-r&mlmrhtwupnm-tmwreqrﬂh(m 1o conduct e naene
check and notify the FO or Legat of any relevant mformation obstaned

s (L) Immgation and Customs Enforcement (HCE) checks for CHS comgeés who 2
foreign nationals

« (U//FOUO) A synopsis of positive search results of Unsversal Index (UNT) or the
replacement system used for catalogung subyects of FBI mveshgatons [f secessary.
include a statement of concurrence (see subwechon 14 ¢ “Postyve Recosds Checks
and Concurrence to Operate )

« (U/FOUQ) A synopsis of positive search results of E1 SUR secosd checks
s (U//FOUQ) A synopsts of positive search results of the Nanonal Come Inforsation
Center (NCIC) and local crumnal hestory checks If necessary, mchude 2 statemens of

concurrence for the relevant FO or agency (see subsechon 1€ 6 “Possevr Recosde
Checks and Concurrence to Operate |

« (U/FOUO) Any relationshap the person has with any FBI emplovee (e g beather,
mother. fiend  roommate. business partner)

(1) Additional Background Information and Records Checks

(U//FOUO) The information histed below. if reasonable to obtain. musst be documented befase
the CHS 15 tasked and updated promptly 1f it changes

(L FOUOQ) Past occupations. including employer, Iﬂh#m#ﬁ

and nature of job. 1f known
(L/'FOUO) Language abihties (spoken and wrmten) other than Enghsh
{(U/FOUO) Skalls and boblnes (e g . computer skalls}

18
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(U/FOUO) Relymon
(W/FOU0) E manl address and online wdentity
(U/FOUO) Names of immediate family members (e g . spouse, mother, father, brothers.
sisters, cluldren)
(L/FOUD) Past resadences
(U/FOUO) Educational level and. if applicable, cumvent student status

(U/FOUO) Secunity clearances or other accesses held (The person may disclose that he
or she possesses a clearance but may not disclose the level of the clearance )

(1) The records checks histed below must be made if deemed useful mn evaluating the
mdividual ‘s backpround or anticipated opesation. They include

45

s (S/NF) DOS records checks to obtan mformation about foreign nationals who have

apphied for aUS wvisaor US ciuzens who have applied for a passport. If the mformation
cannot be obtamed locally. a request may be submutted to the Waslungton Field Office
(WFO) Tlus request should mclude idennfying mformation about the quened CHS

(U/FOUO) Requests to Legats for background checks for CHSs who have foreign
citizenship or who have spent a substantial amount of time 1n a foreign country. 1f
mformation can be obtamed without compronusing the CHS ‘s relationship with the FBI
A name check for a CHS who 1s a foreign government official or employee wall almost
certamly result in the CHS ‘s compronuse. The Legat should be consulted to determune
what information may be available wathout notification to the host country

(L//FOUQ) Other database inquares (e g . Financial Cnmes Enforcement Network
[FinCEN], Lexus Nexus. Treasury Enforcement Commumications System [TECS])

(1)) Requirements for Reopening a CHS

(U/FOUO) In order to reopen a CHS who was previously closed. the SA must generate a source
reopening commumcation. wlach must

e (U/FOUO) Assign the CHS his or her previous “S™ (symbol) number mn Delta If the

CHS was previously opened pnior to the implementanion of Delta. the CHS must be
opened m Delta. citing the file number from the legacy file

(U/FOUO) Satisfy the requirements of subsection 4.3 ~Source-Openmng
Commumcaton

(U//FOUO) Indicate that the CHS 15 bemng reopened and provide the reason why he or
she was previously closed. If the CHS was ever closed for cause dunng any pnor period
of operation. then both the reopening procedures and approvals set forth in subsection

4 5 1. “"Rexquest to Reopen a CHS Previously Closed for Cause ™ and the provisions m

subsection 18 1.2 . “Closing a CHS for Cause.” apply

(U//FOUO) The approval levels for reopening a CHS are the same as those for opemung a CHS
for the first ume. unless the CHS 's status has changed so as to requare additional approval (see
Section 6 “Confidential Human Sources Requunng Department of Justice Approval for
Operation.” and Section 7. “Confidential Human Sources Requinng Addinonal Approvals™).
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andion the CHS was closed for cause dusmg any penod of operation 1 the CHS was
closed for cause the approvals set forth n subsection 4 5 1 | “Request to Reopen a CHS
Previously Closed for Cause ™ apply
451, (1) Request to Keopen a € HS Previously Closed for Cause

(UIFOUO) Before mhating contact with or responding 0 contact from a CHS previoushy closed
for cause SSA approval must be obtamed i accordance with subsection 12 3 “Future Contact
With a Closed CHSs

(U/IFOUQ) A request to open a CHS previously closed for case must mclude the mformation
described in subsection 4 5 above After stating that the CHS was closed for canse and the
reason why he o1 she was closed the followng addmional mformation must be provided

s (U//FOUQ) The date on whach the CHS was closed for cause or, of the CHS was closed
for cause on more than one occasion. the date of each such closuge

e (U//FOUO) Details supporting each decision to close the CHS for caose

o (U//FOUQ) Details regarding the anticipated use of the CHS of reopenmg 15 approved
e (U/FOUO) The reason why the use of a cufferent CHS and/or mvestigative techmcues
would not be as effective as the CHS in aclieving the objectives for the cane

« (U/FOUO) Controls that will be placed on the use of the CHS to munsnuze the nsk of
harm to others or to the mvestigation

(S//NF) A request to reopen a CHS previously closed for cause must be approved by the SAC
(nondelegable) and by the AD. DI (nondelegable). whose decision must inchude 2 findmg 35 10
whether the benefits of reopemng the CHS outweigh the nsks of reopenmng the indrndual Afer

AD approval has been granted operational testing requirements must be conducted by the CA m

452, (L) Closed CHS Reopened by Another Field Office

(U/FOUQ) When a closed CHS from one FO 1s reopened m another FO. the prevaous FO CHSC -y
must furmish to the new FO CHSC copies of any documents m the file that are not avaslable o o
through Delta A copy of the entire file must be sent to the new FO CHSC upon request In :"I-'I ;
addition. the new OO CHSC must promptly be provided with any mformation thar reflects ;]
negatively upon the relabaility of the CHS Por st
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admomshments have been provided and that the CHS w“l‘m
ol the admomshanents

(UMFOUO) The comtent and meamng of the followmng admomshmments must be clearly conveyed

531

(UAFOUO) The FBI on its own canmot promse or agres o vy ity from
prosecution or other consuderation by an FPO_ a state or local prosecutor. or 2 court m
exchange for the CHS s cooperation becanse the decision 10 confer any such benefit les
within the exclusive discretion of the prosecutor and the comrt. However the FBI wall
consider (but not necessanly act upon) advising the appropnate prosecuton of the nature
and extent of the CHS's assistance 1o the FBI (Thas instruction should be gyven of these
any apparent wssue of crumnal habilsty or penalty )

(U/FOUO) Unless speafically authonzed by the FBI the CHS 15 not authorezed 1o
engage m any crumnal actvity and has no wmunaty from prosecutson for anmy
unauthonzed crumnal activity (Thas mstruction 1s not necessary for CHSs who have such
authonzation The mstruction should be grven of the CHS 15 suspected of commttng
unauthonzed illegal activaty [ULA] See Section 17, “Confidential Human Sowsce
Participation in Unauthonzed Mlegal Actraty,” and Sectiom 13 “Confidential Husman
Source Particapation i Otherwise [legal Actrvaty )

(U/FOUQO) The CHS 15 not an emplovee of the USG and may not represent e or
herself as such, except under cucumstances where the CHS has previously been. and
contmues to be_ otherwise employed by the USG

(U/FOUQ) The CHS may not enter mto any contract or mncur any obhgation on behalf of
the USG. except as specifically instructed and approved by the FBI or under
circumstances where the CHS 1s otherwise authonized to enter mito a coniract or menr an
obligation on the behalf of the United States

(U//FOUQ) No pronuses or commutments can be made except by the Department of
Homeland Secunity (DHS). regarding the immugration status of any person or the nght of

any person to enter or remain m the United States (Thus mstruction should be provided of
there 15 any apparent 1ssue of immgration status that relates to the CHS )

(U/FOUO) The FBI cannot guarantee any rewards. payments, or other compensation to
the CHS

(1) Subjects Represented by € ounsel or Planning Legal Defense

(U/FOUQ) For additional admomshments related 1o CHSs who are 1 a posmion to obtam
information about a subyect’s pending charges or legal defense plans_ see subsectson 10 7
“Obtamng Informanon Abour a Subject's Pending Charpes or Legal Defense Plans ~

s3.2

(") Emplovees of Financial Institutions

(U/FOUQ) These individuals must be advised that thev remamn subyect to the provissons of the
Rught to Funancial Pnvacy Act and mmst be advised that the FBI wall not knowangly accept

information that violates the provisions of the act Thus advisement st be M-n
CHS's file
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838 (U) Employees of Fducational Institutions

(UAFOUO) These mdividuals mmst be advised that they remam subyject 1o the provisions of the
Family Educanonal Rights and Pravacy Act of 1974 (Title 20 United States Code [U S C |
Secton [§] 1232]g]). commonly known as the Buckley Amendment This statute penerally
prohulats educational mstitutions and then employees from releasmg non- directory information
from records that they mamtam on mdiaduals who attend or have attended the institution Thae
are some exceptions m the statute For example. Buckley does not apply to a campus police
record about crimunal achty Advismg the CHS of the provisions of the law 15 not requued of
the mformation the CHS 15 provading 15 unrelated to us or ber employment This advisement
must be documented mn the CHS's file

534, (U) Otherwise Tegal Activity

(LUWFOUO) For addinonal admomshments related to CHSs who have been approved to engage
m OIA, see subsecion 11 5~ Admomishments Related to OIA
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6. (U/FOUO) Confidential Human Sources Requiring Department
of Justice Approval for Operation

6.1 (U) Types of CHS That Require [M)] Approval

(UIFOUIO) The CHS opemng «ommmune ation st be completed and apprerved by an 55A Thes
mippers the oo dmaton with 1200 parsuant 0 sdsernon £ 0 DO Revew Procedase
for € HSs Reqummg [X0) Approval — Dunng the 1X0) review and approval process. the CHS mary
be operated mn accondance with thas PG

6.1.1. (1) Senior Leadership CHSs
(UNFOUD) The ACAL, € HS defimtion of 2 sennon leadershap CHS 1 as follows

(LWFOUO) A Confidential Human Source who 12 w2 possiion 1o enescise spmeiioms
decision making anthority over of otherwise manape and daect the mnlawfel sctsvmen
of the partscipants 11 a group or orpamzaton wvolved o onlewful sctivsises thet see )
nahonwide or mternational i scope or 1) deemed 10 be of ugh spmficasce to e FBI
crummal mvestipative prionities. even 1f the solawful activiises are local or regonal =
scope Such orgamzations shall mclode but are ot lumsted to sy La Cons Nosin
Famuly, Furasian Orpamized Crnme Group or Asus Cronmal Estesprise whech =
recopmized by FBI Headguariers and soy domestic or stermational Temoms
Orpanization, which 15 recopmazed by FBI Headguarter

6.1.2. (1) High-Level Government € HSs
(U/FOUO) A lugh-level government CHS 15 one who s exther

* (U/FOUO) In relation to the federal povernment or state government of 2 state. or wibal
government. the chief executive or the official next in successson 1o the cheef executve

s (U/FOUO) A member of the federal state or mibal lepslature
6.1.3. (1) High-Level Union Official CHS<

(U//FOUO) A hugh-level umon official CHS 15 one who 15 3 presadent . secretary-weaswer. or
vice president of an international or national labor union or the pnncipal officer or officers of 2
subordinate remional entity of an intemational or national labor wpon A reponal entry does oot
nclude a local umon or a group of local umons. such as a distnct comnal. combned pether for

the purpose of conducting collective bargaming with emplovers See alse subsection 7 18
Tmon Officials

6.1.4. {(U/FOUO) Privileged CHSs

(U/FOUOQ) A privileged CHS 1s one who 15 under the oblhigation of 2 legal prvilege of
confidentahity State law govems the scope of lezal pnvileges and therefore mav vary beroeen
junsdicions The SA must carefully review each contact wath a praleged CHS I there are
questions regarding the protection of pmaleged informanon or Furst, Fifih. and Sxth
Amendment nghts. the CDC must be consulted

(UFOUO) An SA must generally not accept miormanon from a CHS of # relases w0 prilesed
commumecanons However. the use of prmaleged commumcatons may be permusuble tn

situations wvolving a potennal loss of hife senous physical mpury and destracnon of propesty of
substantial value resulting i other senous consequences of Mhﬁm §-

-
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senous cnme. If such a situation develops, the SA must notify the CDC and FPO attomey (1f one
15 involved) The CHS s man file must contam thorough documentation of the decision 1o use
6.1.4.1. (1) Attormevs

(U/FOUQ) The priailege of confidentiality extends to indraduals admatied to pracuce law and
who are engaged in the practice of law  The attormey-client pnvilege protects certan
commumcations between an attomey and a chent In addinon. depending on the facts and the
law of the junsdiction. the pnvilege may extend to those acting on behalf of the attomey . such as

a paralegal The CDC must be consulted 1f there are any questions as to whether certan
information may be subyect to the attomey-chent prvilege and the extent of the privilege

6.1.4.2. (L") Physicians

(U FOUO) The priailege extends to any doctor of medicine (MD) or doctor of osteopathy (DO)
and certan yjunsdictions may extend the prvilege to other medical practiioners. The CDC
should be consulted regarding the extent of the prvilege 1n each junsdiction

6.14.3 (L) Clergy

(L FOUO) The prilege of confidenhality extends to members of the clergy. as deternuned by
state law. The CDC should be consulted for the extent of the pnvilege m each junsdiction

615  (U) Media CHSs
(U/FOUO) The AGG-CHS define a media CHS as one who 1s affihated with the media

6.1.6. (U/FOUO) Long Term CHSs
(1) A long-term CHS 1s one who has been open for more than five consecutive vears

(U/FOUQ) A CHS not reporting on national secunty mvestigations or foreign intelligence
collection matters must undergo HSRC review at the five-yvear mark and every subsequent
consecutive five-vear peniod that he or she 15 open. A CHS reporting on national secunty
wvestigations or foreign intelligence collection matters must undergo DOJ NSD review at the
five-year mark and every subsequent consecutive five-year penod that he or she 15 open. See
subsection 6 7 . “DOJ Review Procedure for CHSs Requinng DOJ Approval,” for more detailed

puidance regarding the HSRC and NSD approval processes.

(U/FOUO) All long-term CHSs are subject to the approval requurements in subsection 6.2 The
contimued handling of a long-term CHS by the same CA for five consecutive vears and every
five consecutive years thereafter requires SAC approval Tlus approval may not be delegated.
and the SAC may only approve contuued handling by the CA for good cause The SAC
approval for contmued assignment of the CA to the long-term CHS mwust be documented prior to
submussion. detailed 1n subsection 6 2

(U/FOUOQ) The SAC may consider the following factors to determune whether “good cause”
exists to contmue the CA assignment:

= (U/FOUO) Whether the CA has a umque role in an mvestiganon supported by the CHS,
to the extent that the investigation may face impeduments due to reassignment of the CA
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o (U/MFOUO) Whether reassigmanent of the CA would dunamssh the FBI' s abalsty to obtam

mformation i a rehable manner duse 10 the soplastication or techmeal natiwe of the CHS
reporting and the knowledpe base of the CA

e (U//FOUO) Whethes there are other cocumstances that affect the effective operation of
the CHS, including the availabnlity of other agents with the requisite expenience or
capahlnty to operate the CHS

(UIMFOUO) ASAC approval is requared for the assignment of a probatsonary SA to operate a
long term CHS as the CA Thas approval may not be delegated

6.2. (U) DOJ Review Procedure for CHSs Requiring DOJ Approval

(U/FOUO) DOJ approval 1s requared for the continued operation of any CHS who Glls mio the
categories listed in subsections 6 1 1 though 6.1 5 | unless the FPO attorney has existing
oversight of the CHS because the CHS has agreed 1o testify mn a federal cnimmal prosecution
See AGG CHS, paragraph 1(B)2) for the definstion of FPO DOJ approval 1s requared for all
long-term CHSs. as defined i subsection 6 1 6 . regardless of whether an FPO attomey has
existing oversight of the CHS The process for obtammng DOJ approval 1s different for CHSs
reporting on national secunity or foreign intelligence and CHSs reporting on crumnal masters.

6.2.1. (U) CH5s Reporting on National Security and Foreign Intelligence

(U//FOUQ) DOJ, NSD must approve the continued operation of all CHSs requanmg DOJ

approval who are reporting on national secunty mvestigations or foreign mtellipence collection.
except as provided i subsection 6 2 | above

(U//FOUO) Upon openang. the CA or co-CA must document the CHS s status as 2 CHS
requirmg DOJ approval i the source-opemng commumcation and document the status m the
Field Office Annual Source Report (FOASR) The CA or co-CA must also complete and submat
the DI's ﬂwfmmmaxbeaubmmdmﬂrlnhmrw
In accordance with subsection 20 722

Review,” the CHSs must receive an enhanced review by the appropruate [

(U//FOUOQ) If the Il approves the coutinued operation of the CHS. the [llllcmst provide
notice of that approval to DOJ. NSD withun 60 days of the approval. The [ilioust make the
CHS s validation reports available for review by the NSD attomey at FBIHQ upon request If the
validation reports do not permmt the NSD attormey to conduct a meammgful analyvss of the
continued use of the CHS. the NSD attorney may ask for additonal details The identaty of the
CHS must not be disclosed unless the AD or the DAD of the FBIHQ dmvision utilizmg the CHS
deternunes that compelling reasons exast to warrant such disclosure. The AD or DAD must
consult with the SAC of the FO operating the CHS to determune whether compellng reasons 1o
warrant disclosure exist. With the exception of a request for the wdentity of a CHS. all requests by
NSD for further information pertaiung to a CHS must be sansfied within a reasonable penod of
tume Fatlure to provide requested nformation may be grounds for the NSD to recommend that
the DAG disapprove the continued use of the CHS The FBI may continue to operate the CHS
pending the resolution of the matter For addinonal mformation about DOJ reviews and the
further appeals process, see the AGG-CHS paragraph IT (AN 3 M)
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(L) If & prevsously opened CHS has a chanpe of statos that requires DO aggroval the CA o1 o
CA mst complete and submt the CHS '« statis as 2 CHS requunmg 10O approval om the

_lid dlociument the CHS's stalis m the FOASR

(LVFOUD) See subsection 70 /7 1 "Penodie Vabdanon Review  for additsonal pondan e on
CHSs reportmg on natvonal secunty and foreygm imtelhpence collection nuatters

4.1.1. (1) CHSs Nol Reporting on National Secavily Investigations or Foreign
Intelligence ¢ ollection

(1) The HSRU  wiuch s composed of X and FBI iepresentatives. most approve the cottumed
operanon of all CHSs requurmp DO approval who ae not reporting on natsonal secunty
mvestigattons o foreym itelhpence collection. except fon as provided m subsection 6 7 10
Review Procedure for CHSs Requumg DOJ Approval + Upon opemung . the CA must document
the CHS s status as a CHS requunng DOJ approval m the sowrce opemng commumcation and
document the status in the FOASR. The CA o1 co CA must also complete and submut the DI's

may be subnutted to the appropoateRRT e Delta Inaccordance wath subsection

7 7 “Enhanced Review . the CHS must receive an enhanced review by the [

(LYWFOUO) If a previously opened CHS has a change of status that requares DOJ approval the
CA ot co-CA complete and submut the Enhanced Review Request form and the HSRA
questionnawe The CA or co-CA must also document the change of status in the FOASR

(UFOUO) The appu Lﬂmnlr-mul nst seek HRSC wnitten approval for the continued
operahon of a CHS who falls wathan the defumtions m subsections 6 1 1 through 6 1 5 witlun 60
days of the CHS ‘s openmmg In the case of long term CHSs. as defined by sub-section 6 1 6. the
appropnate [t must seek wiitten approval for the contiued operation of the CHS upon
completion of the enhanced review  The [JJmust provide to the HSRC relevant information
concermung the use of the CHS mcluding any annual valhidatnon reports. The CHS s wdentity
however, must not be disclosed. unless the FBI chauperson of the HSRC determunes that
compelling reasons exast 10 warmant such a disclosure The HSRC approval process must be
completed no later than 45 days afier the appropniate vt has subnutted the request for
contnued operation of the CHS The CHS may conhnue to be operated during the HSRC review
process
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1. (U/FOUO) Confidential Human Sources Requiring Additional K.
Approvals oy

A A

(UHFOUO) The CHSs hated i this section mmuw I ghes lewvrls of
apgnoval

7.1 (U) Federal Probationers, Parolees, and Supervised Releasess

(UHFOUO) If an FPO s paricipating i an mvestigation i whach the FBI serks o .
CHS who 15 a federal probatoner. parolee. or supervised releasee the SA st notify the FPO
assipned to the matter and document the notification m the openmg commurscation

(UIMFOUO) Before a federal probatoner, parolee, or supervised releasers may be used 2 2 CHS.
the CA must obtan the permussion of a federal probation. parole. or supervised release officzal
with authonity to prant such permssion Thas perrmsson must be dorumented m the CHS s muan
file If permussion 1s pranted . the SSA may approve the opeming commscation

(U/FOUQ) If permussion to use a CHS 15 demied by the federal probation. parole. or supervised
release officaal, or if 1t 15 mappropnate for operational reasons 1o seek pernmssion fom the
appropnate official. the ASAC (non-delegable) may authorize the CA o request approval for
operation of the CHS from the court responsible for the CHS s probation. parole. or sapervased
release after consulting with the FPO for that distnct

7.2, (U) Prisoners Under Bureau of Prisons (BOP) Supervision or in the C ustody of the
LUnited States AMarshals Service (T'SAIS)

(U//FOUQ) The approvals and procedures addressed m thes subsection apply oot only 1o federal
prisoners managed by the BOP. but also to state and local prisoners housed m 2 BOP Gacalsry
and to any pnisoners housed n a state or local facility who are under BOP supervasion or @
USMS custody

7.21.  (U) FPO, BOP. and USAIS Approval

(U//FOUQ) The opening commumcation must document the notfication 1o the FPO atiomey
assigned to the matter in wiuch the CHS will assast |t omst also document the permwssson
obtamned by the FO from the appropnate authonty in the BOP or USMS. as follows

s (U/FOUO) If the CHS 15 housed 1n a BOP mstirution the approprnate anthorsty 15 the
warden

s (U/FOUO) If the CHS 1s housed m a BOP halfway bouse 1= under BOP bome detention.
or 15 being momitored electromcally by BOP. the appropnate asthority 15 the BOP
COMMUtY COMmections Mmanager

« (U/FOUO) If the CHS 15 in USMS custody and 1= housed m a state or local Sy the o
appropnate approviag official 1s the highest-rankine USMS official m that distnet.

(U/FOUO) If permussion 15 demsed or 1t 1s wapproprate. for operational reasons to contact fhe
appropnate BOP or USMS official the CHS opening commmscation nmsst docanest the reason y
why the approval was demed or not sought

L i

(U 'FOUO) Upon completion of the above. the CA must follow the coordmation and approval
procedures set forth m DIOG Appendix C msmmmm
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MNﬂhwm-mﬂnﬂ approval of the CHS s operational use by
DOY s Office of Enforcement Operations (OFQ)

7A.  (U) State or Local Prisoners, Probationers, Pavolees, and Supervised Releasees

(UAFOUO) Prior to opening a state or local prsoner, probanones, parolee. o1 supervised releasee
as a CHS, the SSA must determune whether utillizmp that person m this capacity would violate
the termis and conditions of the person's mearceration. probation, parole . o supervised release [f
the SSA has reason to beheve that utihzing the indnadual as a CHS would violate these tenms
and conditions, the SSA (o lus or her designee, who may be the CA) must obtan—pnor to
operating the person as a CHS—the pernussion of a state o1 local pnison. probaton. parole, o
supenased release official wath authonity to grant pemussion. This authonzanon must be
documented m the CHS's file

(U/FOUO) If pemussion 1s demed or it 1s inappropnate, for operanonal reasons_ to contact the
appropnate state or local official. the SSA (or desipmee) may seek authonzation to use the
mdinadual as a CHS from the state o1 local court then responsible for the individual's
ncarceration. probanon, parole, or supervised release If pemussion 1s granted, an SSA may
approve the openung of the CHS

(U/FOUD) It should be noted that the use of a state or local probationer, parolee. or supervised
releasee as a CHS wall likely violate the conditions of us or her status

(U/FOUQ) If an FPO 1s participating i an investigation using the CHS or would be working
wath the CHS i connection with a prosecuton, the CA must notify the FPO attorney assigned to
the matter pnor to openmg the CHS and must document the notification in the CHS opemung
COmMUMICahon

73.1. (L) Approval to Release a State or Local Prisoner From Custody

(U/FOUO) A request for the temporary or permanent release of a sentenced state or local
pnsoner from custody to assist the FBI requires approval from the SAC and the appropniate
pnson official or court. If an FPO 1s participating i an mvestigation using the CHS or would be
working wath the CHS in connection with a prosecution, the CA must notify the FPO attomey
assigned to the matter pnior to using the CHS

(L//FOUO) The critena that must be addressed in the request to the SAC nclude
* (U/FOUO) The length of time remamning on the pnsoner s sentence

s (UNVFOUO) The sigmficance of the investigation for whach the prisoner s release 1s bemng
sought and the importance of the pnsoner’s assistance to that investigation

s (U/FOUO) The prisoner’s crimunal hustory—mn parmcular, whether there 1s any lustory of
wiolent cnme—and hus or her disciplinary record dunng the penod of incarceration

s (U/FOUO) Whether there are known, identifiable. or potential victums of the prisoner.
ucluding tnal watnesses agawnst lum or her or others against whom the pnsoner has made
threats and. 1f so, whether waming those individuals 1s likely to compronuse the
mvestigation 1 which the pnisoner 15 expected to parcipate. (Notifying known.
wdentifiable. or potential victums that the pnisoner will be released may be requared unless
1t 15 likely to compronuse the mvestigation. Consult the FO's victim/'witness coordwnator )
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remams m the constant custody of the FBI or under FBI surveillance durmyg the :
of the prisones s release The SAC must adegquately resoce the massic i P
entuety of the CHS s release 1 _.,I .

74 (U) BOP Personnel e

umuummmmmampwum-mmw
nformation pertamng 10 a subject m a BOP facility requires OEO approval However OFD
approval s not required to conduct routine mterviews of BOP personmel or 1o open 2 BOP
employee as a CHS to report on matters unrelated to hus or her work with the BOP

(U//FOUO) When OEO approval o use 3 BOP employee as 2 CHS 15 requured the CA mmst
prepare a letterhead memorandum (LHM) request sustable for dissemnation. with a coves EC_
that must be approved by the SSA and then sent with an action lead 1o the approprate

m-mtmmmmhwwm-.hﬂhw
the OEO, and notify the FO of the OEO s decision The LHM request must melude .

* (U/FOUO) The name of the BOP employee
= (U/FOUO) The location and job utle of the BOP emploves

e (U//FOUO) A description of the necesssty of using the BOP employee m the
mvestigation including alternative mvestipative techmques that have been tned or . '
considered and why these techmques have not worked or have not been tned. The request
must detail the activity in winch the employee 1s 1o be engaged and the locabonand ™=~
length of tume the employee would be needed Specafically. the request must state .
whcﬂ:cnhtmmlmwﬂdbcrrqmmdbmuunnhadl]whmm
associates of subjects outside of the mstitubion m connection with tus wvestigation. ™

* (U/FOUO) The name of each subject of the mvestigation and lus or her role m the
crime(s) or orgamzation under mvestigation 3

. (L.’-’FDUD}Ikmmmmheﬂkmhmhmmff "

» (U//FOUO) The name of the concurmng FPO astorney of the CHS s likely A

. (LfTDUD}M:pbmﬁrof&MWﬂhmF
completion of the activity

¢ (U/FOUO) The way m whach the mwmh“#p‘:
applicable

¢ (U/FOUO) The name, phone number. title. and location of any BOP en
whom the matter has been or wall need to be discussed.

7.5 (U) State, Local. or Contract Prison Emplovees

(U/FOUO) SSA approval 1s requured to open state or local pr
contracted wath state or local prisons as CHSs However. m
mlﬁﬂ:mhwﬂmmﬂm
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7.6 (1) Sworn Law Enforcement Officers

(U/FOUD) Every U S LEO, regardless of hus or her particular assipniment, has an ethucal and
professional responsibality to report cnominal activity or matters affecting national secunty
Therefore. no U S LEO may be opened as a CHS  The only exception to ths rule 1s that the
SAC may approve the operabon of a swom LEO who has agreed 1o report on matters mvolving
cmal nghts or public comuption within the LEO's employmng entity
(U/FOUO) This policy extends to swom U S LEOs employed m the police departments of
umversities and other acaderuc mstiuhions

7.7.  (U) Emplovees of Federal, State, Local, or Tribal Agencies

(U/FOUO) If an emplovyee of a federal state, local, or tnbal apency has a duty to share
mformation with LE as part of the terms of hus or her employment. the mdividual should not be
opened as a CHS An excephon to this rule 1s that the SAC may approve operaton of an
emplovee of a federal state, local or tnbal agency who has agreed to report on matters mvolving
cmvil nghts or public comuption withun the mdividual s emploving entity

78.  (U) Minors (Individuals Under the Age of 18)

{(U/FOUQ) SAC authonzation (cannot be delegated) 15 requured to open an individual under the
age of 18 as a CHS The opeming commumcation must mdicate

« (LVFOUO) Whether the munor resides wath has or her parents or 15 legally emancipated.
as defined by state law

= (U/FOUOQ) If the mmor 15 not emancipated. whether parental or legal guardian consent
has been obtamed for hus or her use as a CHS

* (U/FOUO) If parental or legal guarcian consent has not been obtained. whether consent
can or will be obtamned. If 1t 15 not feasible to obtan consent from the nunor s parents or

legal guardian_ the opening commumcation must provide the jusnfication for using the
munor m the absence of such consent

= (U/FOUO) The potential nsk of harm the proposed operation poses to the munor

e (U/FOUOQ) The mumnor's cnmunal record. 1f known

e (U/FOUQ) The mumor s relationshap. 1f any . to the subject(s) of the nvestigation
(U//FOUOQ) The CA must consult the CDC 1if there are questions regarding the critena for legal
emancipation
(LY FOUO) If the munor 15 emancipated or the SAC has approved the use of the nunor without
the consent of lus or her parents or legal guardian. any service or expense payments must be

made drectly to the nunor However_ if the parents or legal guardian have provided consent. any
SETVICe Of expense payments must be made to the parents or legal puardian and they must sim

the payment receipt.
79  (U) Counselors, Emplovees, and Patients in Substance Abuse Treatment Programs
{U/FOUQ) SAC approval (cannot be delegated) 1s requared to open a counselor emplovyee. or

patient wn a substance abuse treatment program as a CHS. regardless of the nature of the CHS s
reporting A court order 1s requured before placing a CHS wn a substance abuse facility or using
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an employee on a patent of a substance abuse teatment facility of the mdrndual s pomng 1o
provide information on the emmployees of . or patients in, such 2 program (see Tatle 47 Code of
Federal Repulations § 2 67) If the mdradual 1s beng opened 10 obtam information wreelated 0
his o1 her employment, employees, or patients i substance abnse reatment programs, 2 court
order 15 not reqquured  The type of mformation the CHS wall be tasked to obtan however . past
be documented in the CHS s mam hle

710, (U/FOUD) Union (fficials

(U/FOUQ) An SSA may approve the opening of a umon officaal as 2 CHS, though HSRC
approval or DOJ review may be requared 1f the official 15 lngh level (see subsertson 6 1 3

High-Level Umon Official CHSs, " and subsection 6 0] Review Procedhre for CHSs
Requnng DOJ Approval ™ If a CHS 15 a umon official of any rank  the SA must advise the CHS
that the CHS remams subject to the reporting provisions of the Employes Retrement and Income
Security Act (ERISA) of 1974, and must not operate in a manner that adversely affects umon-
affihated pensions. welfare, and benefits Umion officials are charped with specific dutses and
obligations under ERISA (e g . duties related to retrement. benefits. or other mncome benefits of
umon members)

7.11. (U) Department of Energy (DOE) Personnel

requires the wrector of DOE s Office o
Countermielligence pnor to using a DOE employee as a CHS m a countenntelhoence
mvestigation A DOE contractor may be considered an emplovee to the extent that ke or she
affects DOE wnterests or activitiesThe opemng request must be approved by the ASAC and
forwarded to nust seek DOE approval and notfy the FO

of the DOE’s decision. The request must contan the DOE employee s

-Bl to obtain prior approval from the

* (U) Full name
e (17) Date of barth
* (L) Place of buth
e (1) Job ttle
+ (17) DOE agency of employment
e (U) Duty location
(L) The rexquest must also contain
¢« (U/FOUOQ) A descniption of the investigation and the necessity of CHS ‘s asssstance
* (U/FOUO) A description of the CHS s anticipated activities

712 (U) Personnel Affiliated With the Departinent of Defense (DoD) (Not Including
Joint Operations With DeD)

(U/FOUO) The MOL tutled, 'Cocrdination of C ountermitelhisence Matters Between FBI &

DOD  (June 20. 1996) requares the FBI to coordinate wath the appropnate DoD authonity the use
of DoD personnel as CHSs i umlateral operations (not jount operations wath DeD)

L%
k
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(UPOUIO) The degree of coordmation required. as set forth below . will depend upon the
position of the indivadual the FBI washes 1o open as a CHS and whether the proposed use of the
mbivadual 15 based upon or related his o her association with Dol)

(UAFOUO) The CDC andion OGC should be consulted to detesmine whether the proposed
operational use of a muilitary member would nisk violating the Posse Comtatus Act, 1BUS C §
1385

TAL1L (UOFOUD) Definitions
(1N The following defimtions apply to this section

= (U/FOUO) DoD-affiliated personnel: Dol active duty and retued personnel civihian
employees. contractors and then employees. active and mactive reservists, Nanhonal
Guard members. fanmly members of active duty and crvilian personnel. persons residing
on or having official access to DoD faciliies. persons under consideration for Dol
employment and former DoD employees and contractors

= (UWFOUO) Concwrrence: The SA seeking to open a DoD-affilhiated person as a CHS
must request, via an SAC-approved EC. that the [ seek the wput and concurrence of
DD pnior to operating the individual as a CHS The CHS may not be operated until any
identified obyechons by DoD have been resolved

= (LV/FOUO) Military Department Counterintelligence Organization (ADC O): Army
Countenmtelbgence (CT). the Naval Crimunal Investigative Senvice (NCIS). and Aw Force
Office of Special Investigations (AFOSI)

7122, (U FOUQ) Concurvence Requirements

(L/FOUQ) DoD concurrence 1s always requured for active dury mulitary personnel reservists on
acuve duty. and DoD civilian emplovees

(L FOUO) For all other DoD-affibated personnel

* (UWFOUO) DoD concurrence 1s required whenever the proposed FBI utilization of the
mndiadual as a CHS 1s connected i some fashuion with the mdnadual s DoD affiliation

= (U/FOUO) DoD concurrence 1s not requured whenever the proposed FBI utilization 15
not connected m any way with the mdividual s DoD affiianon However. 1if facts anse in
the course of operatng the CHS that reasonably mdicate that the FBI utilization of the
mdnadual as a CHS 1s connected m some fashuon wath the mdnndual s DoD affibation
operation of the CHS may not continue until DoD concurrence 1s obtamed

7123 (U/FOUO) Concurrence Procedures

(UFOUOD) The SA must nonfy the [Jillof the need for DoD concurrence via an SAC -approved
EC seming out the carcumstances of the request to operate the DoD-affiliated person as a CHS
The EC must contan the following

s (L7} Full name
* (17) Date of barth
= (U)SSN

a3
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= (L) Rank/prade

s (L) Duty posation

o (L) Dty onparnzation

o (1)) Dty location

s () Duty telephone number

e (1]} Information about the subject of the investigation meludmng the actrvties of the
individual o proup and anry establishment or other affiliations (¢ g crmmnal tersormm.
wtellipence, and the like)

o (U) The anticipated CHS activities and tasking

s (1]) The results of the CHS s completed back groumd mvestigation
s (L)) The FBI POC and s or her phone number

e (U/FOUQ) A statement of whether the CHS s malitary commndes s aware of the
CHS s cooperation with the FBI (if so, the name of the commander and notifscation date
must be inc luded)

(U/FOUO) The [Jjjmust seck concumrence from the appropnate Dob) entaty as set forth below

{U//FOUQ) When the CHS 1s affihated with a oulitary department (e g = an active daty
servicemember, a dependent of an active duty service member. or a contractor assgned m disect
support of a mulitary department) the [ rnist contact the appropriate MDCO for that malstary
department prior to imhiatng operational use of the mdradual The [Joust prepare an LHM
to the DoD entity that contamns

s (U) The results of FBIHQ ndices checks
s (U) A request for DoD concurrence for the use of the CHS

s (U/FOUQ]) A request to be advised whether the appropnate DoD entsty wishes to
participate in mterviews or debnefings of the CHS and if so to dessgnate 2 parncipan.

« (U/FOUOQ) A request (1f deemed appropnate ) that the appropriate Do) entaty conduct sis
own records checks on the CHS (see subsecnon 7 12 3 1 “Request for Do) Records
Check™)

(U/FOUQ) The
results and anv re

st advise the CA of the DoD response The CA must then upload the
documents to the CHS file
{(U/FOUQ) When the CHS 15 affiliated with a defense component that 15 not mself an cottv of 2

nulitary department (e g . a avibian emplover of a defense agency. a dependent Gamiy member
of such a crvihian emplovee. or a contractor assigned m durect support of the defense agency). the

B st contact the component s office of countermteligence and or secunty. as applicable
The Jilllmust prepare a cover letter to the DoD entuty that contams

= (U/FOUQ) The results of FBIHQ mdaces checks

e (U FGLD\A:H]\HMMW}H&MMM
own records checks on the CHS (see subsection 7.12.3 1. below). )

SECRET NOFORN : A (=



[

SEORE L/NOFORN
(U Confidental Thuman Sowce Policy Gusde
(LVFOUIO) The advase the CA of the Dol response The CA must then upload the
results and any documents to the CHS hile

TA2AL (UAFOUO) Request for Dob Records Check

(U/TFOUO) When submitting requests for concunence 1o Dol the -I'I'I.i'\\‘ send 1o the Dal)
MDCO o component Cl on secunty office an mtermal vecord check request (e g local and
official pessonnel files) 10 ascertam the existence of deropatory information on the prospective
CHS whnch nught contramdhcate nsage of that wmdivdual as 2 CHS AL DOD entity reconds
check mfonmanon provided to the st be sent o the requestmg SA and must be senahzed
wto the CHS file

TA2A2 (UVFOUO) Adjudication Procedures

(LVFOLIO) In the event of a disapreement between the [Jand DoD regarding operation of the
CHS, the st make every effort to resolve the disagreement at the lowest level possible
escalating as necessary to achieve sansfactory resolution

(UYFOUD) In the event that a resolution 1s not achievable the -mur.! notify the AD of the
DL who mmst commumicate with the director or commander of the respective MIDNC O withmn five
working days of thewr mabality to reach a satisfactory resoluton

(U/FOUIO) In the event that the matter 1s not resolved at the AD level, the matter wall be
referred wathun ten working days after impasse to the Under Secretary of Defense for Intellipence
and the EAD Intellipence Branch The Intelligence Branch EAD has final decision-making
authonty on the matter. including caveats placed on the DoD affihiated person s operation as a
CHS

713, (1) Fugitives
(LUFOUO) A ugnve 1s an individual for whom

= (LVFOUOQ) A federal state or local LE agency has placed a wanted record i the FBI's
NCIC (other than for a nonmoving traffic violation)

OR
e (U/FOUO) A federal wammant has been 1ssued
AND
s« (U/FOUO) An LE agency 1s willing, if necessary. to seek extradinon 1o 1ts junsdiction

(U/FOUD) A known fugitive may not be opened or operated as a CHS and a CHS who s
known to have become a fugitive must be closed

(LWFOUO) An SA may commuuncate with a former CHS who 15 a fupitive only if eather

= (UYFOUOQ) The commumcaton 1s approved m advance by the SSA. a supernvisor of any
federal state or local LE agency that has a wanted record for the mdividual m the NCIC
and the FPO m the 1ssung distnct. if the warmmant 1s federal

s (UYFOUQO) The commmummucation 1s not approved in advance. but was imtiated by the

fugtive or 1s part of a legiimate effort 1o arrest the fugitive or convince the fugitive to
um ham- or herself
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(LTFOUICY) An SA who cormmpene ades with a lagmirye CHS @ oenihier of thear caeumatane s
jroanpily repeat the commmmmc aton Lo e S5A ad the appropmale fodeval state o boeal | F
agery that has a “wanted ™ record for the imdividial m the NOCE. The 5A most docisnent. m the
CHS s muan Ble the commmmcation . the cocimmstances mndes wihaeh the conmmems- st wa
initiated  appnovals that were olamed o 2 statement that no approvals were obtaned v e
entilies o whom the conmmmmecation was reported

T.14. () Mepal Aliens
(LHFOUICOY) See Section ¥, ©Immmpraton Matters

115, (U) Former FBI Emplovees and Persons With a Prewent or Formey Eclationship
With an I BI Employes

(U/MTFOUQ) Prior to opemmy a former FBI employee or 2 present or former sposse or wemficat
other of an FBI employee as a CHS, the squad supervisor proposmg the opeammye swsst present 1o
the SAC and document 1 the CHS opemng comrmumnication a detasled pustaficatson explamene

the reason why this individual requures the protection of the FEN: CHS program along wih the
SAC's approval (thos approval requurernent may not be delegated) All admonsshrnenis sppky to
former FBI employees and the spouses or sipmficant others of FBI employess of they a5 opened
as CHSs

(UFOUO) SSA-approved payments to an mdmnidual i one of the aforementioned cate ponies e
restricted to recmbursements for expenses mowred m direct support of a0 mvestizaton and
relocation expenses. if justified and necessary Compensation o these mdrnduals for then

services as CHSs, meluding lump-sum payments, must be approved by the SAC (fhes approval

may not be delegated) The CA should consult with the CDC . who ma wifer arith the wechon
chuef (SC) of the

agreement shouls

I LT 3 TR
n the condoc of e

mvestigation must be consulted regarding these payvmen

U/FOUO) Opening a former FBI employee as a CHS m order for thas person fo contsmue io
contact or operate other CHSs or sub-CHSs 15 not permmtied. Generaily. dosng
former FBI employee to work or contmue to we
wnvestigation 1s also not permmited To determme whether these mdrvsdusis oy work = am
undercover capacity. contact the i Q) For

more mnformation. see

6. (U) Current or Former Participants in the Witness Security Program (WSF)

U/FOUQ) See n § Use of a Current or Formes WS Pastscapant 38 2 CHS

7.17. (U} Members of Congress and Their Staffs

{(U/FOUO) A request to open a member of the U S Conpress or 2 US. Conr=snomal staf

member as a CHS requires the followng

notifications. SAC and operational drvisson -
notification to the AD. OCA: and notf
approved. the operational division mm

gimndance regarding the Speech or [
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TAR (1) White House Personnel

(UAFOUR) A veguest 1o open an employee on membes of the Wihote House stall as a ©115
resquires SAC approval and notlication o the opevainonal boanch AT operanonal divicion ALY

apymopnate operational wt u-.ul— Iy mvostaliesd VIO ofThicial s
UESTIONS O COneeTTs reparding the opevation of the CHS . he or she should comtact the SACT o

resolve the 1ssue The approval may not be delepated

719 (1) No Foreign Policy Ohjection Statement
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Witness Security Program

SECRET NOFORN




SECRET/™NOFORN
(U} Conhdenbal Human Souwrce Policy Guinde

SECEET NOFORNS




SECRET/NOEFORN
(11 Confhdentbal Human Sowace Polyey Camde

SECRET NOFORMN




SECRET/NOFORN
(1) Confidential Human Souwrce Policy Ginde

_EE__ (l_T} l_t_l;m_i!rnliun Malters
91 (L/FOUO) CHSs in the United States Megally

{U/FOUO) The FBI must mmhate procedures to legabimize the wmimigration status of a CHS who
15 known to be m the United States ilegally  This section detals the requurements for opeming
and closing CHSs known to be m the United States illepally and the processes available  from
the DHS ‘s ICE and United States Citizenshup and Immyganon Services (USCIS) and tooupgh
the C1A—for acquinng legal imnupration status for on delaying the deportation of those CHSs

9.2 (U Requirements for Opening, Operating, and Closing

(U/FOUO) A CA may open and operate an illegal ahen as a CHS with SSA approval However
the CA must request an adjstment of the CHS s status— through one of the proceduses set forth
i subsection 9 3 below—no more than 90 calenda days aftes the CA determunes that the
mdivadual 15 m the United States illegally This process also applies to a previously opened CHS
who loses has or her legal status The request for status adjustment must be documented in the
CHS s man file

{(U/FOUOD) Although an illegal alien may be operated as a CHS whaile a request to ICE 1o adjust

has or her legal status 15 pendmg, the CHS must be closed of ICE demes the request The CA may
request the mrn intercede with [ICE headquarters to reconsider the demal, but
st not reopen and operate the CHS unless notified by the il wiiting that ICE has agreed

to adyust the CHS s immugration status ICE s decision must be documented in the CHS hile

(U/FOUD) If a deternunation 1s made to close the CHS. and 1f the CA has not requested legal
status on behalf of the CHS. then the CA must refer the matter to ICE to coordinate a resolution
of the CHS's immugration status (e g deportanion) If the CA has already imtiated a request to
obtamn legal status on behalf of the CHS, the C A must contact - whach must contact ICE to
coordmate the termunation of those proceedings

(U/FOUOD) The sponsonng CA 1s responsible for CHSs who have recerved legal immgration
stamis. The CA must make reasonable efforts to ensure that these CHSs do not violate any U S
laws= wiale they are mn the Unnted States

(U/FOUO) If any illegal alien CHS 1s determuned to be unrelhiable or no longer sintable for use
as a CHS, the CA must close lum or her and noufy the [Jjjin wnning of the mndividual ‘s status
and location The -muf.t notify ICE headquarters to ternunate the CHS 's adjustment of status
as appropnate The CA must also notfy the local ICE office of the CHS ‘s status and location If
the CHS s location 1s unknown, the CA must work with ICE to locate the mdividual

9.3 (L) Available Programs for Acquiring Legal Imumigyation Status for a CHS and
Delaving a CHS s Deportation

(U/FOUO) Prior to uutiating any request to obtamn legal status for a CHS. the CA must contact
the -Tﬂ determune whether the CHS 1s eligible to obtamn legal status and. if so. the best
process to employ

9.3.1 (U) Significant Public Benefit Parole Progiam

(LY FOUO) The Sigmficant Public Benefit Parole (SPBP) 15 a temporary measure used to

support LE efforts by providing a legal mechamsin for madmussible or deportable alien CHSs
witnesses, subyects. and defendants to be present 1n the Unated States 1o assist wath ongomng
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wvestipations and prosesutions of engape i other ativties necessany o protect ratsoncd securmty
The parole allows an nadnsable alen w legally enter or remaan m the Unnted Seates durimg thas
period and upon request. may allow the isswanece of work athonzation If the asen i chgble

fon a visa o a border crossimg card (BOC), thas optson mmst be considered first before applyng
fon SPBP The SPRP will ot comfer any mmmgraton status on the mademssible alen

(LHFOUO) The DHS . Homeland Securty Investigations (HSI) Law Faforcement Pasole Ut
(LEPU) (hereafier referred 1o as 1CE) 1s the mthorizang apeney for the SPRP and deferred action
(see sulmechon 9 1) Defenred Action Program™) programs for all USG agencaes and 18
poverned by U S Inmmpration Law Title 8 Code of Federal Regulations § 717 5 Paole of
Aliens mto the United States Ffrlhutﬂ. the conedination between the FBI and ICE
to facilitate all SPBP and deferred action applcations on behalf of the FBI

(U/FOUO) To mutate an SPRP request and determne the type of SPEP parole for wheeh the
CHS 15 qualified and the procedures necessary the CA should review the e
current apphication procedures and contact -mth any queshons When determanang
whether to submut an SPBP request. the CA should be aware that a CHS 's crumnal recond
espeaially iof it includes cnimes of violence may cause ICE o deny a requesst

(U//FOUQ) An SPRP recipent 15 the responsabality of the sponsormg FO The CA must take
reasonable measures to ensure that the CHS does not violate any U'S laws while nang m the
Umnited States If the CA reasonably bebeves that the CHS has engaged m ULA the CA must
notify and [Jjrust notfy ICE to determune what action must be taken Furthermose
when the CHS 's assistance to the FO has been completed. the CA mmst notify and the
local ICE office and, if necessary, work with ICE to locate the CHS If the CA 5 \o obtam
lepal status for the CHS followang lus or her assistance the CA should contact

deternune the cocumstances and criteria that permit thes to ocour (See also mdmechon 3 34 S
Visa Program " and subsection 9 3 Publhic Law 110 Program )

0.11.1 (L) CONUS and OCONUS Eligilvility

(U//FOUQ) If the alien 1s not mn the Unated States and 1s otherwise nadmassible the apphcable
imnugraton program is the SPBP

(U//FOUQ) If the alien 15 currently mn the United States without legal stams. SPBP may sall
applv. Eligibilaty for SPBP depends on the alien's inmmgration record and how he or she entered
uto the Unated States If the alien entered without imnspection and was never subject to removal
{(1e . deportation) proceedings, then the aben 1s ehmble for an SPBP referred 1o 25 2 “parole m
place.” under whach the alien 1s not required to leave the country and reemter The abien wall
recewve lus or her 1-94 (the form used to track amvals and departures) from the local ICE office

(U//FOUO) If the alsen 15 cusrently m removal proceedings or has ever been previcusly removed
the agent must apply for deferred action If the aben was previously legally adnutted to the
Unuted States, but 1s now without legal status (1. . a visitor visa overstay), the agent nmst apply
for deferred achion

(L/FOUQ) The altemanve to deferred action 1s to have the ahen voluntanly depart the Unsted
States and for the agent to apply for SPBP to have the indirvidual paroled back o the country
LUpon parole approval the parole travel documents can be obtaned from the ICE representative
at the local US consular office. and then the alien can reenter the Umnted States at the port of
entry specified i the SPBP applicaton fonn

o4
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LER B R (U/FOUD) General Considerations
LEN BB (1) Control Agent

(LFFOUIO) ICE refers to the apent responsible fon the alien as the “contiol apemt * For the
purposes of this section. the control agent 1 the CHS CA requesting the SPRP on defenred action
and can be changed at any tune by notfyang [ wiveb will then nonfy 1CE of the change

(U/FOUO) Under both the SPRIP and defeoed acnon programs. o s mmportant for the contiol
apent to understand his or hey responsilnliies The CA mnst take reasonable steps 10 ensine tut
the alien 15 not violatng the law Furthesmore, the agent must mamedhately report any anest of
the alien to and coordinate wath 1CE for lus or het removal The conbrol agent st
exercise due dilipence 10 enswre that the alven voluntanly departs the United States on 15
transferved to ICE custody at the end of the alien's parole or cooperation

23122 (1) Multiple Entries

(U/FOU0) A CA should consider whether there 1s an operanional need for the alien to leave the
country and reenter In the SPBP program. an apent may request that the parolee be allowed
multiple entnes mto the Umited States dunng the parole penod In the deferred action propram
an alien 1s not ehmble for reenty mnto the United States If the alien in the United States 1s not
ehgble for an SPBP parole i place. but needs multiple enties. the agent should consider

applying for SPBP with multiple entnes and have the alien voluntanly leave and reenter at a
designated port of entry

231213 (U) Dependents and Family Nlembers

(UFOUO) Fanuly members or other dependents (1 e - denvatives) may be paroled only under
extractdinary cucumstances. such as lemtunate physical threats to those indinaduals The threats
must be clearly documented by the CA 1n a detailed threat assessment An example of a threat
assessment LHM s located on the Multiple entnes are not typcally
granted to family members or dependents of parolees because they are generally paroled on the
basis of the threat assessment. and leaving the Unated States 15 inconsistent wath safety concerns

(U/FOUO) “Denvatives” are parents, spouses. and unmarmed cluldren under 21 vears of age
Other fanuly members. such as siblings. mamed clhaldren. meces. nephews. grandchildren
uncles. aunts. sisters-in-law_ brothers-in-law mothers-in law and fathers-in-law wall not be
considered by ICE for parole The requirements for dependents to seek legal status in the Unated
States are under the S visa program

93124 (1) Employment Authonzation

(UVFOUO) An alien granted SPBP or deferred achon 1s elimble to receive an employvment
authonzation document allowing hum or her to work legally in the Unuted States Dependents and
fanuly members are also eligible for employment authonzanon The wndication of a need for
employment authonization should be mcluded m the munal SPBP or deferred action request and
m any subsequent extension Upon approval of the parole or deferred action. the control agent
must submat an I- 765, “Applicahon for Employvment Authonzanon  to lus or her local CIS
office wath the SPBP or deferred action letter and the corresponding fee wlhich must be paid by
the CHS Agents should cmtacl-fﬂt assistance with thus process, if needed

D.3.1.2.5 (U FOU0) Confidential Human Source € oovdinato
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(UHFOU) The CA shendd comdamate wath the CHSC m b or hier PO when wharatiieny :
application for SPBP or deferred action In addion, the CHSC shondd be miade swae of 2l

renewals, extensions terminations arvests and any other ssgmaficant changes m e statos of the
dhen The CHSC fundctions as an important POC between the PO and [N

0313 (U/FOUY) Special Public Benefit Parokle Proces
93111 (UHFONUCY) Beduest

(UIFOUO) To request an SPBP, the CA must contact the SPBP program gt al Yp
assistance with completmg the SPBP apphicatuon and 10 ensue field snde compluancs

protocol and FBI policy If the request does not meet the crterna [JJn® soos the request 1o
the requesting agent and provide the appropriate pudance Omce the template 15 comglete e
request will be forwarded to LEPU at ICE for approval It typacally takes fow to eagit wesks for
o recerve a decision from ICE If an emergency parole 1s needed (12 for ety to e
United States within 72 hours), the CA should contact s local Customs and Border Pawol (CBF)
POC to facilitate the alien s entry (if possible) The SPBP request must also be submatied
order to recerve approval for the alien to remamn m the Unnted States afier entry s granted by
CBP

931132 (U/FOUO) Approval

(U//FOUQO) When ICE recetves an 1mtial parole request it sends a Notice of Reguest (SOR) i
the Dyug Enforcement Admmstration (DEA ), the USMS HSI and the FBI The NOR advaes
each agency that a parole has been requested for the mdnadual and requests each agency 0
conduct database checks and concur or object to the parole Once ICE has secerved the semdis o

makes a deternunation on the parole request and [I(.'l!lfll‘&_:[l:ﬂ notify the
requesting agent of ICE's decision

(U/[FOUQ) After ICE approves an SPBP. a Mandatory Trackmg Requuement (MTR) fonn—
which contains the details of the parole—is sent m- The form indecates the leagsh of the
term for which the parole 1s granted (tvpically. one vear) and the approval of any other nequests.
such as employment authonzaton multwple-entry parole. and silent pasoles

(U/FOUQ) After recerving the MTR form. -EI'.USI provide the form w the control agrmt
The control agent should make several copes of the MTR form because o = ased to repest estry
departure, arrest. and any other status changes The MTR also provades mstractions segathng
required reporting. All reporting should be sent durectly to the whzch wnll forward g to

ICE. lifunctions as the sole POC for ICE (LEPU). therefore, apents shoudd sot contacs ICE
(LEPU) directly

(U//FOUQ) ICE wall assign an International Affaws Office (1A0) onmber to the paoles Al
future commumcations to FBIHQ regarding the parolee should reference the LA0 case summber
whuch can be found in the top nght hand comer of the MTR form Thes nesmber = the means by
wluch ICE tracks all parolees

{(U//FOUQ) For parolees outside the Unsted States, ICE will send an asthonsmg ssmorsdas o =
the ICE attache if there 15 an ICE presence mn that country If there % a0 ICE presence m the ; _
country where the parolee 1s located. ICE wall ensure that a cable 15 sent 1 the scume posr .
specified in the SPBP template The authonzng memorandum or cable suthonzes the pasohes 1o &
recerve travel documents to enter the Unsted States ICE wall alse send an suthonomes
memorandum to CBP headquarters. and CBP wall then notify the desspnaied port of entry The
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authonmng memorandum notifies CRP of the nanw of the paolee the desipmated poit of entry
and the expected date of amval

AN LR} (UFOUD) Extension

(UIFOLTO) I fin operational purposes, the parolee must remam in the United States beyond the
tenm of parole. a request for re parole should be submatted 1o Jfus e the SPBP apphicaton
foom In the pusnfication for the re parole request. the apent must provide apdated infonmation
summanzmg the parolee's cooperation over the past yvear and information about antapated
activaty (this does not apply to parole requests for dependants of parolees) Requests that are not
updated will not be processed  The request should be submutted at least 10 days poon o the
expiranon date of the SPBP to allow tme for ICE approval 1CE may hot the manber of
extensions gyanted

91114 (U FOUO) Agent Responsibilities

(LFOUD) Change of Date of Entmy

(UWFOUO) The CA should ensure that the parolee enters the United States withan 10 days of the
date on the MTR form If entry mto the United States will be delayed beyond 30 days, the CA

nmst send an MTR form mdicating the new proposed entry date lu—mmt then
provade the notnficanon to ICE 1o keep the SPBP current Absent thas notiheatnon, ICE wall

termunate the parole, and no travel documents will be avalable to the parolee at the 1ssung post
(LIVFOUO) Change of Issuing Post or Port of Enm

(UYFOUO) If there 15 a need to change the 1ssuung post or the port of entry after the approval of
the parole, the CA must notify i)\' e-mail and include a yjusnficanon for the change In
addiion, the CA should contact the Legat i the country where the parolee wall be traveling to
secure the Legat s assistance

(L FOUQ) Travel Documenis

(UHFOUO) If the parolee wall be amving at a non-border port of entry. the CA should advise the
parolee to obtamn the documents authonzmg travel to the United States from the issung post
Usually. the 1ssumg post 1s the US Embassy. Consular Section. for the country from whach the
parolee 15 traveling. The parolee must brng four passport-sized photographs and 1denniny
documents to the mterview at the 1ssmng post It 15 important to advise the parolee not to ask the
Consular Section for a visa, he or she should request travel documents to the United States
pursuant to a parole The travel documents consist of an 1-512 form (" Authonzation for Parole of
an Alen wmnto the United States™) or a letter authonzing the parolee to board an asrcraft bound for
the Umited States  Afier the parolee receives the ravel documents. he or she must travel to the
Unated States withmn seven davs. as the travel documents expire seven davs after 1ssue

(UVWFOUO) If amvang at a land border port of entry. the parolee does not recerve travel
documents from an 1ssumng post The parolee must present lus or her identity documents to the

CBP at the desagnated pont of entry
(LWFOUO) Port of Entry

(UFOUQ) At the port of entry. CBP officers will review the parolee's travel documents
conduct records checks, and 1ssue and stamp the 1-94 form (Amival Deparue Record ) The
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« Adunﬂnmhﬂdrrihpmﬂm-l_ﬂﬁﬂ“m
state where le on she will reside whale i the | nsted States

(UHFOUO) Raport of Date of Entry o
(U/IFOUO) After the parolee entess the Unsied States, the CA must mdseste the eotry dete on e~

MTR form and send the form Il then nomrfy WCF. of the date on wheeh the

parolee entered the United States pad will comrmwre s om e datr the paroker extered

the United States o)
(LI/FOUO) Change of Control Agent (CA) - P
(U/FOUO) The agemt requesting the parole 15 by default the CA and s responuble for the : flf
patolee and all MTR reporung regasding the paoler If the CA needs to sansier these "{ﬁ
responsibilities 10 anothes apent huﬂrmmﬂﬁ'ﬁfﬂh‘h-“l r.'_:

change of control apgent .
(L//FOUQ) Daparture, Removal, and Absconding 43

(U/FOUQO) As noted earber it 15 the control agent's responssbalaty 1o exescuse due didigence and b
ensuse the deparhme or removal of the parolee after the paroles has finsshed bos or ber %
cooperation with the FBI If the paoler departs voluntaniy the control agem st doramens fhe ;
departure on the MTR form If the paolee does not depart as requaed the control apent should

coordinate with the local ICE Enforcement and Removal Operations (ERO) FO 1o locale the

parolee and take the individual mito custody for remenal proceedings The control apeat dhould =
note the name and contact information of the rustodsal ICE agent and the date of e parnles’s b
custody on the MTR In the event that the agent has exercased dur dihpence but Cammot s -

the departure or removal of the parolee the agent should send the MTR form w [ sowse

the efforts 10 locate the parolee and that the paroler kas absconded The conmel apent should _ ,n';‘Jl
coordmnate with the local ICE FO 10 have an entry placed m ICE s TECS database A copy of i~
that entry must be sent. along with the MTR fornn lu_nl = nrs potefy ICE of the "; -

change mn status .2

{LFOLO) Violanion of the Law

(U/FOUO) If a parolee 15 arrested or 1s known to have violated the law the control agest sxost
notufy oy sending an MTR form with the amvest mformanon or viclaton The CA st
also follow the procedure m Section 17 “Confidennal Human Source Parcipaton e
Unauthonzed Tlegal Actvary  If the FO supports contumnng the parole the control agesst should
tn;tmtcmmuu:nmnf&m]emm%lﬂmhmﬂ.-ﬂ >, i
the current status of any prosecution and or mcarceranon and provades justification for the :
contnuation -m:.m notify ICE of the arvest and provade the “w

9,114 (L") Silent Parole

(L FOUO) A silemt parole 15 requesied when the control agent wants the als
travelling on a visa. even though the aben 15 acnzally parcled mie the L =
mwo fvpes of silent paroles wimng and “wnwamng ~ An example of 3 Wity
when the CHS knows that he or she 1s bemg paroled = but the o mee
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opesatsonal seaunty . to have entered on 2 visa. An example of an unwatting silent paole 18 when
the apent wishes to have a pro forma (1e . fake) visa wsied 16 4 subyect who would otherwise be
veyected Fov a visa o fon entey and 10 have hom o bes pasoled mio the Urnted States Salent
paroles must be coordinated with 101 DOS the PRI Legat and CIP An apent mterested i
“ﬂ*mm-h furthes pasdance 10T may honut the use of witting sileat
paroles

082 (1) Deferved Action Pyogram

(UFOUO) As discussed earhier. an alien who s comvently undespong. on has ever under gone
ICE removal o deportation proceedmgs 1s not ehmble for an SPRP An aben who entered the
Uted States with mspection. but 1s now without status 15 also not ehpble for an SPRP
Therefore. m ovder 1o ulihee the alien as a CHS on a witness. the CA must request a defered
achon from ICE for that pevson The alternabve 1s 1o have the aben voluntanly depat the Unated
States and seek 10 reenter wath an SPRP

(UFOLIO) Under the deferred achion program. an ahien 1s not ehigble for reentry after taveling
outsade the Unated States The CA may however request an advance parole. which allows the
alven to reenter the United States. 1 11 15 operanonally necessary for the aben 1o travel outside the
Umsted States The advance parole must be obtamed prnor to the alien departing the Umited States
Also_an alien mav be pranted work authonizanon when a deferied action has been approved by
ICE I the alien intends to work i the Umited States while under defenved acthon. the CA must
request emploviment authonzanon approval i the minal applicabon and m any requests for
exienson

{(LFOUO) For more mformation on the advance parole see subsection 9 1 3 Advance Parole
9221211 (U} Authority

(U FOUO) Deferred action 1s an admumstrative remedy of the last reson to delay an ahen's
removal from the United States  Deferved action does not confer any immugration status upon an
alien or cwre any defect i imrgration status for any purpose In addition. deferred action does
not preclude ICE from commencing removal proceedmgs at any time agamnst the alen For these
reasons, deferred acthion should not be requested 1f another type of admunistrative remedy. such
as the SPBP or an extension of voluntary deparmure 1s avalable If deferred action 1s pranted
however, ICE has the discrenon to grant the alien work authonzation FOs should contact the

_fﬂl puidance i seeking deferred actions

93212 (1) Request

(LFOUI0) ICE policy and procedure for requesting deferred action depends on several factors
mcluding the alien's custodial status and the ICE FO mn wluch the alien resides 1f the alien1s i
ICE custody. the agent should contact -fm the procedure and documents for processing
with ICE-ERO If the alien 15 not currently in BOP or ICE custody. the deferred action must be
requested from and approved by the SAC of the local DHS HSI FO Because HSI FOs use
dufferent fornms and procedures the C A must contact -t-:r deternune the appropnate
paperwork and procedure

9323 (L) Approval

{U//FOUO) When ICE-ERO approves a deferred action. 1t sends a letter to [Jjronfone I
Jof the approval tenm length. and condinons of the deferved actnion The same lerter 15 forwarded
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(P ol

tw thie 1CE FRO divector m the jusmdsction whese
deferred action letier the Local 1CE 1R offacr ¢
the alien mito the rustody of the repuestng €A

(UHFOUO) For ahens who are not m JCE costody. the notice of aggeovd
the CA from the local HS1 FO n s case. the apent et provide a2 copry of B

e P

0314 (U} Exlension

(UIFOUO) If the alien 1s still bemg wtilized 2 the end of the defermed |
request an extension no later than 30 days before the oxpmaion date Sumla 1o the |
the procedime for an extension vanes betwern HS[ FOs and JCE ERO mﬂm

coordmate with [JJor the appropnate forms and proceduse
9.13.1.5. (1) Comtrol Agent Responsibilities
(U FOUC) Reporting

(UH/FOUO) There 1s no MTR form for reporting status changes of dliens oo deferred acthion
However, the CA s still required to mmmediately notsfy [

e (U/FOUQ) The alien violates the Law Hhmmwmhmﬂ
the CA should make the request m an LHM that documents the cocumstances of the
artest and the current status of any mearceraion and provides ptificaton
for continung the deferred achion must notify the HSI FO of the anrest and
provide the supportung documnentation and the request 1o contmue the deferred anon

» (U/FOUQ) The alien's cooperation 1s no longer needed

Ihe country

e (U/FOUO) The CA for the alsen has changed
{U/ZFOUQ) Departure, Removal, and Absconding

(U//FOUQO) When a deferred action 15 termunated or expares. o s the CA's

exercise due diligence and ensure the departure or removal of the alen If the alien departythe
Umnited States voluntanly. the CA must notify [Jjjjjof the departure fhhh-ﬁw
as required, mcam&:mmhmmmm-hmﬂ*hh .
mto custody for removal The CA should note the name and contact mfrmation of the ,_,r_-:
ICE agent and the date of the aben's custody. In the cvent that the agent bos cxevcsed doe. :
diligence but cannot ensure the departure or removal of the ahen the agent should noufly
noting the efforts to locate the alien and that the ahen has absconded [ =2
the DHS HSI FO of the change m status Tumﬂﬂr&m‘“‘k
circumstances. the CA must complete a deferred achon termnatson mems. winch the
provide to the agent.

0.3.3. (U/FOUO) Advance Parole

(U/'FOUOQ) The CA may request an advance parole fior an alien
SPBP without multiple entnes Advmpudupuﬂh.
one tune. M»mpzokanmﬂvpﬂnmdhm
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hy II%ﬂﬂﬂMhhﬁ}m The CA Nw-h pindanc e on
 requesting an advance parole
 (UFOUO) I the CA seeks 1o obtam lepal status for the CHS following the CHS s assstance (o

43 the povermment the SA may do so m certam cocumstances (see subsection 9 14 below and

subsection 9.1 5 “Pubbc Law 110 Mogram )
034  (U)S Visa Program
%141 (1) Natwre and Purpose of the Pvogram

(LFFOLIO) The Vialent Crome Control Act of 1994 created an S notumnmprant «lassification
under U S immpration law, known as an S visa’ An S visa may be made avalable w a very
hnuted number of foreygm nationals who have entical seliable mformanon that s necessary for
the successiul m;:nm o PIOSECTEon of a crvmnal Of P Zaton o0 i formalion CONCETmng
a tervonst copamizathion. The S visa program does not result w an actual visa contamng an 'S
stamp Nommmugrant status enables an alien who 15 otherwise inadnussible 1o the Umited States
to vemam m the United States for a hnuted te An S visa s not a mechamsm to bing an aben
mio the Umited States and cannot be used to keep an alien i the United States for operatonal
purposes (Other methods. such as the SPBP and o1 deferred action should be used for these

purposes

(LWFOLO) If approved for an S visa. an alien may be permutted to be Lawfully present in the
Unated States in a temporary. nommnugrant status for up to three years In practice. the S visa 1s
not actually a visa rather . it 1s mtended for those already present in the United States When
approving an apphcanon for an S visa the secretary of the DHS waves relevant grounds of
madoussabality that mught otherwase prevent the person from beconung a lawful permanent
ressdent If the ahen comphes wath the terms of adnussion. he or she may become ehpble to
apply for legal permanent ressdent (LPR) status. and possibly citizenshup  The CA must consides
thas in deternuming whether to apply for a paticular candidate Prior to submutting an S visa
application the CA must also consider that several vears may elapse from the tume an & visa s
granted untl the adjustment to LPR status 1s completed

(UY/FOUO) There are two types of S visas for whach a CHS mav be spousored One 15 an S-5
ponummugrant classificahon The S-5 visa may be requested for an alien who possesses and 1
wallng 1o provide cntical. reliable information on a cnnunal organization to the requesting LE
agency and who otherwase quahifies under Section 101(a)(15XS) of the Immugration and
Nanonahity Act and 8 Code of Federal Regulanons § 214 2(1) The appropriate -luur must
forward applicanons to the DOJ for uutial approval however the DHS mamntams fnal approval
authonty Under amendments to the Violent Crime Control Act of 1994 a maxymum of 200
aliens per FY may be granted S-5 visas

(UFOUO) The other type of S visa 1s an S-6 nommmugrant classificanon The S-6 visa may be
requested for an aben who possesses and 1s walling to provide information on a terrorist
orgamzaiion. who wall be placed m danger as a result of thewr cooperanon. who 1s eliible for a
monetary award under Section 36(a) of the State Department Basic Authonities Act of 1956 22
US.C. § 2708(a). and who otherwise qualifies under Section 101(a) 15)(S) of the act and under
8 Code of Federal Regulations § 214 2(t) The CA must provide a nonunation letter to the i
on behalf of the CHS. statng the accomphishment(s) the CHS has made on behalf of the FBI

(e g . assssted i prevenhing a terronst act from taking place) For S-6 non-imumerant visas. the
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DOT exercines ot iespomsabality  adpudu ste seqpaeste bry |5 sproeses m
vinas ae available w alwns each yeas

93411 (1) 5 Visa Program and ( 15 Involvement in Possible 114

(LIFOUO) Once the S visa has been issued of the CA reasonably belsrves the CHS

m UIA ﬂrI'Ammmfyﬂr- avl the [ et notty K31 w0 Aeteremne what acnen
st e taken See also entem 1) Confidential Haman Soumce Pate spaiven m nsafhorsad
Mepal Activity

9342  (U)S Visa Apphication Process

(UAFOUO) An S visa request mist be doosmented on 3 1D0O] supplemental workshert (avakible .
o the and apgproved by an SAC The workshert st then be forwasded o t s
the appropriate whir b must comdinate the applic atson process with the (D08 and OFO. L
1M1) In additon to the adnmmstiative data requared on the workshert the request st wedude 5
1 (UNMFOUO) The sipmificance of the mvestigation
2 (UVFOUQ) The sipmficance of the CHS s cooper atson

3 (U/FOUQ) The basis of the request for 5 visa status  Thes section should st forth 2
quantitative fashuon the accomphshments based on the CHS 5 conperation (e g smiber
of arrests indsctments comictions se1zmes disnuptions demantiement and the hike)
Furthermore of subtmttng an S 5 request (cnumnal) the prosecatonal phase of the
investigation should be completed before submstting an S visa applcation

4 (U/FOUQ) The names of fanuly members for whom S visas are soughs (of applheablle)
5 (U/FOUO) An evaluation of the threat to the aben

6 (U/FOUO) Preexistng grounds of excludablity (e g | pendmg crnmenal chanpes)

7. (U/FOUO) An LHM from the FO SAC endorsmg the request

8 (U'FOUO) A separate and completed form [-854, “Inter-Agency Alen Waness and
Informant Record  for the pnincapal aben and each Gamuly member, of the alsen 15 mamed
or has children or parents (Note that although Part 1 of thes form states thar o should be
filled out “if apphcable " the US Anomey s ngnatare —not that of the ALUSA =
nund.a:m-furthrapph:xmmhzﬂcpudbvmjn

9 (U/FOUO) A separate and completed form G-325A for the prmncapal aien and each

fmh member -
10 (U/'FOUO) A separate. current (withun 30 davs) NCIC record check (1o “rap sheet™) in a
the pnncipal aben and each famuly member who 5 16 vears of 2ee or older Incases =
where a crinunal record does not exsst. the CA must subswt 3 prmtout showmg 2 negatres P
11 (U FOUO) Cnmumal Justce Informanion Servaces (CN1S) checks for both the prmcapal ferin
ahien and dervatives S 1.1

12 (U'FOUQ) An S visa apphicanon that mcludes a pre-sentence report and'or plea
agreement for all aliens whe have been convacted of a federal crume withm the s theee
to frve vears

SECRET NOFORN o
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13 (U/FOUD) Four appheant finperpont cards mrqumumnﬁ a
complete set of fimperpnnts and signatres fon the princ 1en and cach fanuly
member who s 17 years and 9 months o oldes

14 (LVFOUO) Two recent, colon . frontal view passport photos with white backpounds fon
the principal alen and each fanily member. with names and ahen numbers on the backs

of the photos
15 (U/FOUQO) Copres of passports m then entwety (1 @ . front and back covers and all papes
nchading blank papes) for the prncipal alen and lns on her famly members

16 (U/FOUQO) Copes of any documents establishung, qualifying fanuly relanonshaps 1f the
spouse of the pnnapal alien 1s hsted on the appheanion as a faomly member a copy of the
mamage certificate 1s requued (if the pnncipal aben was previously mamed. a copy ol
the divorce decree from the pnor mamage should also be submatted) If a chuld of the
prmcipal aben 1s hsted on the apphcaton as a fanuly member. a copy of the child s barth
certificate 1s requured A translation must accompany all documents and certificates of

apphicable If no documentation is available contact !h-.*-
913421 (1) International Tvavel for 5 Visa CHSs

(L/FOUQ) The USCIS makes the final decision as to whether to approve an S visa If approved
the S visa does not authonze the ahen to ravel abroad If carcumstances requure the individual 1o
wavel outside the Unuted States for operanonal or exagent personal reasons (e g - fanumly death)
the SA must submut a vequest to the appr rrpu.llr-luut tor advance parole or a comparable
authonzanon to enable the individual to reenter the United States  Advance paroles are available
n very hmuted cocumstances to LE agencies for S visa apphcants who travel mtemanonally and
need documentation to reenter the Unated States  For questions regarding advance parole critena
mshatng an S visa. or determmnung whether or not the CHS qualifies for an S visa. contact the

:qqxqmatr-luut
91422 (1) CHS S Visa Work Authovization

{(UYFOUO) Upon the mmnial subnussion of the S visa applicaton to the DOJ. the CA may request
a work authonzation from DHS thwough the appropnate [JJjumt The CHS must pay the costs
associated with the S visa applicanon The FBI may not pay or reunbugse the fees as a CHS
expense In addinon. the FBI cannot pay or rexmburse the CHS for personal living expenses
durmg the approval process

9,15, (L) Public Law 110 (PL-110) Program

{S/'NF) The PL-110 Program. admumstered by the CLA. provides permanent resident alien status
to certamn alien CHSs who provide sipmificant assistance m the mterest of nathonal secunty or 1o
further a national mtelhgence nussion In the National Secunty Branch (NSB). CHSs who
provide exceptional cooperation regarding counterterrorism. countenntelhgence. and intelligence
mafters may be ehmble for a PL-110 Only .FL 110s a yvear may be approved for all agencies

(S//NF) A CA must send a request for CHS PL-110 status to the appropniate [t wiuch
then must coordinate with the DAD of the relevant operational umt. the DOJ. ICE. and the CLA
The CA must provade the following information to the FIMS in an LHM

= (5/NF) The CHS s tue name and the names of any unmediate fanuly members mcluded
m the request
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o (S5HNF) Financial status
= (S/NF) Eagloyrnemt

o [SINF)Crommmal hestory on commmal artively

o (S/NF) Whether the CHS s curremt and futre financial status i stable or whether the
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10. (U/FOUQ) Operation of Confidential Human Sources
DL (U/FOUD) CHSs Who May Testify in a Court or Other Proceeding

(U/FOUO) The CA or co-CA must document to the CHS file any FPO approvals. notfications
or coordination requured i thas PG for CHS operational activities (e g payments, Taer 1 and Ties
11 OLA) that may become an 1ssue o cout of 1t 15 necessary for the CHS 1o tesnfy

(UVFOUO) Whenever it becomes apparent that a CHS may have to testify in a court o1 other
proceeding m whach he or she 1s providing assistance to the FBIL the SA must advise the CHS
and document the advisement m the sowce contact report (FID-1023)

{(UNMFOUD) The CA or co-CA should be aware that the manner m wiuch a CHS 15 tasked may
subyect the CHS to having to testfy, even if the CHS ‘s testumony 1s not anbeipated or desired
For mstance, 1f the CHS 1s tasked to pather physical or documentary evidence, make consensual
recordings, or engage i OLA. the CHS may later be required to testify Accordmgly, the CA o1
co-CA must inform the CHS of thas prior to taskmg the indivadual in this manner

(UFOUO) Unanticipated situations may also anse that requare a CHS to testify, even though the
CHS has not previously agreed to do so For example 1of a CHS becomes aware of exculpatory
mformation or becomes the smgle source of mformation for use in a tmal. it may be necessary for
the CHS to tesufy If there 1s a possibulaty that a court wall requure the disclosure of a CHS's
wdentity and the FO obyects to thus disclosure. the CA or co-CA may discuss with the FPO
whether the case should be disnussed (See Section 15, “Disclosure of a Confidential Human
Source's Identity ™)

10.2. (1) Electronic Communications With a C HS

(U/FOUD) E-mail. text message. facsinule. and other electrome comumuumcations between an

SA and a CHS are discouraged because these methods are easily intercepted _
and can compromuse the CHS Depending upon the

cucumstances. m order to protect the CHS and the operation. consideration must be given to the
type of nvesnganon the CHS 1s supporting. the specific mteractions requared wath the CHS. the
techmacal proficiency of the CHS. and whether techmical equipment needs to be supplied 1o the
CHS. Ovent FBI purchase of equupment supplied to the CHS and the use of overt FBI equupment
to commumcate with the CHS are not recommended. except in very lmuted curcumstances

Issues related to commumcations are complex and possible solutions to hwdles encountered can
be discussed with the iﬁi am manager for e [N

program The use of solutions proposed hr-

must be documented m the CHS file

(LW FOUO) In addition. the above-listed electronic commumcation tools or devices dumuush the
SA's ability to observe the CHS Consequently. the SA must exercise caution in usmg them. -
person contact 1s the preferred method of interaction with the CHS  If any of the above methods
are used. thew use mmst be documented i the CHS file In additon. agents should be aware that
all compmucanons with a testifying CHS will hikely be produced in discovery Therefore. agents
must ensure that all commumeanons are essential to operations and professional m content

(UYFOUO) SSA approval 1s requared for all mnteraction with a CHS via Internet-based o
electronsc commmumcation. ncludumg. but not limuted to. e-maul. text. facsinule. social networks
forums, cloud computing. and app-based connections. This approval must be properly
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documented i the CHS file These comrmpne stumn methods should only be osed when
operationally necessary and proper comsideration shiould be given 1o operational secunty

inc hudmgp the use of musattibated Internet commections @&y _ars] other mean  Addetsonl
pundance on proper operational security can be provided by
(UIFOUO) Use of the above electronae commmume ation methods—as well as telephonse

contart  with a CHS who 1s operated n a foreipgn country s addressed m Section |9
Extraterritonial Operations

(U/FOUO) Additonal pindance on secue commmumcations with 2 CHS can be provaded by the

FBIHQ operational divisions and the program manages for _]loyﬂ

10.3. (1) Consensual Kecording

(U//FOUQ) Consensual monstoning by a CHS must comply with the AGC Dosn and DI
subsectiom 18 6 1

10.4. (U) Undercover Operation

(U//FOUQ) If 1t 15 necessary for a CHS to be mvolved i a UCO_ the CHS s partscspation
requares the approval of the FO and 1f it 15 a Group | UCO. of FBIHQ (see DICK: subsection
186 13) Upon approval of the UCO, however the FO still must separately approve the specafic
activities for the CHS withun the UCO (e g | OlA mterdivision travel undisclosed partcipation)
in accordance with this PG The OIA must be documented through Delta In addstson althoush
the UCO proposal may contamn an estmated amount of funding requared for CHS servaces and'or
expenses associated with the UCO, these CHS pavments are not approved through the UCO ox
covered by UCO funding All payment requests for CHS services and expenses m the UCD must
be justified and processed in accordance with Secnon 17, “Confidential Human Sousce Financaal
Matters

10.5. (U/FOUO) Undisclosed Participation

(U/FOUO) Undisclosed participation by CHSs must comply with the AGG - Dom and DIOG
Section 16

10.,6. (U/FOUO) Alias False Identification

(U/FOUO) The FBI s 1ssuance of an AFID to CHSs 15 ouly allowed m extraordenary
circumistances. One of the few areas where AFIDs for CHSs have been granted 1s i Medscare
fraud investigahons where former FBI emplovess meetng relevant age requirements ase opened
as CHSs (see subsection 7 1 Former FBI Emplovees and Persons With a Present or Formes
Relatonship With an FBI Emplovee ) AFID may not be 1ssued 1o a CHS for the purpose of
providng secunty following his or her cooperation. The CA or co-CA must use other methods o
provide protection. such as a lump-sum pavment to relocate the CHS (see subsecthon 17 14

Lump-Sum Payments,” and subsection 17 6.6 “Relocation™). a safe house. or the WSP [see
Section 8, “Witness Secunty Program™)

(U/FOUO) A request for an AFID for a CHS must contam compelhng jushication—mclodng a
descnption of the proposed operation of the CHS—and specify whether the CHS wall operase
usng the AFID on a full-ume or pan-tume basss. In the FO. the request must be od by the
undercover coordmator (UCC) and the SAC The request must then be sent 1o the whach

will coordmate the approval of the request by the umst. FBIHQ UC z
coe N - <
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The Jadvises the FO of the final decsion. Documentation related to the regquest and oute one
st be placed into the CHS file

(L/FOUO) I a CHS s sssued an AFID the PO s vesponsible for ensuomg that i s used
complance with the IS | 1 ) 11
bowever the AFID must only be made avalable o the CHS dunng operational events and
retneved by the PRI afier each operational use The AFTD st be munntamed moan 1O sale o
authonzed secunity contames when not m nse

107 (1) Obiaining Information About a Subject’s Pending  harges or Legal Defense
Mans

(U7FOUO) If a CHS s i a posimon o obtam mformation from a defendant who s lacing
pending crmunal charges for wihich the defendant s Sixth Amendiment nght 1o counsel has
attached. the CHS nmst be instiucted not to solicnt mformaton from the defendant regarding the
penchng charpes A subject’s Sixth Amendment nght attaches when a prosecubon 15 commenced
{1e at o after the mmanon of adversanal judicial comumal proceedngs — whether by way of a
formal charge a prelmunary heanmg. an indietment. a cnnunal mformation document or an
anapunent)

(U/FOUIO) Nevertheless. a CHS may be duected 1o 1) become a passive histener to report. bt
oot salicit. statements by a defendant about pending charpes or 1) obtan mformanon fiom a
defendant about a mattes that 15 separate from the one(s) pending against the defendam

(U FOUO) In certam cucumstances. a CHS's contact with a defendant who 1s represented by
counsel but aganst whom charges are not pending may be linuted by other laws (see the
Citzen's Protechon Act. codihed at 28 US C & 530B) On any occasion when a CHS 1s directed
to have contact with a person who 15 represented by an attomey it 15 recommended that the CA
consult wath the FO's CDC

(UYFOUQ) Finally. the CA must mstruct the CHS not to mterfere with the defendant s attormey
chent relationslup For example. the CHS should not make disparaging remarks about the
attorpey or about the way m wluch the defendant should cooperate with the attorney

(LWFOUD) Any questions about the content of thas subsection should be directed to the assigned
ALTSA or to the FO CDC

108 (U FOUO) Use of a CHS Associated With a Wire or Electionics Service Provide

{(LFFOUO) Before operating a CHS who 1s emploved by a wue o1 electromc communicanons
service provider or who owns or operates a company providing such a service (1 a CHS
associated with a telephone company or an internet service provider). the C A or co-C A must
consult the CDC to ensure that the use of the CHS s does not infringe upon the Fust Amendment

nght 1o free speech

{LYFOLO) The Elecronic Commumcanons Privacy Act (ECPA) establishes limatations on the
government s access to records and content held by wire or electiomc communuc ations serice
provaders, includmg telephone companies and companses offermg commumeation facilities
through the Imemet Thus those restnctions lnut the FBT's abiliry 1o obtam records from a CHS
who 1s employed by a wire or electronic commumncations service provider or who owns o1
operates 3 company providing such a senvice Furthermore the Fourth Amendment protects
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service providers’ customers from the daselosie of the contests of e
porverimment

(UIFOUO) Therefore as a perweral rule &mqﬂwﬂtw
commmuirme ations fromi a CHS exnuployed by 2 wire or elertrome :
on who owns on operates such a company  The use of 2 CHS w yolustanily provde m 1
w the F'BI does not constitute compliance with £ PA or the Fourth Amendoent The CA o os
CA may only obtain siuch mformation thiough applicable legal processes (e g 2 grand pury '1_ .
subpoena a Natiomal Secunty [etter [NSI] a search warrast or an FI1LSUR ander) SNy

(UIFOUO) The CDC umamm.m.fmfnmq--a--um“ -

be obtamed from such a CHS 0 comphiasce with ECPA
10,9 (1) Elected or Appointed CGovernment Officials

(U/FOUO) The FBI may accept information concernmng alleged viokations of law or other
matters within FBI junsdiction from povernment officaals The FIBI may not secnst or operate
CHSs for the sole purpose of collerting mfonmation concermmng the poltical belsrfs or personal
lives of ndividuals withmn a povernmental body or the private or confidential debiberatons of k
that body Furthermore the FBI may not knowmgly influence or anempt o miffluence any arton
of a USG body. unless 1t 1s dome 1n furtherance of 2 compellng governmental ssevest o
mvestgation plans any actrvity that may influence 3 USG body the SSA CA or eo-CA st
consult the CDC Additiomally thas type of activity may nigper review and appeoval
requurements for undisclosed participation and must comply with the ACL Dosp and D0
Section 16 B,
10.10. (U FOUO) Employees of Financial Institutions

(U//FOUO) If a CHS 15 an employee of 2 financial mstitutson ﬁmq-ﬂhm
provide o1 knowingly accept information that violates the provisons of the Rught to Fuancsal o
Privacy Act of 1978 (12US € § 3402) The act proksbets the FBI from obtmmng the fsancsdl
records of amv customer from a financial mstitution cutside of specified formal processes, such ‘1" ol
as subpoenas and search warrants _:,-,1 et
10.11. (U FOUO) Emplovees of Educational Institutions

(U//FOUQ) The Fanuly EMMMHIMM'IHH!“
establishes limitations on the government's access to shudent aducational recosds held by e
mstitutions uflnghalrunq"[‘!rwmhﬂﬁrfﬂlﬂy-—m ey
CHS who 1s emploved by an educational mstirunon m aov capacey (e g 32 o
libranan. and the hke) Therefore as a peneral rule. the FBI may sot aocept
emploved by an educational mstiution

(L FOUO) One mayor exception to thus rule 1s that 2 CHS mav provade
swice this mformation 15 not protected and mav be voluntanly produced
circumstances Furthemmore records of campus police ase also subgect 1o
The CDC should be consulted «f there are any questsons about SE s 5 ﬁ-_ﬁ_
from such 3 CHS m compluance with the Buckley Amendment ‘;_"'!.
*.- }.r-.._



SECRET/MNOFORN
(1) Confidential Human Sowce Policy Ginde

1012, (U/FOUO) Use of a Sub Source

(UFOU0) A sub-sowrce 1s any imdividual who directly acquares mformation that s then
prowvided to the FBI by an FBI CHS as a result of the CHS bemg tasked Examples of persons not
consydered sub-somces by defimbon, are as follows

= (LWFOUO) Contacts with whom the CHS has fanulial commumications and whose
nformation he or she then shares wath the FBI

* (U/FOUO) Contacts with whom the CHS has business related commumcations and
whose information he or she then shares with the FBI

= (U/FOUOD) Acquamntances or nonpersistent contacts wath whom the CHS has
ations and whose mformaton he o1 she then shares wath the FBI

(L FOUD) In domestic operations, the CA or co-CA mmust not task, dwect, or control a sub
source through the CHS  Any direct or indwect mstruction through a CHS to engage in
mformation collection activaty 1s considered tasking and 15 prolubited 1n domestic operations

(LY FOUD) For information regarding the use of a sub-source i extraternitonal (ET) operations,
see Sechon 19 “Extraternitonal Operations ™~

10,13, (U/FOUQ) Use of CHS Information in a Foreign Intelligence Sumveillance Act
Affidavit

(U/FOUO) If an FO has CHS mformation that supports probable cause necessary for a Foreign
Intelhigence Surveidllance Act (FISA) applicaton. that information may be used without revealing
the dentity of the CHS Upon SSA approval. the CA or co-CA must provide the FBIHQ
operational umit with the CHS s file number. the length of tume the mndividual has been a CHS.
and a statement regarding the CHS's reliability and whether the information has been
comroborated All mformation provided to support the FISA apphication. mcluding the CHS 's
mformation. must be documented 1 the CHS file. The CA or co-CA should also be prepared to

provade the following informanon. upon request. to the operanonal unit for distnbution to the
DOJ s NSD or for use i the FISA application

* (U/FOUOD) Whether or not the CHS was paid (SAs may use general terms so that no

exact amounts are gven—for example. “the CHS was paid a modest fee for
information )

= (U/FOUO) All comachions agamnst the CHS
« (UVFOUO) Any other Brady Act/impeachment mformanon
10.14. (U/FOUO) CHS Prioritization Svstein

(L//FOUO) The CPS 15 a tool 1n Delta that was established to deternune CHS pnontization
based on the nsk of operation. The tool 15 incorporated into the Sensitive Information tab in
Delta. and the information entered about the CHS must be updated on a quarterly basis See
Section 20, “Confidential Human Source Vahidation.” for more information
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11. (U) Department of Justice Notification Requirements v

(UHFOUO) This section describes situations myvolving a CHS that requane the FBI o notfy '
certam components of the DOJ m accordance with the ACA CHS The DAG must approve :
exceptions 1o these notification requirements. as set fosth m sbsection |1 8 “Exceptons lo the

DO Notification Requuirements ~ All notifications discussed m subsections 11 3 thwough 11 5

must be made in wiihing and approved by the SSA

11.1. (U) Notification Designess

(UH/FOUO) An SAC and a CFP may designate (if both concw ) particular indrdisals m thewr
respective offices to carry out the functions assigned 1o them i subsertions 11 2 (“Notification
to DOJ of Unauthonzed [llegal Actrvity ) theough 11 7 ("Respondmg to Requests from FPO
Attorneys Regarding a CHS ) and subwection 11 9 “DOJ Review of FBI CHS Files for Noo
Testimomal CHSs ™

11.2. (") Notification to MO of Unawthorized [llegal Activity

(U//FOUO) For notification procedures related 1o CHS UIA. see Section 12 “Confidential
Human Source Participation in Unauthonized Hlepal Actrvnty

11.3. () Notification to DOJ of the Investigation or Prosecution of a CHS

(U//FOUO) If an SA has reasonable grounds to beheve that the alleged felomous acuvity of 2
current or former CHS 15, or 15 expected to become the basis of a prosecution or mvestigation by
an FPO, the SA must unmediately notify a DOJ CHSC or the assigned FPO attomney of that
individual's status as a current or former CHS. With respect to a former CHS whose alleged
felomous actavity 15, or 15 expected to become. the basis of a prosecution or mvestigation by 3
state or local prosecutor’s office. the DOJ CHSC or assigned FPO attorney must be mumedaately
notified. but only 1f the SA has reasonable grounds to beheve that the CHS s prior relationshap
with the FBI 1s matenal to the prosecution or mvestigation

(U//FOUQ) Whenever such a notficaton occurs. the DOJ's CHSC or the asugned FPO aftomey
1s responsible for notifying the CFP The CFP and FBI SAC (or desammees) wath each other's
concurence. must notify any other federal state. or local prosecutor's office. or LE agency that
15 participating in the wvestigation or prosecunon of the CHS The notficatnon w other
prosecutors or LE agencies must be documented 1n the CHS file

(U/FOUO) The SA's notfication to the DOJ CHSC or FPO attorney must be made m writmg
approved by the SSA . and mamntained in the CHS 's vahdation sub-file

11.4. (L) Notification to DOJ Regarding C ertain Federal Judicial Proceedings

(U/FOUO) An SA must immediately notify the appropnate DOJ CHSC or the assigned FPO
attorney whenever the agent has reasonable grounds to belheve thar

= (U/FOUO) A current or former CHS has been called to testify by the prosecution m any TN
federal grand jury or judicial proceedmg far
* (U/FOUO) The statements of a current or former CHS have been, or will be sulizedby
the prosecution i any federal judicial proceedmng ] "
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w4 . ) An FPO attormey itesds to tepwesent o a connt on ey that a covent o
CHS 15 on was a coconspiiaton on other comnally colpable pabcipant moany
crimmal acthvaty

(UAFOUIO) The notficaton mnst be made mownting. approved by the SSA and mamtaned m
the CHS s valdaton sub file

1LE (U) Notification to DO of Pravileged or Txoulpatory Information

(UAFOLIO) I an FPO 18 partcpating i the conduct of an PR mvestipation that s atlizmg a
CHS o workang with a CHS i connecbon wath a prosecubon the CA co CA must nobify the
FIMO attoaney assymed to the matter i advance. whenever possable  of the CA on co CA has
veasonable prounds to bebeve that the CHS wall obtam or provide imformuation that s sulyect w

or arpuably sulyect o, a legal povilege of conbdentiahity belongng to someone other than the
CHS Documentation that the notificabion has been made by the CA on co CA must be placed m
the CHS Delta file

(LFOLO)Y Whenever an SA knows on veasonably beleves that a cument on formes CHS has
mformation that s exculpatory as o a target of o a defendant (mcluding a convicted defendant)
m a federal, state, or local imvesngation on case the FBI agent must dasclose the exculpatory
miormanon to either the assigned FPO attommey that 15 paracipanng. or had participated in the
conduct of that mvestigation o to the DOJ CHSC The disclosure notfication must be made
wnting. approved by the SSA. and mamtamed i the CHS s vahdation sub file

{(USFOUO) In tm, the assigned FPO attomey or the DO CHSC 15 responsible for disclosing
the exculpatory mformation to all affected federal state and local authonities In the event that
the disclosure would jeopardize the secunty of the CHS or senously compromise an
mvestgation, the FPO anomey or DOJ CHSC must refer the maner 1o the HSRC for
consideration, except for matters related to an mtermational terronsm or national secunty
mveshganon The latter must be refernved to the AAG of the NSD (o1 designee) The basis for

refernng the matter to the HSRC or the AAG of NSD (or desipmee) must be documented in the
referral and placed wmto the CHS file

11.6. (LVFOUO) Notification to DOJ Upoen Naming a € HS as an lnterceptee or a
Violator in an Electronic Sunveillance Apphcation

{(LVFOUO) An SA pust not name a CHS as an interceptee or a violator i an affidavit in suppon

of an apphicanon for an ELSUR order made pursuant to 18 US € § 2516 unless the SA believes
that

» (UW/FOUO) Onutting the name of the CHS from the affidavit would endanger the CHS s
hfe or otherwise yeopardize an ongomg mnveshgation

e (UY/FOUO) The CHS 1s a bona fide sulyect of the mvestigation based on the CHS s

suspected wvolvement m ULA See sybsection 11 2 “Nonficanon to DOJ of
Unauthonzed Dlegal Activary ~

(U/FOUO) If the CHS s named m an ELSUR affidavit. the SA must mform the FPO attomey

makang the and the count to which the application 1s made of the CHS s actual stans
The SA to the FPO attomey must be made in wntmg. approved by the SSA and
documented m the CHS ‘s mamn sub-file.

B1
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7 (UROUO) Responding o Heguests From FPO Atlarneys M
(LU Feon crmmmal matters svsng undes o related 1 the A
appropnuate FPO) attomey the €A or co CA m comdustion wiil the

provide to the FPO attomey all velevant iformation concermng & CHS »
midvidual 15 4 cunent or fovmes CHS for the FIT The dessenmmanson of the
10 the FPO must be approved by the S5A and documented 1o the €S file

(U/FOUCH T the SAC h-uuhumupmi-hﬁ—-hd-h“
cncumstances of the case he o she must explam the ohyection o the FPO sttomey mak
request and any remaning disagreement as 10 whether e mformation should be goor .
FPO attomey must be resolved pursuant © wibsection | 0 | AGGOHS ad AGG Do
Fxceptions and Dispute Resobition "1 '.. ;
18 (U) Exceptions to the DOJ Notification Kequirements 3 'f*j-_.

(UFOUO) The Directon of the FBI with the wiitten concunence of the DAG muy sathbold il
any notafic aton required pussuant 1o sbsection 11 0 Notification to DOJ of Unsathorzed =~ h o3
Mepal Activity * through subsection 11 7 above of the SAC and DAG determane that e R !
wentity position. or mformation provided by the CHS wanants extraordamary protecton for s [
sensitive national secunty reasons Any SAC determunation to withbold notdication. slong wath
the concurtence of the DAG. must be documented by the CA or co €A ad susntaned m the
CHS s man file

11.9. (U/FOUO) DOJ Review of CHS Files for Nou Testimomnial € HSs

(U/FOUOQ) If an FPO attorey seeks to review the file of 2 CHS who = not expected o
the CA or co-CA must advise the FPO attorney to submut 2 written request o the FO CDC 0
FPO attomey s request must spectfy the mformation sought and provide yusteficanon for the '--
review After consulting with the CDC and ASAC. the SAC must issue 3 wnitien sespomse o fhe.
FPO artomey outhmng the paameters of any permstied review ms.u:—-dm F:'
attormey request must be documented to the CHS file .ok ll'
(U//FOUO) If the SAC and FPO agree on the terms of the review. the CHSC must make _'-__‘_
arrangements for the CHS file review mn FBI office space Thm_,lﬂm R
xrmmcmpmufﬂ{sﬁhmmuul&nmfﬂlwrﬂnm“iﬁﬂm
should document this agreement 1 the admunsstrative portion of the CHS file . "‘."-

ST

(U/FOUO) The CA or co-CA must prepare a record of the FPO anorney s CHS file sevaew,
which must include the FPO attornev s request and the SAC s response the date °H ;3
review. the identity of the FPO reviewer. the method of review. the sdentuficatson of
dnnmuutsmwrd:ﬂhfq:phcﬂﬂdmupndﬂ:ﬂﬁd_ﬂ
FBI office by the FPO reviewer and the wnitten approval of the CDC perms
removal

(w ’FDLﬂ)I‘hemhmonufmwm&!Nm

regarding the prinhing and release of documents from the CHS Sl :

with subsection | 5 1. "AGG-CHS and AGG-Dom Exceptions and Desp
¢

(UFOUO) See also the DAG memeorandum titles a ¢ an the Feds
lnvesnganon & (FBD Adpmms Spe—— . it Y _W-d’.':.. -

LA ETRRSAY WL LR O

e :
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12. (U) Confidential Human Source Participation in Unauthorized

Tllegal Activity AR eI NI

12.1. (U) Notification Process

{(U/FOUO) According to the AGG CHS. of an FBI agent has reasonable grounds to beheve that
a CHS has engaged in UTA (other than munor traffic offenses), the CHS must be closed, unless
SAC approval for continued use 15 obtamed (see subsecton 12 2 below) The SA must
promptly notify DOJ s CHSC or the assigned FPO attomey of the UIA and the reasonable
grounds upon which the FBI believes it has ocomrred Reasonable prounds exist, for example.
when an SA has knowledge of a pending state or federal mvestganon of the CHS, pending
enmunal charges against the CHS, or an adonussion from the CHS| or 1f the SA has mformation
from two or more independent sources. or from one credible source, that the CHS has engaged m
llegal actmaty The SA must make the notification even if the CHS will be closed as a result of
the illegal activity. The notification to DOJ must be made in winting. approved by the SSA_ and
documented mn the CHS main file

(UYFOUOQ) If the CHS's continued use 15 deswed. approval must be obtamed in accordance with
subsechon 12 2

(U//FOUO) After being nonfied by the FBI, the DOJ's CHSC or assigned FPO attorney 15
responsible for notifying the following FPOs of the CHS's crumunal actinaty and the indiadual's
status as a CHS

e (UYFOUQ) The FPO in whose distnict the crimanal activity primanly occurred. unless a
state or local prosecuting office in that distnct has filed charges against the CHS for the
crmmunal activity and there 15 no basis for federal prosecution in that distnct

= (U/FOUO) The FPO artomey. if any. who 15 participating in the conduct of an
mvestigation that 1s utihzing the CHS or 1s workang with the CHS i connection with a
prosecution

» (LVWFOUQ) The FPO attomey. 1f any. who authonzed the CHS to engage in OLA

(LY FOUO) Whenever these notfications are provided, the CFP and the SAC (or the individual
to whom authority has been delegated in accordance with subsection 11.1 . “Notufication
Designees ). wath the each other s concumrence. must notify any state or local prosecutor's office
wihich has junsdiction over the CHS's crimunal actrvary and whach has not already filed charges
agamst the CHS for the cnnunal activty, that the CHS has engaged n cnnunal actiity. If the
state and local prosecutor's office 15 known to already be aware of the CHS's crimunal activaty.
then notificaton by the CFP and SAC 1s unnecessary. The CFP(s) and the SAC(s) are not
required to. but may (with each other s concurrence) also notify the state and local prosecutor's
office of the person's status as a CHS. These notifications must be documented in the CHS's
man file

12.2. (U/FOUO) Request for Approval of the Continued Operation of a CHS

(LFOUO) When a CA has reasonable grounds to believe that a CHS has engaged m ULA. but

wishes to continue to use the CHS, m addition to reportug the ULA to DOJ i accordance with
12 1 . “Notificahon Process.” the CA must submat a request for contmued operation

to the SAC (mn-ddcg:ble} for approval (see subsection 18 1 2 . “Closing a CHS for Cause )
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(U/IFOUO) The recquest nusst addvess B

o (U/FOUO) The senonsness and duration of the illegal actrvity "ﬁm_ "q b

o (U/FOUO) Whether the CHS has previously engaged m UIA (a - detanls
that actity)

. NFM}Mﬁeﬂﬂhw-rmm

+  (U//FOUOD) The importance of the CHS to the FBI s nussion

* (U//FOUO) The nsk to the public from the CHS s illegal actrvaty

e (U/fFOUO) The likelshood that the CHS will engage m ULA m the fiture

(U/FOUO) If the SAC approves the contmued use of the CHS. the CA must

CHS with regard to mcmmmlﬂﬁmdrmdﬂ:mﬁhﬁ“”
mﬂﬁwﬂﬁemﬁmdhmﬁnh{mﬁk L

12.3. (U/FOUO) ULA Resulting From Violation of the Authorization for

(U//FOUQ) When an CA has reason to believe that a CHS has violated the terms of mp{_-
authonzation for participating i OIA, the SA must immedsately revoke the CHS's authe
and follow the procedures outlined 1n subsection 13 & | “Revocation of OIA s

s
1 =
-



. M}M“mwmﬂumtm a CHS may be mthornzed 1o

particapate m certam illegal actraty referred to as otherwise dlegal actiaty — OIA s delined as
any actty that would constitute a cnimnal violabion under federal state. on local law ol a person
were o engage m it without authonzahon The OLA must be reasonable under the conommstances
which include the scope. peographic area. and duration of the unlawful activiry

131 (U) Prohibited Activities
(LFOUIO) According to the ACG CHS . the 31 must never authonze a CHS 1o

= (LVFOLO) Paticipate m any act of violence, except that the CHS may take reasonable
measures of self defense m an emeargency 1o protect hus or her own hife or the lives of

others apamnst wiongful force

o (UNFOLO) Particepate m an act desipned 1o obtan mformation for the FBI that would be
unlawful of conducted by an LE agent (e g breaking and entenng. illepgal wuetapping.
illegal openmg or tampening with mal o trespass amountng 1o an illegal search)

(UFOLIO) In addition. CAs_ co- CAs and SSAs must ensure that any dangerous commodaty or
stem (such as a firearm. body armor. explosives. and the hike) does not leave law enforcement
(LE) control” and that drgs do not leave LE contiol absent specific approval from the
appropnate headquarters official

132 (1) Tier 1 OLA
1321 (U) Tier 1 OLA Definition’

(UFOUIO) The AGG CHS defines Tier 1 O1A as any activaty that would constitute a
nusdemeanor or felony under fedesal state. or local law if engaged m by a person acting without
authonzanon and whach mvolves any of the followwng activity

= (U/FOUO) The commmussion or the sipmificant nsk of the comnussion. of any act of
violence by a person or persons other than the CHS *

o (UYFOUQ) The comupt conduct. or the ssgmaficant nisk of cormupt conduct. by an elected
public official. a public official 1n a lugh-level decision-making or sensitive position in
federal state. or local povernment

‘tmr- AGG -Dom and AGG-UCO. m a coatrolled ransaction. the item(s) will be monitored by the FBI and
o1 seized at the conclusion of the Tansaction
Mﬁhh AGG-CHS defimtion of Tier | violatons generally does not mclude potential violations of
h—ﬂﬂmm imnasmuch as the below-listed sux factors are rarely mvolved. FBI practice 1s to treat
stabute violations as Tier | violatons. requuning the approval of the AD Counterterronsm
Mﬂa{ﬁm}
that 15 siguficantly assocuated with. or substannally controlled by orgamzed crime ordinanly
the scope of tus defimtion Thus. for example. where bookmaker: have a financual relanonshup with
of orgamized cime, and ‘o1 use members or associates of orgauzed crume to collect thew
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o (UMPOUO) The maodactimg, sopostong, ‘
controlled substances m 4 quantity equal o o ¢ Hharr oprmd
ummmmmm X1y o

o (U/FOUO) The financial loss, or the sigmficant risk of el low
1o o exceedmg those amounts specified m USSG 781 1 y1x0 "

o (U/FOUO) A CHS providing 1o any person (other fhan a0 FBI &
or expertise that 15 necessary for the commmsssson of a federal

the persom would otherwise have difficulty obtamng

« (U/FOUO) A CHS providing 1o any person (other fhan an FBI agenf) any
controlled substance, an explosive firearm, ofher dangerous weapon, or of
poses an unmediate and signuficant theeat 1o public safery with latle
its recovery by the FBI

13.2.2. (U) Tier 1 OIA Anthorization

(U/FOUQ) Tier I OIA requires advance wrtien approval by the FO SAC The CHS OIA
file must contan the authornization m accordance with subse-tion 119 w
Procedures ~

(U//FOUO) In cruminal mvestigations, the SA must contact (followme the SAC s ap
FPO mvolved n the investigation to obtan the appropriate CFP authorzation m
AGG-CHS allow the SAC and CFP to agree 1o designate partsculas sdsvadele 2
level (1 . ASAC) i therr respective offices to carry out the approval fanctsens

(U//FOUQ) The appropnate CFP for all mvestigations except patsonal secursty
the CFP who:

s (U/FOUO) Is participating m an FBI mvestigation that 1 utdang the CHS or 1 '
with that CHS i connection with a prosecutson e

e (U//FOUO) Would have pnmary junsdaction o prosecute the OLA ot
federal law

OR
s  (U/FOUO) Is located where the OLA 15 o ocour

(U//FOUQ) For national security investigations or foresgn miellgence ¢
send. upon SAC approval. an EC to the appropnate FBIHQ operatonal

{L'}ThtcnunnmmhLSSGnhkMahM.#
remain applicable to the most closely comesponding USSG levelm. -

that the cited USS5G provizions ave smended Thus. it 1 mtended
remain applicable  the hirhest offense level m the Drag Quansety T

the fourth bullet pomt of thas wbsecnon will remas spphcsble 1o doll
USSG. tgger sentencing enhancements smmlar to that set fncth m the
mmm-mmumhumu
* (U FOUO) Whale the AGG-CHS oniy require SAC ap ®

matters is to obtasn FBIHQ opersnonal AD
Wreqﬂuhmmmn
approval m natenal secumty or foretsn m
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approval for the OIA. thereafter, the FBIHQ operational wnst must fovward the AD appoved
request, m a document suatable for dissenmnation, o the appropoate DO anthonty for its

approval The FBIHQ operational umit must then notify the requesting FO.via FCupon DOJ
approval or demal of the request A copy of the above OIA related documentation must be filed
m the CHS OIA sub file

(LVFOLIO) The appropnate CFP for national secunty and foreypn mtellipence collection matters
15 the AAG of the DOJ NSI). or lus or her designee This desipniee may be an FPO attomey,
however, the CHSC must venfy that the delegation has taken place within the relevant FPO 1If
the CHSC 15 unable to wdentfy an NSD desipnee, the FO should request assistance from the

operational umt at FBIHQ

(U/FOUD) As part of the approval process, the SAC and CFP authonzing Trer 1 OIA must make
specific findings, set forth i subsection 11 4 “"Documented Fmdinps of Tiex 1 and Ther 11 OIA
Approvers,” regarding the proposed illegal actiaty. which must be documented 1n the response
to the OlA request This documentation must be mamtamed i the CHS 's OIA sub-file

13221 (UVFOUO) CFP Authorization for Limited OLA Related to Material Suppori
of Terrorism in National Security Investigations

{U/FOUD) For pumdance on this authonzation see DIOG subsection 17 6, "OLA Related to
Matenal Support of Terronsm i Nanonal Secunity Investigations

1323,  (U/FOUO) Tier 1 OLA Emergency Oral Authorization

(U//FOUQ) Those authonzed to approve Tier [ OLA n accordance wath subsection 13 2 7 "Tier
I OIA Authonzaton,” may orally authonze a CHS to engage m Tier 1 OLA without advance
wintten documentation when they each deternune that

o (U/FOUO) A laghly sigmificant and unanticipated investgative opportumty would be
lost 1f the OLA wnitten authonzaton procedures were followed

s (U/FOUOQ) These cucumstances would support a finding to authornze the OLA pursuant
to subsection 13 4 “Documented Findings of Tier [ and Tier 11 OLA Appiovers

(U//FOUO) In such an event. the documentation requirements including a wntten justification
for the oral authonzation. must be completed as soon as practicable. but wathan 72 hours
following the oral approval in Delta

13.24.  (U) Tier I OLA Duration

(UFOUO) Tier 1 OIA authonzation must be set for a specified penod not exceeding 90 days
An exception exists for national secunty mvestigations or foreign intelligence collection, for
whach the CFP may authonize OIA for a peniod of up to one vear

(U/FOUQ) The Tier I OIA authonzation peniod may be extended. according to the procedures
set forth i subsection 13 6., “Renewal and Expansion of OIA Authorization ™

13,3 (U) Tier I1 OLA

musdemeanor or felony under federal. state. or local law if engaged m by a person acting without
authonzation

87
SECRET NOFORN



SECRE T/NOVORN :ﬁ
(1) Combsdentaial Human Somce Policy Cuade b

1R31 (U) Tier 1T OLA Authorization

(UIFOUO) Tier ITOIA requares the advance wiitten appaoval (dbsent 2 reqpeest for emerpency
authonzaton in accordance with subsection 1934 Ties 11 OIA Dnation ) of the SAC The
authon zation commumcation must comtam specific findings epadmg the proposed dlegal
activity as set forth m subsection slsecuon |24 " Documented Findmps of Tier | and Tier I
OIA Approvers ” and must be mantamed 1 the CHS OIA sub file In states that requare more
than one panty consent to record commumications. OIA athonty must be m
accondance wath DIOK; subsection 18 6 1

1332 (U) Coordination With F PO Attorney

(U/FOUO) FPO approval 1s not requared for Type I1 OIA. However of an FPO attormey
assipned to an mvestigation n which the CHS 15 assisting and the CHS 15 expected 1o testify. the

CA must ensure that the FPO attormmey 15 notified in advance of the OIA_ if practicable The OIA
request must document the FO s written or oral notification i Delta

1333 (U) Tier I1 OIA Emergency Oral Authorization

(U/FOUO) In extraordmmary cucumstances. an SAC may orally authonze 2 CHS o engage
Tier I1 OIA. without advance documentation. afier determamng that 3 lnghly siguficant and
unanticipated investigative opportumty would be lost if the FO were to follow the OLA written
authonzation procedures In such an event the SAC must complete the documentation
requurements. including as written jusufication for the oral authonzation. as soon as practicable
but within 72 hours The CHS s OIA sub-file must document thas approval commumcation

1334, (U) Tier I1 OLA Duration

(U/FOUOQO) Ter I O1A authorization must be set for a specified penod not exceeding 90 days

(U/FOUOQ) The Tier I1 OIA authonzation peniod may be extended. according to the proceduses
set forth in subsection 13 6 . “Renewal and Expansion of OIA Authonzaton '

134, (U) Documented Findings of Tier 1 and Tier I[I OLA Approvers
(U//FOUO) In accordance with subsection 13 7 2 and subsection 13 1 1 on OIA asthonzaton.

those authonzed to approve Tier [ and Tier [1 OLA must document 1n the CHS 's OLA sub-file
whether the benefits to be obtained from the CHS ‘s participation m the diegal actuvity outweigh

the nsks mvolved and are necessary to erther

¢ (U/FOUO) Obtain information or evidence that 1s essential for the success of an
vestigation and 1s not reasonably available without such actvity, mcluding illegal
actnaty to mamtam the CHS s credability and thereby obtan the mformation or evidence.
OR
e (U/FOUOQ) Prevent death. senious bodily myury, or ssigmficant damage to propenty

(U/FOUQ) In making these findings. the approvers must consader
» (U/FOUQ) The importance of the investigation.
« (U/FOUQ) The likehhood of obtamng the nfornuanion or evadence

e (U/FOUQ) The nsk of the CHS musunderstanding or exceeding the scope of hus or ber

authonzanon

- =i
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= (U/FOUOQO) The extent of the CHS 's participation m the O1A

= (LV/FOUQO) The nsk of the FBI bemng unable to monitor the CHS 's participation in the
OlA

= (UW/FOUO) The nsk of violence, physical mpury, property damape, o1 financial loss to
the CHS or others.

= (UFOUO) The nsk of the FBI being unable to enswe that the CHS does not reahize
undue profits from his or her participation in the OLA

13.4.1.  (U) Precantionary Measures

(U//FOUQD) Whenever an SA has obtained authonzaton for a CHS to engape in OIA the SA
must take all reasonable steps to

(UTFOUO) Momtor the activities of the CHS closely
(U/FOUO) Minunnze the adverse affect of the OLA on mnocent persons. and

» (U/FOUO) Enswe that the CHS does not realize undue profits fiom lus or het
parucipation wn the OLA

135 (U) Admonishments Related to OLA

(U/FOUO) If a CHS 15 authonzed to engage in OIA. two SAs—or one SA and one government
official as a witness—must review wnitten admomshments wath the CHS that state_at a
mururmun. that

¢ (U/FOUO) The CHS 1s authonzed to enpage only i the specific conduct set forth i the
wnitten authonzation. and not mn any other illepal activaty (the CFP's wntten authonzation
should be read to the CHS. unless doing so 15 not feasible)

e (U/FOUO) The CHS's authonzation 1s limuted to the nme penod specified i the wiitten
authonzaton

» (U/FOUO) Under no cucumstance may the CHS
(U/FOUOQ) Participate m an act of violence (except in self-defense)

(L/FOUO) Participate m an act designed to obtain mformation for the FBI that
would be unlawful if conducted by an LE agent (e ¢ . breaking and entening 1llegal

wiretapping  illegal opening or tampenng with the manl or trespass amounting to an
illegal search)

o (U/FOUO) If apphicable participate i an act that constitutes obstuiction of justice

(e g penjury. witness tampenng. witness mtinudation. entrapment. or the fabnication
alteration. or destruction of evidence)

o (UI/FOUO) If applhicable mutiate or mstigate a plan or strategy to comumit a federal
state. or local offense

e (LVFOUO) If the CHS 1s asked by any person to participate i any illegal activity othes
than the specific conduct set forth in the wntten authonzation. or leams of plans to

engage i such illegal actrary. the CHS must unmediately report the manter 1o the FBI
CA or co-CA
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o (U/FOUO) Partcipation m any llegal activaty other than the specific conduct ser forth o
the wiitten authonzation could subyect the CHS to crimmal prosecution

(U/FOUO) Inunediately after recerving these admomshments the CHS must use hus or her
payment name to sign (on imtial) and date 3 wrnitten acknowledgment of the admomshments (ser
subsection 16 1 "Payment Name ) If the CHS refuses to sipn or matial thas acknowledpment.
the SA and witness who presented the admomishments must document that these admomshments
were reviewed with the CHS and that the CHS acknowledged hus or her understanding of them
An SSA must review the OIA admomshment documentation and ensure that o 1s mammtamed i
the CHS s OIA sub file (see subsection 119 “Recordkeepmp Procedures ™)

136, (1) Renewal and Expansion of OLA Authorization

(U/FOUO) If an apent seeks to reauthonze any CHS o engage in OLA after the expiration of the
authonzed hme penod or revocation of authonzation or to expand. in any matenal way a CHS s
anthonzation to engage m OIA _ the requesting agent must first comply wath the procedures set
forth in subsection 13 7 2 (“Tier | OIA Authomzathon jor 11 3 1 ("Ter [l OIA Anthonzaton ™)
and subsections 13 4 (“Documented Findings of Tier [ and Tier [I OIA Approvers ) and 13 5

(" Admomshments Related to OIA7)

13.7. (1) Suspension of OLA Authorization

(U//FOUO) Whenever an SA cannot comply with the precautionary measures described above
tor lepitimate reasons that are unrelated 1o the CHS's conduct (e g the CA 15 unavailable) the
CA must immediately

s (U/FOUO) Suspend the CHS 's authonzation to engage m OLA until the SA can comply
with the precautionary measures

« (UFOUO) Inform the CHS that lus or her authonizanon to engage in any OLA has been
suspended until that tune

s (L/FOUO) Document these actions in the CHS OIA sub-file
13058, (1) Revocation of OLA Authovization

(L/FOUO) If an SA has reason to believe that a CHS has faled to comply wath the terms of the
OIA authonzaton. the agent must ynmediately

= (L/FOUO) Revoke the CHS s authonzation to engage m OLA
« (U/FOUO) Inform the CHS that he or she 15 no longer authonzed to engage 1n any OLA
» (UWFOUO) Comply wath the nohfication requarement descnbed below

« (U/FOUO) Deternune whether the CHS should be closed pursuant to Section 18
Closing a Confidential Human Sowrce

« (U/VFOUD) Document these achions in the CHS OLA sub-file

(LYFOUO)Y Immediately after the CHS has been mformed that the mdividual s authonizahon to
participate m OLA has been revoked, the CHS must use lus or her paviment name to sagn and date
a wntten acknowledgment that he or she has been informed of thas fact If the CHS refuses o
sien the acknowledpment the SA who wformed the CHS must document the CHS 's refusal and
whether the CHS verbally acknowledged receipt of the revocanon. The SSA mmist review this
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obtam miommuation from the othes apency reparding CHS payinents and any mformation the
other apency can provide beanmg on the CHS s productivity, seluability. and credibality This
mformation must be documented m the CHS s validation sub hie

143 (UT0OUOD) Joint Field Ofice Operation or a CHS Operating Within Another 111
Field Office

(UFOUO) A CHS may work jomntly with two or mone FIV FOs 1 the CHS resades i, moves o,
or works m another FO's teratony. the office of ongim (00O) must nobify the SAC (o desipmer)
and all other mvolved FOs of the CHS's opening. the OO must also notify the FOs of the area of
anticipated reporting. and the notification must be documented i the CHS Delta file The CA
and co CA may be located m different offices of  wall enhance the CHS operational
effectiveness The OO 15 responsible for mamtaming the CHS file. and 1f the CHS 1s jowmntly
opevated. the other FOs mvolved m operatmg the CHS must file all reports of mformation
recerved from the CHS as well as any requured documentanon (e p . payment mformation and
recespts), to the OO file Sumlarly. both offices must keep the other appnised of information
affecting the FO's mveshgative programs and any changes i the CHS 's status To make a
payment to a CHS on behalf of another FO, see subsection 179 "Paying a CHS

(LVFOLIO) In sittuations where the OO has temporanly tumed over a CHS to another FO for
operational use m that FO s mvestigation. the FO using and taskmng the CHS 15 responsible for
ensunng that all commumicanons pertamng to the CHS s operation (e g . reporting, operahonal
requests, paviment documentation. and vahidanon-related mformation) are promptly entered mto
Delta CHS payments made by another FO are addressed in subsection 17 12 “"Payments to
CHSs by Other Field Offices ™ The FO taskmg the CHS must also keep the OO advised of any
mfornmation it obtams from the CHS that would affect the 0O 's wnvestigative programs  Dunng
the other FO's operation of the CHS, the FO tasking the CHS must contnbute to the 0O's
preparation of the CHS QSSRs and FOASEs and ensure compliance wath other adnumstrative
requuements. including annuoal records checks and admomshments If the other FO tasking the
CHS has used the CHS exclusively for a six-month penod and 15 hikely to continue thus use, the
OO must reassign the CHS to the other FO

144, (L/FOUO) Operation of CHSs in Another Field Office’s Tervitory

(UVFOUO) Thas subsection concerns CHS domestic-operational travel. in which a CHS travels
from one FO AOR to another FO AOR or from a foreign country to the Unsted States to conduct
operational actaty. Thus type of travel includes. for example a CHS traveling from lus or her
assigmed FO 10 another FO to support an mvestigation. a Legat-assigned CHS travelng to the
Unated States to support an FO mvestigation: or an FO-assigned CHS who resides m a foreign
country traveling to the United States m support of an mvestigation See subsection 194 ]
“Foreign-Based CHS Operational Travel to Unated States (Domestic-Operational Travel)

(LFOUO) An SA seelang to conduct a CHS operation i another FO's termitory must obtain
prior concurrence from the SAC (or designee) of the other FO m wluch the operation wall occur
lfll’ilt‘bdlbk' If not practicable, the affected FO(s) must be notified as soon as possible, but no
later than five busmess days from the date of the operational activary The _
“CHS Travel'ET Actrvity Request Form. ~ should be used to document the prior concurrence or
post-operation notificanon of the affected FO(s) If the form 1s used. an information-only lead 1s
sent 10 the recerving FO for sinuanonal awareness The use of the || G- oo
preclude nformal oral or wnirten contact berween FOs 1o coordinate the CHS actnviry
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15. (U/FOUQO) Disclosure of a Confidential Human Source’s
Identity

151 (U) Principles of Confidentiality

(IWFDII.’II} Protecting a CHS's identity and relanonship wath the FBI 1s vatal to the success of
that relanonshsp and to the integnity of the FBI's CHS program. Consequently, FBI personnel
have an obhigation to mamtan the confidentiality of any CHS, whach includes the CHS 's identity

and information recerved from or regarcing the CHS that tends 1o wdentify the CHS Tlus
obligahon continues after the FBI employee ends hus or her employment and afier the CHS
ceases to be a CHS

(U FOUO) Drsclosure of a CHS ‘s identity, whach includes the dissemunation of information
received from or regarding the CHS that tends to identify lum or her, should be approved only
when it 1s lepally requued or absolutely necessary to achieve inportant mvestigative, public
policy. or safety objectives. This pninciple must be at the forefront of every disclosure decision,
even with regard to prospective disclosures wathin the DOJ and among task force partners

152, (1) Disclosure Authority

(L FOUO) Approval of the SAC from the office where the CHS 1s assigned 15 required to
disclose the identity of a CHS. unless

» (/FOUOQ) FBI personnel disclose a CHS's identity to another FBI employee who has a
need to know the identity of the CHS to perform lus or her official duties

* (U/FOUQ) FBI personnel make appropnate disclosures to the DOJ when a CHS has
been called to testify i a grand yury or judicial proceeding

» (U/FOUO) FBI personnel disclose a CHS s identity when requared to do so by court
order_ law, regulation. the AGG CHS, or other DOJ policies (see, for example. subsection
11 7. “Responding to Requests from FPO Artorneys Regarding a CHS™).

(U/FOUO) The SSA may approve the disclosure of a CHS's identity m response to operational
or admamistrative requests that by thewr nature require disclosure of a CHS s identity, including
those related to survesllance plans. amrest plans, requests for hinguistic support. jont operations of
CHSs. NFPO requests. requests to DHS for imnugration status, and requests for DOS
mformation. Prior to approving a disclosure request. the SSA. m discussion with the CA_ should
comsider the necessiry of disclosing the CHS 's idennty, 1ts potental for undermuanung the
confidental relationship developed. and whether the CHS should be informed that lus or her
wdentity will be shared as part of an operational or admumistranve request. SSA approval of the
specific operatonal or adnumstrative request serves as the authonzanon documentation to
disclose the CHS s identity. No separate documentation 15 requared for disclosing the CHS s
wlentity 1 such circumstances.

{(U/FOUO) No individual to whom disclosure has been made 15 authonized to make further
disclosures of the CHS s identity wathout SAC authonty, except when requured by court order.
law, regulation. the AGG-CHS. or other DOJ policies Anyone making a disclosure has the

responsibility 1o advise the recipient of the information that further disclosures or contact with
the CHS 15 not authonzed without the express consent of the FBI

(LUYWFOUO) All approvals to disclose CHS identity must be documented 1n the CHS mam file
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153, (U/FOUO) SAC Objection to CHS IDisclosure Reqmiremend

(UIFOUO) Wath repard 1o a required disclosure the SAC may still determme whether an
attemnpt should be made o assert appropriate admamstrative or legal obgections m response 1o ary
subpoena court order o request beanng on the wentification of a CHS I matters mvolving
national secunty and other stuations a request may be made to have the CHS s file reviewed n
camera ex parte by a judpe, as appropnate In certam circumstances, the FBI may refuse the
disclosure of either the CHS s identity or information provided by the CHS  Thas action could
result in the disrmssal of the pending prosecution and must be coordimated with appropree
officials from the FPO Any decision to withhold CHS information must be coordanated with the
appropnate FPO and documented m the CHS s maun file

154. (U/FOUO) Record of Disclosure of CHS Identity

(U/FOUQ) Disclosure of a CHS 's wdentaty or relationshup wath the FBL as fined above mmust be
documented and retamed in the CHS s file The documentation must contamn the followang
mformation

e (U/FOUOQ) The specific information to be disclosed (e g the CHS ‘s name and address)

s (U//FOUQ) The name, title, and agency or department of all mdraduals who will have
access to the information

« (U/FOUO) The specific nature of the corcumstances. request demand or order that
generated the disclosure request

(U//FOUQ) The SSA approval of a specified operational or admumstrative request serves as the
authonzation documentation to disclose the CHS s identity No separate documentation 15
required See subsection 15 2 | “Dhsclosure Authomty ™
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16. (U/FOUO) Administration of Confidential Human Sources
16.1. (U/FOUOD) CHS Files
16.1.1. (U/FOUQ) Creation and Maintenance of CHS Files in Delta

(U/FOUO) Delta 1s the FBI's automated case management system for all CHS records. All
commumications regarding the CHS must be entered mto Delta, unless an exemption is
authonzed in accordance with subsection 161 2 | below

16.1.2. (U/FOUD) Exemption From Creation and Maintenance of CHS Files in Delta

(U/FOUO) Exemptions from entenng communications mto Delta must be supported by
compelling crcumstances and approved by the SAC, the AD of the division managing the
primary program the CHS supports, the AD of the DI, and the Deputy Director (DD) None of

these pving authonities mav be delegated An EC requesting a Delia use exenyption must
ut]lu_ and must provide the followng, wathout
providing anv CHS identfying or classified information (additonal gurdance on completing the
request EC may be sought from ||

 (U/FOUQ) What mformation 15 to be exempted from entry into Delta

o (U/FOUO) Why entry of this information mnto Delta would likely compromuse the CHS
o1 jeopardize the investigation due to
(U//FOUO) Sensitiaty of the CHS
(U//FOUO) Singulanty of the mformation the CHS 1s providing
(UFOUO) Degree to whach the CHS mformation 1s entical to the success of the
mvesugalion
+ (UU/FOUOQ) How entrv of the mformanon wall
(UAFOUO) Cause smmediate harm to the nanonal secunty of the Unated States

(U/FOUQ) Cause harm to the FBI s ability to recrut and operate other CHSs of
simular circumstances

(UVFOUQ) Impede the FBI's ability to collect for both the FBI's and the USIC's
mtelligence requarements

* (LW/FOUO) How intelhigence collected from the CHS will be evaluated and dissenunated
to other FBI components or outside the FBI that 1s cnitical to the FBI s nussion. such as
th"n'aﬂmg a terronist attack or other national emergency

(U FOUQ) The EC must set a lead Iu- requestmg DD approval for the exemption
request -:ﬁ responsible for notifying the CA of the approval or demal of the request If the

request 1s approved s responsible for permutting the CA or co-C A to imnate the opening
of the CHS. including the linuted subnussion requared for Delta. as specified below
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(UHFOUO) Upon recerving the 130 s approval, the CA or co-CA mst complete all mandatory
fields mn the Delta somrce openmyp commumcation so that the CHS can be opened m Delta (m
arder fon the CHS to be paid) and to ensure that the QSSE and FOASE are acourately ¢ cargpleted
However, to protect the CHS's identaty thie -h.-l' created standarduzed responses 1o be
entered mio each field by the CA or coC A The following 15 a hist of the mandatory fields and
the responses o be entered
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s (LVTOUD) Co O ase Apeni
(SONEY Divbes wccamabe andoa vt
o  (LIVPFOUO) OHS Assessoweni (Secton 1T
(/NI Entey “NO fon all guestions
1611 (L 7POUO)Y Opening the C 1S on Paper, Tor Delia | sempl

(LVPCOLIO) To el the CHS on papes the CA o oo C A miviisd afler remsternge thie CHS in
Dielia——complete a full acourate sowrce opemng commmmicaion usimg the  Opemmp o

ltrn‘ﬂ_n‘- lowcatied o The CA on oo CA st ensure that all ppopa Ll leads ane

I mckcstpom th munber assipned o the CH®

set and chssemunaged via had opy 1o
when he or she was repstered m Delta must be Lhsted oo the tide of the 126

1014

16.1.5 L FOL O CHS Fiule Strucihure and € ontentd

FOUO) The CHS masmn fil nlains 3 ’ reonal and adnumstrat informats

& lass

-
(LY FOUD) Infonmanton not reported on a Delt
PrnroLUs handwrninten note nsenl [orm I [ umed. 1f | 1 |l
appropT ale file or sub-file Information o physiCal iems thal cannot De | \ nit

must be mamtamed m the 1A section of the CHS hile _
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(UFOL IO Both the CHS veprontng dosiament and the comtac i vopont somst be aploadied anto
Delta wthan five bosmmiess days of contact waith the €S

161.7.1 (U8 Dvisseawination of C HS Keproi ling

(L0 Thes sulwsecivon addiesses the dossemumanon of CHS seporting that doses ol e 1o
wheninfy the CHS  The dessenmaniom of CHS veportung that tends w wdentify the CHS 1 aeated a
1 dhsclosme of the CHS s whentity andd s sdidbessed s losame ol @ Condulential
Human Soimoce s lodentily
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repant (1K) other documents created for the purpose of sharmp mformanon (e ¢ an LHM. an

mitellipence assessment an antelhipenoe Ml

et o simula Y Fow dos unsent

purpose of dissenmnation
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TepoTimg ims v reviewed pi enunation and req o | 1 ity of
the CHS unless the discl e I ha 1 et vibenitad mistl | amel 2l i lin a 1l
witl Dasclosioe Authonty
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162 (U/FOUO) CHS Namber )

mmumywrm;munu-w-m&mhm
which serves as the CTIS file mumbes Thus ranben may aloo be used 1o »

commumcations sent o other governmes agencies (OCAs) and m
S munber must not, however be diselosed o the CTS

163 (U) Payment Name

(UIFOUO) An SA must assign a payment name 10 2 CHS 1o enable the CHS 0 o
such as payment receipts. OIA admomshments 2 servce agreement. and «
consent forms m a covert manner The payment name must be unsque withn the FO
contain both letters sd nuibers, Mmmmumumﬂ--ﬂ

of the payment name must be documented i the CHY's mean file mn-m
appear m any dissermnmable document except (o commmmec atiom o DOJ :

164. (U) Code Name 7'-

(S//NF) Code names may be used for CHSs who are DAs, non- DAs m jomt operatwns. defocton,
RIPs. o unusualy senstve CHS5. an they shorild be cbtamed from the sppuoprate S t's

code name/code word database Codenames must be unsque 10 the CHS and prevsoushy onused '
within the FBI '.'

16.5. (U/FOUO) CIIS Divisiow NCIC “Stop Notices™ ]
(U//FOUO) When the openmg commumecation for a new or reopened CHS 55 completed and N I

approved. the appropniate [Juon must notfy CIIS w0 place 2 query alen sotfication QAN s
previously known as a “stop notice ) CJIS will flag the CHS recond ssang bographecal andler
biometrics nformation When an NCIC mquary 15 made on the CHS fhee QAN msomatecally
triggers a nottfication to CJIS, and CJIS m nun will notify the FO of the mpury m
obligation 10 ascertan the basis of the NCIC mquary and take wistever acthion

to resolve it The QAN will be placed in the mam folder of the CHS file m Delts.

closed. CJIS wll cancel the QAN on the CHS
16.6. (L) Paositive Records Checks and Concurrence io Operate '

(U//FOUO) If a records check deternunes that 2 CHS i the subyect of 2n cogomg FBI
nvestigation. the CA attempung to open the person nmst first obtan the concuren the FO
SSA conducting the mvestigation The concurrence must be documented s the CF e fale
If the CHS has outstanding crimnal charges, the CA must contact the ey |
junsdiction with the outstanding charges 15 not wilhng to extradite then the CA
that fact. and the mdrvidual may be opened as a CHS. FH#'“
713 “Fugitives " h:ﬁmmFPDmhnhhmhm .-
“Notification to DOJ of the Investigation or Prosecubon of 2 CHS ™)

16.7. (U) Field Office Annual Source Report ;=T

(U//FOUQ) The FOASR 1s the FO executive management s teview of
15 a critical tool used fo assess the CHS for contined operation
mfummmmgaﬂmglhe(ﬂﬁuin‘uhﬂi* d cues
cmmmmumm ad FBIHC
mufﬂ:rﬂi&l’hﬁﬂﬁfh# 1 ensun
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whmlﬂlﬁh-hm In addition. ASACs are responsible for
the completion and submussion of the FOASR by the due date 1he ASAC cannot funther

s, The CA must complete the FOASR i Delta anomally. based on the date of opening
o the CHS The FOASR maust be approved by the SSA and ASAC The final approver must
3 ~ submut the FOASR via Delta wathm 30 days of this anmversary date [f the CA s inavailable to
~ complete the FOASR. the co CA (who 1 an FBI SA and not a TFO) must complete the FOASR
; I mo co-CA 15 avaulable the SSA must enswre that the FOASR s completed in order fon the FO

1o vemam m complance

168 (1) Quarterly Supervisory Source Repord

(UPOUO) The SSA must prepare a QSSR for each consecutive 90 calendar day penod for each
CHS file assigned to the SAs under the SSA s supervision. The imtial 90 day penod calculation
starts on the CHS file opening date The SSA must complete the QSSR review wathun 10
calendar days of the end of the CHS 's 90 day cycle The SSA must review all sub files for each
CHS. mcludmg specifically the Sub V (vahidation) file. to note any sipmficant anomalies (e g
potential devogatory mformanion about the CHS. sudden and constant requests for money
contact nformation indicatmg substantial change in behavior. hifestyle or viewpomnt on 1ssues of
past maportance) that occurred m the last 90 days If anomalies exist. the SSA must document
what action has been taken wiath respect to addiessing the anomalies or explan why no action is
necessary. In addiion, the SSA must consult wath the ASAC regarching the anomalies. and the
ASAC s concurmence with the SSA s course of acnon must be documented m the QSSR. An
acting SSA may not conduct a QSSR of hus or her own CHS file The acting SSA's ASAC 15
responsible for conducting the QSSR of the acting SSA s CHS file

169, (U) Annual Database € hecks

(L FOUO) The FO must conduct quenes of FBI umversal indices, ELSUR. and crinunal hustory
on an annual basis, as measured from the CHS file opening date Other database checks (e g
FinCEN. TECS. or cival court records) may also be conducted annually _of applicable to their

reporting All quenes and thew results. mcluding derogatory information. must be documented n
the CHS 's mamn file and noted on the FOASR

16.10. (1) Documenting ¢ HS Derogaton Information

(LWFOUD) If an FBI employee recerves derogatory mformanon on an mdinadual whom he or
she reasonably believes to be an open CHS. the FBI employee must request that the CFR staff
conduct a Delta query on the name of that person to determune whether the person s a CHS If
the person s identified as a CHS. the query wall alent the agent assipned to the CHS 1o address

the query with the agent requesting the search The assigned CA agent must then document the
mformation recerved to the vahdanon sub-file

16.11. (U) Other CHS-Related Deconfliction € hecks

fl {U/FOUD) A TFO or an SA may request the CHSC or CFR staff in hus or her respective FO or
. dwasion 1o conduct a check of CHS databases. including legacy CHS files. to determune whether
T an indradual 1s cunrently or was previously an FBI CHS  The request must be i wnitmig (e g an
~ EC or arecord e-mail) and have prior approval from the SSA of the requestmg TFO or SA The
: _'- SSA must evaluate the request to ensure that sufficient justification exists 1o search FBI CHS
m&mnmmumwmnﬁm The SSA must also
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17. (U/FOUO) Confidential Human Source Financial Matters

(U/FOLIO) The FBI may compensate a CHS for services provaded and/or remmburse has o hes
expenses moumed in furtherance of an wvestipative matter, mcludmg those ocowmng i a

ft‘lﬂi mi All CHS |milﬂltr- ane .l.'uhlw't 1o FHI audit pocedwes (I

(UIMFOUO) All CHS payment requests must be submutted through Delia via the || R
“Pavinent Request.” and recorded i the Delta CE (case expenditures) sub-[ile. Paymient
documents contamnmg the CHS 's true name must be filed m the Delta maan file, wath redacted
copies sent to the CE sub-file Upon payment. all CHS payments must be immedhately reconciled
with payment requests in Delta

(UWFOUOD) Certam fiscal corcumstances requare DOJ exemptions from statutes that would
otherwise prolubit the activines  The fiscal circumstances are delmeated i the AGG UCO

However, the applicable statutes and the requurement for a DOJ exemption apply even if the
operabion 15 a CHS operation and not a UCO

{11} The followang hscal cucumstances require exemphons

= (L/FOUQ) The deposit of appropriated funds i banks or other financial institutions
= (U/FOUQ) The purchase of real propetty or the lease of space

« (L/FOUQ) The use of project-generate income (PGI) to offset necessary and reasonable
expenses mncmmed

(U/FOUO) See the [ <cct:on on
fiscal carcumstances for addibonal detarls This policy pude 15 used only as reference for the
parameters and procedure for seelang DOJ exemphions

17.1. (U) Paviment Prohibitions

(UNMFOUO) Under no circumstances may any payments to a CHS be contingent upon the
comvichion or purushment of any indrvidual

(U/FOUO) In determuung the way to classify a particular payment to a CHS as a service or an
expense, the CA should not consider whether or not that classification nught result m a basis for
an impeachment at trial

17.1. (U/FOUO) Field Office Funding for CHSs

(L FOUO) FO flundmp allocations for CHSs supporting programs in the Counterterrorism
Countermtelligence, Weapons of Mass Destruction, Cnnunal Investigatnve, and Cyber Divisions
are managed by the operanonal desks and budget umits m those divisions CHS budgetary
enhancement requests relating to those programs should be subnutted to the approprate
operational desk or budget unut Funding allocanons relating to CHSs supporting the Intelligence
Program are managed by the appropnate [ un:

17.3. (1) SAC Annpual CHS Pavment Authority

{UMFOUO) The SAC has a payvment authonty of $100,000 per FY for each CHS. Tlus authonty
15 automatically renewed to $100 000 at the begmmng of each FY In the event that the payment
authonty of $100 000 15 expended prior to the end of the FY . the FO may request enhanced
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payment authority of $100 000 An amnount exceedimg 3100 000 may be recguested o that amount
15 pustified by operational considerations

(UHFOUO) A request for enhanced SAC payment authonity rust melude the followmg
information

s (U/FOUO) The CHS s S mumbes

s (U/FOUQ) The dollar amount of the additional payment authonty requested
o (U/FOUO) Supportng justification for the amount requested

(U/FOUO) The request EC must be approved through the FO SAC and senalized n l['t-
ub file using the two- or three-letter sub-file dessgnation of the FO or FBIHOQ

umt with pnmary responsibility over the program the CHS reports on The CA should not use

any identifying mformation of the CHS and should only identify the CHS by Delta S number

Although GGG 2] sub files are restnicted . the CA must use appropriate
caution so as not to reveal the identity of the CHS m the body of the EC

(U/FOUO) The request EC must mclude an action lead o the operabional unst resporsable for
the oversight of the cases on which the CHS 1s reporting The action lead must request FBIHO
approval (according to the approval levels set forth below) to continue 1o utdize and pay the
identified CHS. The operational unit must review the operational benefits gamed from previous
payments to the CHS and evaluate the operational benefits ikely to be ganed if the enhanced

payment authority is approved

(U//FOUO) The operational umt must advise the requestmg FO and -n}f the approval or
demal of the enhanced payment authonity m accordance with the above pudance The
operational unit must document its decision to approve or deny the FO's request i an EC to the

FBIHQ mﬂ: files The EC must contam a lead set wi
notifymg 1e approval or demial The FO may not make any addstional pavments to the
CHS until the FBIHQ operational umt has advised that authoriry has been granted for contmmued
payment. The FO must also maintain the approval/demal response EC mn the CHS CE sub-file

(U//FOUQ) The EC generated by the operational unst for approval or demal of the enhanced
payment authority must be signed at the approval level appropnate for the amount of the request

as follows

e (1) Authonty to exceed the annual payment authonity threshold of $100.000 and pay up
to $200.000 within the FY requires operational DAD approval

+ (1N Authonty 1o pay a CHS between $200.000 and $300 000 withun the FY requares
operational AD approval

s (U) Authonty to pay a CHS between $300.000 and $400.000 withun the FY requures
operational AD approval

e (U) Authonty to pay a CHS between $400,000 and $500.000 withun the FY requures
operational branch EAD approval

+ (1" Authonty to exceed the $500.000 threshold and each $100.000 mcrement above
$500.000 requures DD approval
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(L/FOUO) Delepated authontes within the operational dwisions nmist be documienied
advance to the appropnate operational divasion sub file, as duected m DIOG subsechions
1433 1and 3413132

174, (1) Aggregate Pavment Authority

{(U/FOUQ) When the FBI s total expense and/or service payments 1o a CHS over the hifctime
use of that CHS reach $100,000, and at increments of $100,000 thereafier (1e - $200 000
$300,000, $400 000, and so on), the FO mmst request authonty for the continued payment of the
CHS up 10 the next $100 000 mcremental threshold All requests for authonity to continue 10 pay
the CHS, based on aggregate payments. must include

* (U/FOUO) The CHS s S number

= (U/FOUQ) Total services vs expenses pad. by case along wath a brief justification for
those payments. The jushfication should be detaled enough to allow for a determunanon
of payments vs CHS contnbutions

s (LVFOUO) Supporting justification for the continued payment of the CHS up to the next
$100,000 mcremental threshold

(U/FOUOQ) The request EC must be senalized mn the ||| G b file. using the
two- or three-letter sub-file desipnation. to both the FO and the FBIHQ operational unt

(U/FOUO) The request must be approved by the SAC i an EC with an action lead to the
FBIHQ operational umt responsible for the oversight of the cases on whach the CHS 1s reporting
The EC must also contan an information lead to the appropnate unit in the [Jj(curently I
B0 ensure the availability of future payments via Delta if the request 1s approved The
operational umit must review the operational benefits ganed from the previous payments to the
CHS and evaluate the importance and operational benefits likely to be gamed 1if the enhanced
payment authonity 1s approved

(UVFOUQ) The FBIHQ operational umit nmst obtan, via EC_ approval or demal of the request

from the appropniate FBIHQ approving official listed below  The same EC must also advise the
FO and notify the appropnate DI wut of the FBIHQ official s decision to approve or deny the

FO request. using the |- fil=< The requesting FO must also mamtain the
FBIHQ approval/demal response EC in the CHS Delta pavment sub-file

(LU//FOUO) The FO may not make any addihonal payments to the CHS unul the FBIHQ
operational umt has advised that authonty has been granted for continued payment

(U/FOUO) The approval or demal commumcation will be sipned by the authonity level
appropnate for the amount of the request. as follows

» (U7) Authonty to exceed the $100.000 threshold and pay up to $200.000 requires
operational DAD approval wiuch may be delegated down to the SC level

= () Authonty to pay a CHS more than $200 000 and up to $300,000 requires operational
AD approval

e (1) Authonty to pay a CHS meore than $300.000 and up to $400 000 requires operational
AD approval
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o (1)) Authonty W pay a CHS more than $400 000 and up to 3500 000 requures. operatsonal
branch EAID approval

o (U) Authonty 1o exceed $500 000 and each $100 000 mcrement above $500 000
requares 11D approval

(UHFOUO) Delepated authonties withm the FBIHG operational divissons nmst be documented

n advance to the appropriate operational drvision sub- file of [N = drected o
DIOCG subsection 34 317

17.5. () CHS Payment Categories: Services and Expenses

(U/FOUO) Requests for CHS payments must distingussh between payments for services and
payments for expenses Although records of both types of payments must be nurned over 1o the
FPO attomey. as appropniate (see as reference .ot 15 eytacal that
each payment be accurately charactenzed in Delta and the FBI s financial sysiem

(U//FOUO) A CHS obtasning intelligence from a sub source may be pad for reasonable services
and/or expenses associated with that intelbgence The CHS. at lus or her discretion. may m fen
pay the sub-source fiom those funds However, a CA or co-CA 1s not permutied to submat a deaft
request to compensate or reunburse a sub-source through the CHS

751 (U) Services

(U//FOUQ) Service payments are those made to compensate a CHS for the information or
assistance he or she provided to the FBI The payments must be commensurate with the value of
the information or assistance the CHS provided to the FBI. and must only be made after the

services are rendered

(U//FOUQ) Service payments may be considered taxable income that must be reported to
appropnate tax authorities If a CHS 1s audited and requests payment documentation fom the
FBI to provide to the IRS, the FO may provide the CHS wath a pavment report that does not
disclose the nature of the CHS ‘s relanonslup with the FBI For addmional susdance. contact the
HO5

17.5.2.  (U) Expenses

(U//FOUO) Expense payments are those made to reumburse the CHS for reasonable costs
mcurred m direct support of an authonzed FBI nvestiganon or mtelligence matter and for winch
the FBI and/or the USG derives the pnimary benefit

(U//FOUO) Only payments made by a CHS to legihmate and lawful vendors are consdered CHS
expenses Payments that a CHS makes to illepiumate or unlawful businesses (e g, subyects,
unwitting persons. illegal laborers) are considered case expenses. not CHS expenses Likewrse.
all pavments for the purchase of contraband or any other ntems of evidence are considered case
expenses, not CHS expenses

(U//FOUQ) The FBI's reimbursement of CHS expenses nust be based on the achual expenses

mcurred. with the exception of relocation expenses. wiuch may be based on an estinute of the

expenses (see subsection 17 6 6 “Relocation”). Ongmal vendor receipts. or copses of vendos

receipts. must be obtained m order to reimburse the CHS or. 1if an advance of funds 1 obtaned

to reconcile the advance If a recewpt 1s lost or nussing the CHS must attempt to obtan a copy In 15
curcumstances where obtamung a copy of a receipt 1s not feassble. the CA must prepare 2 ' "4
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cemtificabon documenting the veason for the absence of & receypt (see sulbwec ton 1/ /1 Viendon
Recewpts ) Once the actual expenses are ascertamed the CA must ensine that the amount
yembursed to the CHS s reasonable based on the relation of the expenditiare 1o the P mattes i

supyr s

(UAFOUO) IL due o exigent cmcumstances and with poor onal SSA approval the CA must nse
personal funds to pay a CHS. or use a personal credit card or funds 1o purchase an item of value
for a CHS (e g a purchase of a nonattributable telephone with personal funds) pros to
subsmtting the payment or remmburserent request theough the [+ yoent rocess the
oval authonzation must be documented i the CHS s payment sub file as soon as practcable bt
no mxore than five business days from date of onal approval  The CA must seck lru‘l:ll'l'l..ll‘-ﬁllﬁl'l 1]
accordance with subsection 17 7 1, “Payment Request Entnes  and subsection 1)

“Fqupment " 1f relevant Undes no corcumstances may the use of personal funds “l':rti'm i an
exigent cocumstance of otherwise. exceed $1 000 Smce thus provision should only be used
rarely. the authonzmng SSA must ensure that the CA 15 exeraising reasonable planning with the
CHS whenever such a request 1s made

(L FOUO) Note that the purchase of equapment - such as a nonattnbutable telephone for use by
the CHS s CA o1 co CA to commumcate primanly or exclusively with a CHS —must be done in
subsection 3 1), and
;Ild USINE CRsC- operahonal spendmg authonty-—not the CHS payment authority

176 (1) Ruoles Regarding Expenses for Meals, Vehicles, Medical Costs. Housing.,
Equipment. and RKelocahon

(LWFOUO) The expenses addressed in thas subsecthon may be covered as CHS expenses under
the cucumstances outhned below Expendinmes nust be closely momtored to ensure that the
government obtams the primary benefit from them. and 1t 15 the responsibality of the emplovee

l*lﬂtlln! a request for pavmment and the supervisor approving 1t to ensure that the expense 15
reasonable

1761. (U) Meals Associated With CHS Debriefings

(LUVFOUD) Meal expenses incurred by a CA dunng a CHS debnel must be justutied as an
operational need The full amount of the CHS's meal may be covered as a CHS expense to the
exteni that the amouni 1s reasonable and justhed. based on the currcumistances of the meeting
Government per diem rates may be used as a gunde for reasonableness but are not determunative
Expenses attnbutable 1o the CA's meal. of justnfied. are covered by operanional case funds These
expenses must adhere to government per diem rates If they exceed those amounts. the CA must
provade justificabon and obtam ASAC approval

1762 (L) Vehicles
17621 (UFOUO) Government \ ehicles

(LFOUO) CHSs are prolubted from operatmg FBI velucles Thus wicludes Bureau velucles
ssagned 10 FBI emplovees and velucles obtamed as a result of forfeitures In addinon FBI
personnel are prolubited from leasing or purchasing velucles on behalf of CHSs The parameters
E“iﬂﬁwhclrmmmfmhhtlon
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17622 (U) Vehicle Maintenanse

(UIFOUO) If a CHS uses hus or ey vebuele m support of an P

remmibnuse the CHS for basic maantenance expenses (¢ g ol fe)
in an amount reasonably proportionate o the vebucle s use z‘ P ————
Requests for marmtenance reambursernents must be supporied by vendor =
possible o attach the ongmal vendor recewpt 1o the drafl roguest becanse 8 ;L
e name, a redacted copy may be provaded to the deaft office The true name copy e - Tl
nﬂmlalmdmlhr{li‘iimﬂkfﬂml?,ﬂj,“\’*mw

copy st then be scammed mto the CHS s CE sub-file

17623, (U) Vehicle Rentals

(UWFOUO) I 1t becomes necessary for a CHS (0 use a rental velucle m Satherance of 20 FBY d'
matter, the CHS must rent the vehscle m bus or her name and provide the vendor secempt o e

CA The FBI may reimburse the expense m an amount reasonably proporhomate o m .
use m furtherance of the FBI mvestigabon. an advance of funds may be prven io the CHE m 3

accordance with subsernon 17 8 1 “Advance Fxpense Payvments fhﬂﬂhﬂn_,:- -
funds for the rental After the rental receipt 15 provided 1o the FBI the advance mmmt be T

reconciled with the draft office T g
17.6.24. (U) Vehicle Purchases al

(U/fFOUQ) On rare occasions, with pnor approval from the responssbie DI DAD the punchase

of a velcle that wdlhusedprmﬂymnwmufnﬁlmﬂlﬂ--rh:“
a CHS expense The CA must submut a request that mchudes

e (U//FOUO) A statement that the vehscle will be used prnsandy m suppost of an FBI
mvestigation

e (U//FOUO) Facts demonstrating compeflmg operational need for fhe velncie sl -
why the CHS 1s unable to use his or her own velucle rent or lease 3 vehacle or one ot
modes of transportation

s (U/FOUQ) An explanabon of the cost effectivencss of the puschase

« (U/FOUO) A mmm&cahm&ﬁmh:m
license

(U FOUQ) At the FO level the request must be revewed by the CDC and apy
The request must then be forwarded to the appropnate whach wnll

review with OGC and approval from the appropnate operational unst

(U/FOUO) The [Jjjjjmust advise the CA of the final decisson on the se
approved. the CHS nmst purchase the vehscle 1 hes or her own name e C
own funds to make the purchase. hmmnﬂ“hmm
expense If the CHS does not have sufficent funds to make the parchase.
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Expense Payments ~ The CHS must provide the ¢
reconcile the advance with the draft office

(L7 FOUQ) At the conclusion of the mvestg
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n-imlhhuhhﬂ-m The fact that the vehacle wall remam the propeity of the
CHS should be discussed wath the mdivadual praon 1o purchase The value of the velucle al that
e 18 considered a service payment 1o the CHS  The mdvadual must sipn a CHS receipt fon ths
value m accondance with subsection 1/ /| " Payment Reguests  The diafl office must modify
the ongnal transaction i the FBI's financial system and the CA must modily the ongmal FID
794b. “Payment Request,” m Delta o reflect the value as a service payment

1768 (U) Medical Costs

(LVFOUIO) If a CHS s myured as a direct result of has or her cooperation wath the FBI (e g |
myured by sulyects). the indnadual's medical costs may be covered as a CHS expense This may
be accomplished by obtamng ] aprroval for CHS rexmbursement for expenses incurved or if
the CHS does not have funds 0 cover the medical expenses. by obtmnmg approval for an
advance of funds m accordance wath subsecton 17 8 1 “Advance Expense Payments  The
request must document the total medical costs and the cocumstances under which they were
moured. it mmst be approved by the SAC and sent to the appropnate ut, with copaes of
vendor recepts o mvorces redacted as necessary to protect the wdentity of the CHS The [l
must review the request. coordinate wath the OGC and the appropnate operational umt at FBIHQ
and advise the FO of the decision via EC  If the request 1s not approved, the - must provide
the basis for withholding approval The request wath supporting documentation and the decision
to approve or deny the request must be filed in the CHS's payment sub-file

(UVFOUO) If resmbursement 15 approved. the FO may reimburse the CHS through CHS funds as
a CHS expense If an advance of funds 1s approved, the CHS must provide documentation of the
medical costs 1o the CA. who nmust then reconcile the advance with the draft office In erther

mstance. if the receipt contains the CHS 's tiue name. a redacted copy must be provided to the
draft office with the and the ongmal beanng the CHS ‘s true name must be filed mn the
CHS s mamn file Recewpts must be provided for medical expenses (see subsection 17 7 |
“Vendor Recewpts™). The redacted copy must then be scanned into the CHS s CE sub-file

(LFOUQO) Generally. reatment for the CHS s preexasting medical conditions (e g | allergies
mfections. ulcers. heart attacks. mental condinons. dental work or drug or alcohol addictions)
that mamfest afier the CHS has been opened 1s not reumbursable as a CHS expense because 1t 15
dufficult 1o discern whether the condinon was incurred or exacerbated as a result of the CHS s
cooperation with the FBI Therefore, the CHS must utihze hus or her own mcome (which would
mchude any properly authonzed service payments from the FBI) to cover these costs However
the FO may request coverage of such expenses if justification can be provided that it 1s wn the
FBI s best mterest to cover the medical costs i furtherance of an FBI matter and that the CHS's
cooperation with the FBI caused or exacerbated the medical condiion The request must detaul
the medical conditions, costs, explanation of the way i whach the CHS's cooperation with the
FBI caused or exacerbated the medical condition. and the operational necessity of covenng the
expense The request must be approved by the SAC and sent to the approprate oo where
the request wall be processed i the same manner set forth above for medical expenses duectly
resulting from the CHS 's assistance The request and supporting documentation and the decision
o approve or deny the request must be filed m the CHS's payiwent sub-file

m If a CHS 1s tasked to mcwr medical costs m support of a substantive mvestigation
as pan of a healthcare fraud mvestigation), those costs should be designated not as CHS
il expenses, but as case expenses

111
SECRET NOFORN



17.6.4

1" 6Hh 4l

i e

prsmiili |
[ I |

i i I
11l r

17.6.4

= B

Hi

1 KL
al |
fill -

(O™

NOFORN



SECRET/ /NN OKN
(N Confhdential Human Sowce Pohey Gude

(UYFOUD) At the conclusion of the mvestipation, the equupment wall vemarm the property ol the
CHS The FBI may not vecover the equupment fiom the CHS or assume responssbnhity for s
disposal The remaming value of the equupment 1s considered a service payment The CHS must
sipm a CHS recept for the remaming + e and provide approximate vesale value and
documentation thereof to supy=mi the EAPENSE [Tus documentation must be II|-|-.I pidedd unto the
CHS s CE sub-file m Delta The dafi office must modify the onmnal transaction i the FBI
financial system, and the CA must update the ongn n Delta to

H'ﬂq‘l'! I,rl.l value as a service PayITK nt

oo I

17.6.6.1 L) Temporarv Relocation
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(UHFOUO) Laalnhty and addstiomal costs assocated with the move and new location ae the B
responsibality of the CHS A hold harmiless agreement or clause stating thes respormdniny most 7 :
be added o the CHS recerpt (see subsectson 176 6 2 below) '

17662 (U) Permanent Kelocation

(UHFOUQ) An FO s request for a CHS permanent relocation payment may mclude no mone than
90 days of expenses for the CHS and/or hus or ber unmediate famuly These expenses may be
caleulated in one of two ways by usmp erther estirnates or povernment per deem rales

(U/FOUQ) To use the estimate method the CA must obtam at least three estimates for moving
household poods if neressary. and housmng Relocation payments may melude the move of
household poods by a moving company t1avel (based on arhne bcket price o povernment
muleape rate) to the new location, rent (mncluding the rental deposst. of apphicable) meals portion
of the per diem rate for the new area (compensation rates for cluldren ten years of age and nder
should be half of the M&IE portion of the per diem). and utilsty costs (includung the hook-up fer.
1f applicable) for up to 90 days All requests and approvals. as well as all estinates and costs
obtamed by the CA_ must be documented and mamtamned m the CHS 's mam file for andsting
purposes The average of the estimates/costs should be the dollar amount requested for the CHS
and/or hus or her immediate famuly s permanent relocation and should be classified as 3 CHS
relocation expease oo the

(U/FOUO) Govemment per diem rates may be used i beu of obtamng estimates to deternune
the reasonable expenses for lodgmg and M&IE for permanent relocations  Payment requests
must clearly document the per diem rate used to support the requested fnding Compensation
rates for chuldren ten years of age and under should be half of the M&IE portion of the per deem
Per diem lodging should not be calculated for mdividual famly members unless they wall be
hving separately

(U//FOUO) Whichever method of calculation 1s used. vendor recempts are not requused 1o suppost

the payment request The payment request must be approved by the SAC (suthorty sy be

delegated to the ASAC) Thereafter, based on extenuating circumstances (e g 3 oasgue

occupation or msufficient language skills), one extension of up 1o 90 days may be approved by a
the SAC (authonity may be delegated to the ASAC) Any extension thereafier requures the 1
approval of the appropriate [Jjunst g

(U//FOUO) Liability assoctated with the relocanon from the danger area to the new area and any I'—',..
additional costs not identified above are the responsibality of the CHS and cannot be resmsbursed S
through CHS funds A hold-harmless agreement or clause (see ﬁt- a sample %4 E‘:] '
document) must be added to the CHS recespt. stathng that g

« (U/FOUOQ) The FBI has idennfied or venfied a threat agamst the CHS .
s (U/FOUO) The FBI recommends that the CHS and/or hus or her snmedsate Gamaly ERL=s

relocate to the safe area identified by the CA -
* (U/FOUO) The FBI bears no hiability for the CHS s andior hus or ber smmediate famuly's
welfare after the paviment 15 made e

+ (U FOUO) The FBI will not provide any addiional funds for this or fumwe relocaions.

114 1.
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(L/FOLIO) I the WSP was offered to the CHS and/on lus or bey smmnedhate Ganuly and was
refused. the CHS receipt must also note the refusal

(U/FOLIO) The CHS mmst ibal the above advisements poon to recenang any funding from the
FBI Because this pavment 15 based solely on the assessment conducted by the CA the CHS does
pot have to document or explan how the payment was ubhlized Howeves 1f it 1s know that the
CHS failed to relocate, this fact must be documented i the CHS mam hle

17.7. (1) Pavment Requests
17.7.1. (1) Pavment Request Entries

(UVFOUIO) Sernvace and expense payments to a CHS are requested by submitting an FID-794b
("Payment Request) i Delta, which muist include

» (U/FOUO) The substantive (1 e , operatonal) case title(s) and file mamber(s) for whach
the CHS provided the information

= (U/FOUO) The date the CHS file was opened and/or reopened
s (U/FOUQ) The total amount previously pad to the CHS dunng the current FY

= (U/FOUOQ) The total payment lustory (1e | aggregate total). including the total amount
previously paid to the CHS by any FBIFO_ If the CHS was reopened. the | st
mclude the total amount of payvments previously made to the CHS

# (L FOUOQ) The total amount of the payment request. Payment requests for services and
expenses may be included on the wmi although the amount for each must be
specified If a CHS 1s to be paid for providing mformation for multiple investiganve

ograms, the CA must specify payment amounts requested for each program on the [l
Ee g . “Cyber services — $500, Countermntelligence services — $1,000, Cninunal
expenses — $1007). The CA must include the investigative program file number and
speaific justificaton supporting the request

 (LVFOUO) A detaled jusnfication statement for the requested payment (see below) The
specific justification for a service payment should be documented 1n detail and umque for
the ume peniod covered by the request Thas provision apphes to a CHS who 1s under a
service agreement with the FBI

* (UWFOUO) The payment method used Cash or casluer's checks are the most common
payvment methods. If a method other than cash 1s used (e g . a money order. a gift card. a
non-reloadable debat card. or 2 Westermn Union-type ware transfer). a detaled jusnficanon
for using that method must be provided on the[ I For more information regarding
requusites for ware transfers. see subsection 179 . "Paying a CHS

(UVFOUO) Standard justification paragraphs are not acceptable and should be rejected by the
approving SSA and certifving SAC (authonty may be delegated to the ASAC) An expense
rexmbursement requares a specific breakdown of expenses (e g, “$45 25 — cell calls. $123.58 -
meals; $32 50 - gas™) and a yustification for each expense. CA and CHS expense reumbursements
must be clearly separated and justified on the I for example. CA meals exceeding the

per chem: the use of an undercover credit card for the pavment of a CHS expense. and other
S ocsomted o 4 I -

requure specific SAC or ASAC approval
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17.7.2.  (U) Vendor Receipis

(UHFOUO) Except when a CHS 1s bemng permanently relocated (see sdrrction | /66 7

Permanent Relocation ) the CHS must obtan vendor ieceapts for expenses mewsred m sappont
of an FBI matter Prior to tasking the CHS 1o mewr an operational expense the CA must dascuss
with the CHS the requurement to obtan vendor ieceapts The CA mist note the CHS s 5 mumber
on each vendor recenpt and submut the receipts to the draft office with ﬂ‘l‘- "Payment
Request,” i order 1o obtan a remmbursement of to hquidate an advance Vendor receapts must be
scanned into the CHS s CE sub-file 10 support the [EEGEGNG

(U/FOUO) If the CHS cannot provide an enginal vendor receapt. 2 copy will be sufficent

(U/FOUO) If a vendor receipt cannot be attached to the draft request because of reflects the
CHS's true name, the CA mmust attach a copy of the recept to the draft request with the CHS 5

name redacted. |
B 11 redacted copy must then be scanned into the CHS 's CE sub-file

{U//FOUQ) In situations where requestmg a recept from the vendor would endanger the CHS o
disclose the CHS s relanonship with the FBI. and m rare nstances where the recempt 1s lost. the
CHS must advise the CA of the amount spenit and the reason for not provading a vendor recempt
The CA must submut a certification wath the [ for the expense The certificatson st
contain the followmng: 1) a statement that the CHS advised the CA of the amount spent. 1) the
date the CA received notification: 3) the crcumstances that precinded the CHS from obtaunsng o
caused the CHS to lose the receipt, and 4) the reasonableness of the expense

17.8. (U) Payment Approvals
17.8.1. (U) FPO Attornev Approval

(U//FOUO) If an FPO attomey is participating in an mvestigaton that = usng 2 CHS who =
expected to testify, the CA must obtam approval from the FPO anomey, m advance if possable
for payments made to the CHS. The FBI may obtamn approval for a specific payment amount or 2
potential range of aggregate CHS payments that could be made for the duration of an
mvestigation If the CA proposes making payments for services and the FPO aiomey obyects. 0o
service payment may be made until the dispute has been resolved through the AGG-CHS dispute
resolution process. (See subsection 1 5 1, "AGG-CHS and AGG-Dom Exceptions and Daspute

Resolunon )
17.8.2. (U) FBI Field Office Approval

U/FOUQ) CHS pavment requests requure SAC approval The final approver of t'nc-
I e s the responsility of ensunng the accuracy of the payment request

and comphance with all CHS policies ﬂr*
and other federal povernment regulations and policies (e g those on trave procuremend |

The final approver_ therefore. must sign as the “cernfier. " indicatng hus or ber certificanon of
compliance. before the [ can be submurted to the draft office

(U/FOUO) In himted simuanons where a pavment must be made immediagely due to operanonal
or secunty reasons, and SAC approval cannot be obtaned pnor to ihe pavment the SAC must be
notfied of the pavment withun 24 hours The CA must document the notification to the SAC m
the CHS sub-CE withmn 24 hours

116
SECRET NOFORN



SECRET/NOFORN
(1) Confidennal Human Sowce Policy Gunde

1783 (1) Advance Fxpense Payments

(U/FOLIO) The SAC may approve expense payments o 3 CHS m advance of the expenses
being wcred for up to $50 000 per payment. totalng no more than $100,000 per FY The
payment request must document the justification for the need to advance funding to the CHS
Approval of an advance 1s appropnate 1n situations where a CHS 1s expected to mour sipmficant
expenses m connection with s or her operation. such as operational travel When funds are
advanced the CA must ensure that the actual expenses mcurred by the CHS are supported with
vendor receipts or, whese allowed. CA certification (see subsection 1772 “Vendor Recepts™)
Based on the vendor receipts or certificaton, the actual expenses are to be reconciled with the
advance of funds After the CHS submuts the vendor recewpts and any unused funds, he or she
must sy a second receipt that reflects the actual amount spent and any funds the CHS returned
to the CA The CA nwmist ensure that the appropnate amount for the payment 1s reconciled i
Delta and recorded in the sub-CE file

179. (1) Paving a CHS

(U/FOUO) After obtaimng the approvals outlined m subsection 17 7 . “Payment Requests.” and
subsection 17 & . “Payment Approvals,” the SA must submut the Delta draft version of the il
to the draft office. The drafi office wall 1ssue a drafi check or deposit
mto the SA's government-1ssued account The SA may withdraw funds from hus or her
debnt card or cash the draft check to make the payment If 1t 1s not operationally feasible to pay
the CHS mn cash. the SA may convert the funds to another form of payment. such as a cashier’s
check. money order. or non-reloadable debit card, after documenting the justification for the
alternate form of payment n accordance wath subsection 17 7 1 . “Payment Request Entries

(UVFOUQ) The SA. with another SA or other government official. must witness the payment to
the CHS An SA may request that an FBI professional staff employee serve as a watness 1f after
a reasonable effort has been made. no other SA. LEO, or person m a comparable position can be
located The request must be 1n wnting. provide justification for the use of the professional staff
employee_and be approved by the SSA of the squad with oversight for the CHS and the
professional staff employee's supervisor This commumcation must be retamned m the CHS's
sub-CE file

(U/FOUO) In the event of extraordinary ciwrcumstances that must be documented i the CHS 's
file and approved by the SAC. only one witness 1s requured. The request must be 1n writing.
provide justification for the witness warver, and be mamtained mn the CHS ‘s sub-CE along with

the SAC's approval

(U//FOUO) The CHS must sign and date a wnitten recespt at the me of pavment for each
payment, usmg his or her assigned payment name. The signed payment receipt must contain the
witnesses” signatures, the payment date. the period covered by the payment. and the amount paid
for services vs. expenses. The recewpt must be mamtamned n the CHS's sub-CE file

(LFFOUO) If it becomes necessary to make a correction on the CHS receipt. the correction must
be made 1n the presence of the CHS. and the CHS must umnal the change If an error 15 identified
afier the paving SA and witness depart from the CHS. the CHS must sign a new receipt. winch
must be witnessed m the same manner as 1f an onginal payment were being made If the SA 15
unable to meet wath the CHS (e g . 1f the CHS moved out of the area and the SA does not have
the CHS s contact mformation), the SA must 1inal the modificanons to the CHS receipt and
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drafl office and s ammp o o the CHS s sub O

(UHFOUO) At the tme of payment the FB1 apet or other govermmnent officral maet adve the
CTHS that the momies may be taxable meome that must be reponted 10 approprate Lo st
An SA must not provide tax advice 1o the CHS bat should instract the CHS 1o contact 3 tax
consultant of the CHS s chonce for tax advice iof be or she has @y questions The advisensent thae
the payment may be taxable moome must be documnented wn the suls CE file

(UMFOUO) The SA must make reasotable effons w ensure tha the CHS 1 pasd m persos Thas
e ludes raveling 1o meet the CHS or wansfermmg the funds to another FO or Legat with 2
tequest that an SA o that office and another S5A or povernment official make and sotness the
payment

(U/FOUO) If. for operational or secunty reasons, payment canmot be made mn person. the SAC

may approve payment via a wire transfer (or other electrome means) or by loadmg or reloadmg
an electronic stored value card. such as a prepasd credst or debat card The transfer of funds from

the remote location must be witnessed by an SA and another SA or government officaal and
documented m the CHS file The CHS must provide the SA with same -day wimten
acknowledgment of receipt of the payment The written acknowledgement must melude the dae
and signature of the CHS ' In order to satisfy the requoement for 2 signature the CHS must ose
lus or her assigned payment name In rare cucumstances, the CHS may use 2 preapproved
pseudonym for the payment receipt acknowledgement 1f operational secunty concems are rassed
regarding the use of the CHS payment name The pnior SSA approval for the use of the
pseudonym and the basis for its use must be documented n the CHS masn file If the CHS sends
the payment receipt acknowledgement via e-maul the e-mal mmust be sent ©© an account oot
attmbutable to the USG

{(U//FOUQ) A wire transfer to a bank account associated with the CHS requuses pnor approval
from the SAC. the appropnate[Jjjjunst. and the FD and must be documented to the CHS sub-
CE file

17.10. (") S5A Financial Audit of Payvments

(U/FOUQ) In prepanng the QSSR for a review peniod m whach a CHS has been pand. the SSA
must ensure that the followmng requurements have been documented m the CHS file

« (U//FOUQ) The payment request specifies the amount of money attnbuted to each

program (Crinunal Cvber. Counterterronsm. or Countermtelligence) suppornied by the
CHS

. i‘[_' FOUO) ,ﬁm':ﬂ for the pavment to the CHS 1s documented on ||| N

¢ (U/FOUQ) The payment receipt was signed by an FBI SA and another SA or other
government official unless a warver was granted (see subsecnos 175 “Payng a CHS )

e (U/FOUOQ) The recerpt was signed and dated by the CHS at the time of payment.

" A hyped name constitutes a sigmature i this cucumstance
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= (U/FOUO) The penod covered 1s indicated on the receipt and matches I:hc-

= (U/FOUQ) The recept appropnately distmpuushes whether the payment 1s for services
or expenses.

= (U//FOUO) The CHS mtialed the tax advisement for all servace payments
= (L//FOUO) All CHS payments are documented m the CHS 's CE sub-file and reconailed
= (U/FOUO) Annual and aggregate payment authorities have not been exceeded

17.11. (U) Acceptable Uses for Service Agreements

{(U/FOUO) A service agreement 15 a binding contract between the FBI and the CHS, therefore,
there 1s a need for consistency n language across the FBI Accordingly, all service agreements
must be drafied using the language provided in the service agreement form (see Appendix F,
“Service Agreement ). The “Mandatory™ language must be used. as wiitten. i every service
agreement. and the “If Applicable” language must be used. as wntten. 1n situations where 1t 15
appropriate. Any ommssion of mandatory language, modification of the “Mandatory™ or “If
licable™ language. or addition of language not provided requires OGC approval, whach the
il coordinate. OGC approval of language modification must be sought pnior to presenting
the agreement to the CHS for signature OGC/CDC review 15 not requared 1f the service
agreement 15 drafted m accordance with the preapproved language If no modifications of the
provided language have been made, see the following paragraph for the approval process

(UYFOUD) All CHS service agreements must be approved by the SAC and then by the
appropnate DI SC. the FD, and the operational division SC. as coordinated by Lh,e-b-efote
being presented to the CHS for ssgnature. The CA must prepare an EC contaimng justification
for the agreement and route that commumcation. with the draft service agreement. for SAC
approval If applicable, coordination with the FPO pamicipating 1n the conduct of an
mvestigation or prosecution that 1s utihzing the CHS 1s requured pnior to SAC approval. If
approved. the package (1 ¢, the draft service agreement and SAC approval) must then be
subnutted to the appropnate t via e-mal The [ unit must review and coordinate the
approval of the agreement through the appropnate operational umit. the FD. and the SC_ DI The
approved agreements will be forwarded by the [Junat to the FO contracting officer's
representatrve (COR) (which must be the CA co-CA or another SA) identified in the agreement

(UVFOUO) Upon receipt of the FBIHQ-approved and signed agreement, the COR (1.e.. the CA,
co-CA_ or another SA_ mn the presence of another agent or govemment official as a witness) must
present the agreement to the CHS for signature i payment name and subsequently provide the
signed agreement to has or her FO CHSC to be scanned mto the CHS s mam file. The hard copy
must be retamed in the CFR. If the signed agreement 1s routed or otherwise wternally
dissenunated outside the CFR. the payment name of the CHS must be on that copy

(U/FOUO) In order to pay the CHS under the agreement, the [ must include the signed
agreement that clearly documents the mformation and/or assistance provided whach warrants the
dollar amount identified in the agreement. The CHS cannot be paid more or less than the
contracted amount by the FO or any other FO utihzing the CHS If a CHS does not provide the
wformation/assistance that warrants the dollar amount. the agreement must be termunated or

modified 1 accordance with subsection 17 11,1, “Modificaton, Expiration. Renewal. and
Termmaton of Service Agreements
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(U/FOUO) The SAC must review all CHS service agreements every six months to determne
whether the agreement may continue for another six months Review critera must me hade
whether an operational need for the apreement still exists and 1f service payments are meluded
whether the amount listed 15 commensurate with the services bemng provided The SAC review
mmst be acknowledged in wiiting and placed into the CHS maumn file All agreements termunate
witlun 12 months of the CHS ‘s signature on the agreement, unless extended i accordance with
subsection 17 11 1, below

(U//FOUQ) A service agreement 15 between the CHS and the FBIL not between the CHS and an
FO Therefore, any FO utithzing a CHS under contract must abnde by the terms of the service

agreement. The SAC 1s responsible for ensurng comphance with the terms of the agreement and
the termunation of the agreement

(U//FOUO) Approval of service agreements does not provide an enhancement of annual or
apgregate payment authoriies. These authonities must be requested separately. as noted above
subsection 17 3, “SAC Annual CHS Payment Authonity,” and subsection 17 4, “Aggregate
Payment Authonty.”

(U//FOUQ) CAs must consider that a service agreement may preclude the CHS from recenang a
lump-sum payment at the conclusion of the mnvestgation and will reduce any request for a
forfeiture award The information and assistance provided duning the tume penod for wiach a
CHS 1s under an agreement cannot be utilized as justification for exther a lump-sum or forferture
award

17.11.1. (U) Modification, Expiration. Renewal. and Termination of Service Agreements

(U//FOUO) An FO 15 prolubited from making modifications to an agreement after 1t has been
approved at FBIHQ. However, a modification request may be submatted using the same process
requured for mitial approvals

(U//FOUQ) A service agreement expires 12 months from the date of acceptance (12 the date of
the CHS 's signature). If the FO deems 1t feasible to continue the agreement. st must submut a
renewal request using the same process requured for itial approvals

(U//FOUOQ) If an FO decides to ternunate an agreement prior to its expuaton, and a payment 15
due to the CHS under the agreement. the ternunation mmst be documented and uutialed on the
CHS receipt for the last service payment under the terms of the agreement. If the CHS s not due
to be paid under the agreement, the agreement must be ternunated via a letter signed by the SAC.
with a copy sent to the CHS pavment sub-file

(U//FOUO) If the CHS decides to temmunate the agreement, the CHS must provide wnitten notice.
This requurement must be included in the agreement Documentation noting the CHS's
temunation must be placed m the CHS payvment sub-file

17.12. (L) Pavments to CHSs by Other Field Offices

(U//FOUO) To ensure that annual or aggregate payments do not exceed the payment authonties
(see subsection 17 2. “Field Office Funding for CHSs.” subsecion 173 “SAC Annual CHS
Payment Authonty,” and subsection 17 4 . “Aggregate Payment Authoniry”). all payments to a
CHS made by another FO must be coordinated with the OO, Pavinents may be made by esther
the OO or the FO wluch utihized the CHS. The pavinent authority. however, always remains the
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of the OO All payments must be documented m the CHS s sub CE file and be

(UA/FOUO) An SAC may approve the purchase of a pafl m hen of a service payiment in hited
cucumstances, such as when there are facts to indheate that a CHS whose assistance justihies a
service payment will not accept a cash payment Prior to subnutting a request to purchase a mfi
the CA mmst ensure that the CHS s walling to accept a gifi of appreciabon from the FBI SAC

approval must be granted before the pift may be purchased Plaques. mementos. and sumilas
wems may not be presented to CHSs who are mcarcerated or who have extensive crnimnal
lustones. An FO must not use CHS funding to purchase gfts for the CHS i recopmtion of a
notable occasion (e g . a buth. an illness, a mamage, or a graduation) or for the CHS's fanuly
members or fiiends

(UVFOUO) The value of the gift must be documented by a vendor receipt 1n order for the CA to
be rexmbursed o1 obtam an advance

(LFOUO) Because the mfi 15 a service payvment. a wntten payment receipt must still be
executed in accordance wath subsection 17 9 . “Paving a CHS

17.14. (U) Lump-Sum Payvments

(U/FOUO) A CA may request a lump-sum payment for a CHS at the conclusion of any
mveshgation m which the CHS has made sigmficant contnbutions to FBI mvestigative matters
or at the conclusion of the CHS 's operation for the FBI The CHS may only receive a lump-sumn
payment for mformation or assistance for which he or she was not previously compensated. Thas
does not preclude a CHS from recenang a lump-sum payment for the same investigation for
whuch he or she previously receved service payments. however, the lump-sum payment must
compensate the CHS for mnformation or assistance not previously compensated

(U//FOUQ) Each lump-sum payment request must address the significance of the mvestigation
and the CHS ‘s contmbutions to 1t The following informanon must be ncluded m any request for

a lamp-sum pavment:
s (U/FOUQ) Title and file number of the case to which the CHS contnbuted mformation
s (U/FOUQ) Details regarding the sipmaficance of the investigation

= (U/FOUOQ) Jusnficaton for the lump-sum payment (must be for assistance not
previously compensated)

= (U/FOUOQ) Statistical accomphishments attnbuted to the CHS 's information or assistance
that support the lump-sum payment

e (U/FOUQ) Whether the CHS suffered any financial loss (not previously compensated)
as a result of lus or her cooperation m the investganon

e (U/YFOUO) The total amount of services and total amount of expenses paid to the CHS
for the FY and 1 the investigation, and the total service pavments paid to the CHS for the

mvestigation(s) descnbed i the first pont above
s (U/FOUO) Whether the assigned FPO concurs with the payment (1f the CHS 1s to teshfy
or has tesnfied)
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o (UMFOUO) The value of seszed on forfeted property obtaaned an 2 result of the CHS s
cooperalion and whether the CHS has recerved or would be nominated for an swad o
norrnated for a payment resultmp from forfeded aserts

= (U/FOUG) Whethes the CHS has or will recerve any payment for services on expenses
from any other LI apene ylies) in commertion with the informatson or services that e or
she provided o the FHI

(U/FOUO) The lump-sum payment sequest must be approved by the SAC A lump-sam

payment must be pad from the FO's budpet. subyert o the SAC s anmual payment asthorty If
the payment 15 withun the SAC's payment authority, but the FO s budpet has meufficsent funding
an enhancement request must be coordmated through the budget unnt of the approprnate
operational unit (see subsection | / Field Office Funding for CHSs™)

(UA/FOUO) A lump-sum payment request that exceeds the SAC s el authorty and/or one of
the aggrepate 3100 000 incremental thresholds must be submmatied 1o the appropriate operational
umit for approval in accordance with subsection | SAC Annual CHS Payment Authonty
Ihe operational umit 1s responsible for evaluating the amount of the requested hump-sum
payment agamnst the operational benefit provided by the CHS s assistance Operatsonal st
recommendations must be approved at the appropnate authonity level withan the respective
divisions. as stated i th

[he operanional unst must advise the FO and notufy

1€ appropnate ed on the request

17.15. (1) Rewards
17.15.1. (U) Rewards Offered bv Entities Outside the FBI

(U//FOUO) A CHS may accept rewards from another entity offered as 2 result of hes or her
assistance. The reward must be documented 1n the CHS ‘s sub-CE file Approval to dsclose the
CHS s identity may be necessary mn accordance with Section Dasclosure of 2 Confadential
Human Source s Identity " If 1t 1s necessary for a CA or a co-CA 1o recerve the reward on behalf
of the CHS to protect the CHS 's identsty, the CA or co-CA must document the recempt of the
reward and the transfer of the reward to the CHS. The CA's or co-CA s transfer of the seward to
the CHS must be witnessed by the CA or co-CA and another SA or other povernment official
and the CHS nmst sign a receipt. as wath any other pavment. in accordance wath sfsection |
Paying a CHbS

17.15.2. (U) Rewards Offered by the FBI
(U//FOUQ) The policy on acceptance of FBI pubhcly advertised rewards s detaaled mn -

17.16. (U) Forfeiture Awards

(U/FOUQ) A CHS may recerve an award based on a forferture even if he or she has already
been compensated for the information and or assistance that durectly led 1o the forferane
However. the forferture award must be offset by any previous pavments for mnformation or
assistance whach led to the sewure. excludmmg expense payvmenis

(U/FOUQ) A CHS may receive compensation of up 1o 25 pescent of the net value of the
forferred property. not to exceed $500.000 per forfered asset
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(UFOUO) The fonfestire award request must be approved by the SAC and suboutied to the
HOS undey the CHS S numbes The FC st include

o (WVFOUIO) A copy of the final yudscial order of forfesnue o declaanon of
adirumastrative forfeve

s  (UVFOUOD) The name and oprimson/concunrence of the FPO, AUSA mvolved in the
operation of the CHS regarding payment to the CHS with forfested proceeds, of apphicable

s  (L/FOUO) The total value of the forfeited property
e (LVFOUOD) The amount of actual cash or resadual proceeds of known

e« (LVFOUO) The percentage of equitable shanug (the shanng disbusement 15 based on the
remammg funds after all expenses have been deducted. including forferhue awards)

s (UWFOUO) A detaled justfication for the payvment of an award. including the
miformaton or assistance provided by the CHS that durectly resulted in the
serzure forferture of the property

» (LUWFOUO) Venficanon that the USMS has been notified of the FBI s intent to pay an
award on the forfested property. Forferture personnel in an FO are responsible for
forwardmg a commumcation to the USMS documenting the FBI s imntent to pay an award
based on the forfesture. and checkmng the award block on the sharmg forms ([ | N
- The notfication must be documented 1n the CHS s maun file

s (LWFOUO) The total amount of services and total amount of expenses paid to the CHS

for the FY m winch the property was seiwzed or forferted. and a bnief justification for all
SETVICE pavinents

s (UWFOUOQ) Venficanon that the CHS was not previously compensated for the
mformation or assistance that led to the sevzure/ forferture of the property for whach the

award 1s bemng sought, if pnor payments have been made for such information o1
assistance. the commumication must sdentify such payments

{(UFOUIO) If the forfeited property will be placed mto official use the appraised value 15 used
to determune the award All other property must be sold and the proceeds deposited by the USMS
pnot to a deterounation of the award amount

(UFOUO) The CA or co-CA must subnut the request for forfetture awards to the appropnate
operational unst upon receipt of the final yudicial order of forfeiture or declaration of

admumstrative forfeimure piot to any equatable shanng The operational unit must evaluate the
requested award pavment agamst the operational benefit provided by the CHS and coordmnate the

approval o the request with e [ ¢

(U FOUO) The operational uns must prepare the approval communication for the FO with
notfication 1o the wq:!‘late-unt and [l and coordinate the necessarv transfer of
funding

1707, (1) Project-Generated Income

(UFOUQ) An FBI operation mvaolving a CHS may produce mcome In order for the FBI 1o use
that income  comumonly called “project-generated income  (PGI) 1o offset the necessary and
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17230 (1) Pavments to a (losed C HS

(LVPFOLIO) Generally, a CHS may not be pasd af he or she 1s i a closed status  In the vane event
that a pavmen! must be made etther fon services o expenses. the SAC may authonze a one - L
pavanent 1o a4 CHS who has been closed 1f more than one pavinent mis be muade to a CHS whi
has been closed, the CHS must fust be reopened according o the requurements ol

I

Rl‘\] nrements tor Reopenmg a CHS
172 (U Ome Tome Yon CHS Pavment

FOUD) The hinuts and requurements descnbed i thas subsection apply to non-CH*
pavinenis With SAC approval only one pavment mav be made to anv individual who ha

|
|"'-"-'_..{.~..,1:-..r.~.-|;.|_-_-- o the FBIl i hatherance of an FBI mvesheation. bat who has never bex

."P‘."'-"‘-i s a CHS tor the FBI For paviments o % s ol 31 | COMmMMMucation requesi
“p e e be submtted to I or zpproval A non-CH
my ondy be pand for semace {ered KTl red by that imdimvadual as defunesd
dhove 1 - . - ments 1 .

FOUD)Y Before appro  pavinent o a non-CHS »AC should weigh 1 enefit
vained nak 1 PAYVIDENT AZainst k 1 11n t macka i TS0 A
-'."I'll i ot E() 3 i sl FR 1 | W T th
mdividual’s wdent
L/VEFOLUO)Y Non-CHS paw i1 { ed for 1 | ’ . f
arenits of other | ric on i
1 !‘"'-'\-","I-."' i< a 1 i CHS FOO i 1 1 hile dedacat

LVFOUD) CHS funds must not be for 1 .
Iia EVET DEell OPEned As an i BI 5,1 Vil L I 1 1 1 1

x her cooperation wath the FBI i 1vid vartng W '

profubited from opemng these mdividual HSs merely for pavment pury *AS | !
E'I. Ll 1 i-l g Iroam U 'i L iori i i ' k + 1L} I
for these ind X Wi nty Frogru
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1723 (U) €S Providing Moey or Property i o

(W/AOUO) In order for a CHS y ot propesty s

the ASAC must make a written finding, that the acceptance of 8
necessary and approgmate fon operational reasons The written g
determnation whether the circumstances create the potential for coeseion
coercion of the CHS  Thas witten finding must be documnented n the +
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o ﬂ. (U) Closing a Confidential Human Source

181 (1) Closing Communicafion LTINS

(U/FOUO) When a determunanon has been made to close a CHS . a commumcation
documenting the reason for closmg must be mcluded in the CHS's mam file Those reasons e
lhsted below m subsections 18 1 1 and 18 1 2 below  Although more than one reason may exist

"~ fon closmg a CHS. 1f one of the reasons would justify closing the CHS for cause, the closed for
cause catepory must be selected as the basis for closimg

1811 (U) Geneval Reasons for Closing a CHS
(U/FOUO) A CHS may be closed because:
s (U/FOUO) Confidentiality has been unintennonally compronused
s (U/FOUQ) The CHS s cooperation has been completed
e (U/FOUOQ) The request to operate the CHS has been demed by FBIHQ or another
agency
= (U/FOUOQ) The CA transferred
e (UWFOUQO) The CHS
o (U/FOUO) Has died
o (U/FOUO) Has entered the WSP
o (U/FOUO) Is m poor health
= (U/FOUQ) Has requested terminathion
= (U/FOUOQ) Has relocated. or 1s unavailable
o (U/FOUOQ) Has been unproductive
o (U/FOUO) Is no longer i a posihion to report
18.1.2. (1) Clesing a CHS for Cause

(U/FOUO) The decision to close a CHS for cause. as opposed to a general reason. must be
based on a consideration of the senousness of the facts and circumstances of each case The
decision to close for cause, however, 15 requared if there 1s gnevous action by the CHS or a
discovery of previously unknown facts or circumstances that make the individual unsuitable for
use as a CHS Documenting that a CHS was closed for cause also establishes a record regarding
the seventy of the CHS 's conduct that will guide other SAs who may consider reopening the
CHS mn future

(17) The followang 1s a list of reasons that nught justify closng for cause
« (U/FOUO)UIA
« (U/FOUO) Unreliabalsty
e (U/FOUO) Unwallingness or mability to follow mstructions
¢ (LVFOUOQ) Senous control problems
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182 (U) Closing Procedure

FOLIO) closmy the CHS whether for cavse or for
%msﬁﬁn ﬁmﬂﬁlmmil“ m

as a wilness, st
o (U/FOUO) Advise the CHS, n‘ﬁ:m-:uhlnuu.ﬁhnhbﬂf’

o (U/FOUO) Document that such notice was gaven and whether the CHS
recerpt and understood

mfmoun}ummﬁuﬁmhmughmhﬂﬂh
documented m the same mannes, wﬂtndbyﬂtmﬂﬁe_--‘ﬁm
descnbed above

(U/FOUO) In additson, 1f the CHS was authonzed to participate m OIA_ any
authonzation must be revoked m accordance with subsection 13 8 “Revocation of
Authonzation ds

(U//FOUO) When a CHS 15 closed for cause, MHMMMM
closing commumcation to the ASAC (or via successor form m Delta), and a copy must be
mamtained 1n the CHS s validation sub-file

(U//FOUO) When a CHS 1s closed for cause, subsequent contact with the mdmidual requares
special authonization (see subsection 18 1 “Future Contact With 2 Closed CHS™) Inaddmon a2
request to reopen a CHS who was closed for cause requires addiional jusuficanion and =~ 1 SR
supervisory scrutiny (see subsection 4 5 1 | “Request to Reopen a CHS Previously Closed for e,
Cause ™). - -
18.2.1. (1)) Delaved Notification . -

(U//FOUO) In the event that the CA or co-CA has determmned that there 1s sufficient rrason to ‘1
close a CHS, but providing an immediate notification to the CHS would likely jeopasdize an
mgmmxuﬁﬂmmwmﬂmumaﬂ:ghﬁmplﬂﬂtl*_ﬂm
to delay the notification The decision and supporting justification must be documented m the
CHS's man file _.
i

18.3. (U) Future Contact With a Closed CHS .
(L) Absent exceptional curcumstances that are approved (i advance whenever iy
SSA.mmtmmmwmmnmmumdumhaﬁ-rmwl

been closed for cause Ammﬂfut@cmmmuhwnhm-ﬁ
CHSs who were closed. but not for cause, may be re-contacted without prior appeoval.

&jmﬂmmhthbadmm&m&m&‘
reopened 1f the relationshup between the FBI and the CHS 15 expected to contuse r"
uhal contact or debnefing.

(L") To make pavments to a closed CHS. mwwi" "-‘..1'L___--
154 (L) Coordination With FPO Attornevs 2 ,',i"‘,'

{U”FDU{}]IfmFPﬂmyupuhwahm
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(S/NF) CHS ET operational travel: The CHS travels o a foreygm country from the
Unated States9 or from one foreygm country 1o another forergn country to enpage m
operational actraty (e g when tasked to collect intelligence or evadence) on behalf of the
FBI Thas actvaty may be declared or undeclared 1o the host coomtry. and may be
umlateral o1 a jownt operation

(S/NF) CHS ET vesident: The CHS resides i a foreipn country

(S/NF) CHS ET debrief: In support of an FBI or a USIC obyective, the CHS tavels at
the request of an FBI employee to meet i a foreign country for a debnefing. for tiaaning,
ot to recerve passed ems of be assessed See subsechion 19 9 “Employee Travel
Related to a CHS Operaton for pusdance on foreign travel in support of ET CHS
actaty

(S/NF) CHS ET operational communications: In support of a national secunty matter
aCHS at the duechon of the FBL commuumcates with a subyect of an mvestigation who
15 m a forewgn country. The CHS may be located domestically. in the same country as the
subject, o1 in a separate country

(S/NF) Foreign-based C HS operational travel to the United States (operational
domestic travel): A CHS travels from a foreign country to the United States to conduct
operational activity (e g . Lepat-assipned CHS operational travel to the United States to
support an FO investigahon, or an FO-assigned CHS who resides i a foreign country
travels to the Umited States i support of an operation) See subsection 1941 5
“Foreygn-Based CHS Operational Travel to the Umited States (Operational- Domestic
Travel

(SNF) CHS ET business or professional travel: The CHS travels to a foreign country
from the Unated States or from one foreign countrv to another foreign country for
professional or business purposes and 15 not tasked by the FBI to collect evidence or
mtelligence The CHS 1s not conducting business on behalf of the FBI. nor 1s travel pad
for by the FBI Professional or business travel can include routine travel related to the
CHS ‘s employment or profession or be part of professional development. such as
attending a conference. a senmnar, or a trade show See subsection 1941 7. “ET CHS
Personal Travel, " and subsection 19 4 1.6, “"ET CHS Business/Professional Travel ~ for
more wformation

(U/FOUQ) CHS ET personal travel: The CHS wavels 1o a foreign country from the
Umited States. from one foreign country to another foreign country. or from a foreign
country to the United States for personal reasons and 1s not tasked by the FBI to collect
enidence or mielbgence. The CHS s travel 1s not at the request of the FBIL nor 1s the
travel pad for by the FBI Personal travel can wnclude activity such as a vacation. a social
or fanubial visat to a foreign conntry. or travel for personal financial activity (e g buving
mm} See subsechon 194 1 7 . “ET CHS Personal Travel.” and subsection
1%4 1 6. “ET CHS Busmess/Professional Travel ~ for more mformation

Thie term “foreigm ™ refers 1o any body of land or water under the temtonal junsdiction of 2 country other than
mn States” inchudes the Dismict of Columbia temitories. and possessions
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s [SONEF) Complete the assessoemt on vecnmtment of oflvoals of Qees covmtoes of th
assessmen! o recnibment was begun by the T m the Unsted St
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1221, (S'NEYLET OLA by a CHS in Support of a National Secarity Investigation

(UVFOLUIO) In addion to the approval sought for an ET CHS operation m support ol a natwonal
secunty mvestipathion. additonal approvals are requured of the CHS wall enpage m OIA These
are set out m subsechons 19212 1921 % and 192 1 4 below The approval of the OIA may
be sought concumrently wiath the ET operational approval request However | if the need for OIA
approval anses after CHS ET operatonal approval has been obtamed . the OLA approval must be
sought mdependently and obtamed pnor to the CHS engaping in the OLA

(S/NF) For ET CHS national-secunty-related operations, O1A 15 defined as any actiaty that
would constitute a cnime under federal. state, or local law if engaped i by a pnivate person
except as authonzed under thus pohicy

{(UYFOUO) In approvang the OIA, FBI officials must find that the OIA 1s necessary to
accomplish any of the following

» (UV/FOUO) Obtan sipmficant intellipence or imternanonal terronsm mformanon

= (UAFOUD) Establish or mamtam credibility or cover that 1s important to the success of

an mveshifanon

* (LVWFOUOQ) Prevent or avosd physical iury to individuals or senous damage to property

{(LFOUD) FBI officials must also find that the need for the OLA outweighs 1fs senousnes

. and
adverse consequences

(UVFOUO) An FBI employee must never authonze a CHS to participate in any act of violence
excepl that the CHS may take reasonable measures of self-defense i an emergency situation to
protect lns or her own lhife or the hives of others agamnst wrongful force

(S//NF) The FBI 15 not |1-.'[1|ul1!‘L1. to task a CHS --!uT.I.It'-l yountly with another USG agency to
perform OLA activity wathout the authonzation requared 1n this section If the other apency has
tasked and authonized a CHS to engage in OLA. but the FBI has not recerved the authonization
requured by thus section. the FBI may otherwise continue to operate the jomnt CHS and participate
i all aspects of the operation. including tasking gathenng mtelligence. and debnefing the CHS
except that the FBI may not pamicipate in the taskmng, the conduct. or the funding of the other
agency s OLA

(LWFOUQ) See subsection 19 13 . “Emerpency ET OIA Authonization.” and sul
Duranon of ET OIA Authonization and Request for Renewal  for gundance on these topics

19.2.1.1. (S/NE)Y ET OLA That Violates Federal Law or is a Felonv or a Serious € rime
Under State or Local Law

{(UVFOUO) The followmg approvals are requured for ET OLA w support of a national secunn,
wvestigaton if the OLA violates any federal law or 15 a felony or

local law

A Serons cruamne Illllﬁl:‘l ctate o1

* (UYFOUQ) SAC approval of the O1A
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ee 1O subsection 17 6 aned th i / f & I ALl
1 -||l.l'|!.llr.- | i)
UFOUO) I s e s
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| +f ) i i | i cheer Wl prorvcle e

Oopet |I|r-|r1]I*'-|-L|"| [he OIA checkbox mu 1 % - f -
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ipproval authomzation Kather, the CA o must use

B o document the apps ng othcia Linding and appr i T | . " I
thus OLA requares SAC and both FBIHQ andd 0] apgn i 15 unportant that Uee requeesi
SA provide relevant information about the na arid pe ol [T O 50 n e
requesting T C AloT . i whng 1 [ | il e O Tophr e
mvestpgation, details of the mvestipation o date i f the T Al he
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OIA sub- file Even though the SAC w permtted to approve the OIA undes thas subsection the
OIA approval documentation mist be mcluded as part of the overall T CHS operation approval
request sent to FRITIQ OLA s not permited wm PET imvestpgations

(S//NF) An SAC may approve OIA m a nabonal secunty CHS ET operation. e ludmg. bat not
liated to. establishing. funding. and mamtanmg secure cover by making false representations o
thard parties to conceal true personal wentity on the true ownership of a proprietary. When such
false representanons are made to an employee or a component of a USG apency an appropnate
office withun that agency must be notfied. unless domg so would jeopardize the operabon Any
decision to withhold advisement to that agency of the false representanon must be made by the
SAC and the AD of the FBIHQ operabonal drvasion with program oversight of the mvestigation,
the AD_ m tum. must consult with DOJ, NSD on the operational factors associated with
withbolding the disclosure of the false representation to the USG agency

19212  (U/FOUD) Verbal DOJ Countertervorism Section (C15) Authorization for
Certain OLA Related to Material Support of Tervorism in C ounterterrorism
Inveshigations

(UWFOLIQ) See DIOG subsecton 17 6 for puedance on thas authonzanon
19.214 (U/FOUO) Positive Foreign Intelligence Investigations

{UVFOUO) The AGG Dom defines foreygn mtellipence as “informaton relating to the
capabalites, mtentions. or activities of foreign governments or elements thereof, foreign
organizations, or foreign persons. or intemational teronsts - A - forergn ntelhigence requirement
15 a collection requirement 1ssued under the authonty of the Director of Nanonal Intelligence
(DNT) and adopted by the DI Addihonally. the President of the Umited States, a USIC officaal
designated by the President, the AG. the DAG. or other designated DOJ official may levy a

foreugn intelhgence requurement on the FBI Foreign mtelligence collechon by the FBI 1s based
upon the 1ssuance of such requurements

{U/FOUQO) The FBI. pursuant to Section 9 of the DIOG . places foreign mtelligence
requirements mto one of two categones: (1) those that address natonal secunty 1ssues that are
withun the FBI s core national secunty mussion (1.e . FBI collecnon requairements) and (2)
mionnation relatng to the capalnhities mtenhions. or activines of forelgn povernments or
elements thereof. forergn organizations, foreign persons. or iternational terronsts. whach are not
withun the FBI s core national secunty nussion

(UWFOUO) Requirements that fall into the second category are known as PFI collection
requurements and may only be addressed under the policy for PFI in Section 9 of the DIOG

(LWFOUQ) PFI mnvestigations_ by defimtion. are not national secunty mvestigations. because
natonal secunty mvestigations are withun the FBI s core national secunity mussion However
the merest of consistency m policy, when feasible, ET CHS operations i support of full PFI
mvestngations follow the same approvals and nonficanons as those mandated for national
secunty mvestigations (as described 1o subsection 19 2 “Required Approvals and Notfications
for ET CHS National Secunty Operations ) and are managed by the ||| NG
HOC . o1 a designated entity.

(LFOUD) OIA 15 not authonzed i support of a PFI investgation
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= (S/NF) Engaging m an activity that wall have a sipmbcant effect on, or constitute a
significant mtrusion mto, the legtimate operation of a foreypn povermmental entity

= (S/NF) Engamog m an activity that wall mvolve a sspmficant nsk of bodily hamm, death,
or a substantial fimancial loss to any victun

s (S/NF) Engaging m any OIA mvolving any foreipn decision - makng ofhcial

s (S/NF) Establishmg any relabonships with members of groups engaged in violent
actnaties duected against the povernment then in power m the host country

e (S/NF) Engagng m the sale of drmigs in which the actual possession of the diugs 1s

wansferred m a host country, to a person who 1s not cooperating with the U S or foreipn
LE officials

e (S/NF) Using as a CHS an attomey. a clergyman. a physician, or a member of the news
medha licensed 1n the United States i hus or her professional capacity

= (S/NF) Accepting money or any other item of value that 15 reasonably beheved to be the
proceeds of an illegal actraty or 15 used in furtherance of an illegal actiaty

s (S/NF) Engamng i any other actrvity that may have a sipmficant adverse impact on
foreign relanons or LE activities wath any country or group of countnies. o1 any activaty
that reasonably could. if disclosed, be expected to cause significant diplomanc
governmental. or public controversy

e (S//NF) Engaging m any OIA, except for the OIA categones histed in subsection 19 .3 1

‘ET CHS Operatons m Support of Cnnunal Investigatons Not Involving Sensitive
Circumstances

1233 (1) Required Approvals and Notifications for ET CHS Criminal Operations
(U/FOUQ) The request for approval of an ET CHS crimnal

ration 15 mitiated by the CA or
and approved in
accordance with the below Fuidance pon serializanon in ta. the Iofm is lil?ﬂ":-'lfd IO
Sentinel and mformation leads are sent o the Legat(s). the appropriate [OD
geographuc umt, the FBIHQ operational division unit wath program responsibility. and the DI
HCOC . and an action lead 15 set to the relevant FBIHQ operational division HOU (or designee)

(U/FOUQ) The standard for approvang the ET CHS crninunal operation 1s that 1t must be
reasonably necessary to detect. mvestigate. prosecute, or prevent crumnal conduct that 1s in
wviolation of the laws of the United States. Moreover, the operation must be conducted m a
manner that respects. to the greatest extent possible_ the laws of the host country

{S/'NF) As part of an ET CHS cruminal operation, a foreign LE official who has sigmaficant
supervisory responsibihity wathun the host country must be mformed and must concur with the
CHS operation If the FO determuines. i consultation with the operational division HOC and the
affected Legatis), that the host country should not be notified of the operation. articulable facts
must exist showmg (1) the pamicular corcumstances withmn the host country jeopardize
operational secunty. mcluding the safety of the CHS. or (2) because of the nature of the FBI

mvestigation. cooperation with the host country 15 not practical and the ET CHS operation 1s
needed to further a compelling LE interest
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(UFOU0) The CFP, normally the U § Attomey or designee. must be aware of the E,

aperation if the CHS 15 required to testify and. so far as the operation relates to compluace with
U'S laws and prosecutive strategy, must concur with the proposed use of 2 CHS

(S//NF) The CHS must be properly admonished prior to the ET operation. in accordance with
subsection 19 11 “Pre Operational CHS ET Briefs and Plannimg

(U/FOUO) All ET CHS crimmnal operations requare

o (U/FOUQ) SAC approval of the operation. This approval 1s an acknowledgement that
the use of a CHS n the ET junisdiction is requured to further an smportant LE ssterest of
the United States

s (U/FOUO) FBIHQ operational drasion AD or designee approval of the operation

¢ (U//FOUO) Appropnate 10D peographic unt and Legat notification of the operation (see
also subsection 19 7 . “Role of the Imernational Operations Drvisson m ET CHS

Operations )

e (S//NF) CIA Headquarters notification of the operation The Sentmel ET CHS workflow
process allows for a restncted commumication to CIA Headquarters for CIA sotification.
The extent and tumng of the COS bnefing on the ET operation 15 determmned by the
Legat

s (S//NF) COM notification of the operation. 1f appropriate (as determuned by the Legat
and the FBIHQ operational drvision HOC [or 1ts functional equivalent])

(S//NF) The COM 15 a DOS appomted position. erther as a polstical appowuntes or as 2 career FSO
In either case. the COM is not a semor LE official, consequently. the COM may not understand
the nature of CHS operations or the sensitivities that surround these operations Therefore, it is
cnitical that the Legat, FBIHQ, and the affected FO(s) coordinate closely on the COM

notification process

(S//NF) The operation of a CHS by a LEGAT, an ALAT, or an FBI task force member while 2

foreign country must be approved mn accordance with subsection 19 8 “ET CHS Operations by

a Legat or an ALAT " For approval purposes. the IOD DAD approval comresponds to the SAC

approval listed above: however, the LEGAT, ALAT. or FBI overseas task force ET CHS

operation must also recerve approval from the AD of the FBIHQ operational drasson wath

program oversight of the mnvestigation the CHS 1s supporting See subsection 19 7 1

“Intemational Operations Division Approval and Management Role Over Legat- or ALAT- iy Ve
Assigned ET CHS. " for the list of equivalent 10D approval levels e T

19.3.31.  (S/NF) Additional Approvals for ET CHS Criminal Operations [uvelviag U
Sensitive Circumstances T

(S/'NF) ET CHS crinunal operations that mvolve sensitive carcumstances requare AG (or
designee) approval, in addition to the approvals lhisted above

(S//NF) The FBIHQ operational dnasion HOC managng the ET request must provade the DOJ
npptmmguiﬁcmhmhmmwwedmuﬂhﬂtﬁsﬂ_lmﬁl
document sustable for dissermnation (e g . nuﬂd]l!ﬂmut&ﬂ- tauls o
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~ the approval documentation must be placed mto the CHS Delta file

1934 (S/NF)ET OIA by a CHS in Support of a Criminal Investigation

(S/NF) In addstion to the approval sought for the ET CHS opervation m support of a cruninal

mveshgation, separate approvals are requared 1f the CHS wall engage i OIA The approval of the
operation may be sought concumently with OIA approval However f the need for OIA

anthonty anses after CHS ET operational approval has been obtamed, the OIA approval must be
soughi and obtamed prior to engagmg in the O1A

(S/NF) For ET CHS cnmmal operations. OlA mvolves acts that if enpaped in by a private
person. would be wn violanon of US federal state, o1 host country law without the authonization
provaded for m this policy Per the applicable AGGs, OLA approval must sought 1f the CHS wall
engage m conduct m violation of host country law m support of a cnimmal mvestigation

(LFOUQ) An FBI employee must never authonze a CHS to participate 1n any act of violence
except that the CHS may take reasonable measures of self defense m an emergency situanon to
protect hus or her own life or the lives of others aganst wrongful force

(UWFOUQ) See subsecnon 19 13, “Emergency ET OIA Authonzation,” and subsection 19 14,
“Duration of ET OIA Authonzaton and Request for Renewal . for guadance on these topics

19341, (S/NF) ET OIA Not Involving Sensitive Circumstances in Support of a
Criminal Investigation

(S/NF) The following types of illegal activaty. by themselves. do not constitute sensitive
CUTHmMStances.

= (S/NF) Engamng i the expression of mtent to participate m cnimunal actrvity
#» (S/NF) Engamng in illegal gambling activihes

* (S//NF) Engaging in controlled purchases of stolen property, provided that measures are
undertaken to ensure that the property, once delivered. will not leave the care, custody, or
control of the U S or foreign LEOs

= (S/NF) Engaging mn controlled purchases of contraband. including drugs, weapons, and
explosives. provided that measures are undertaken to ensure that the contraband, once
delivered. will not leave the care. custody, or control of the US or foreign LEOs

= (S NF) Engamng m the controlled delivery of contraband, weludng drugs, weapons, and
explosives, mto the Umited States. provided that domestuc guidelines and procedures with
respect to the controlled delivery of diugs or other dangerous contraband in the Umited
States are followed

19342 (U/FOUO) Approval and Netifications for ET OLA Not Involving Sensitive
Circumstances in Support of a Criminal Investigation

(LFOUO) All ET CHS OIA not mvolving sensiive curcumstances conducted in support of a
crimunal wnveshigathion requires
¢ (U/FOUO) SAC approval of the OLA
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s (U/FOUO) Appropmate 101 geogyaploc ot and Legat notification of the OIA (ser also
subsectson 19 6 “Role of the Legat n ET CHS Operations ~ and sulsection 19 7 “Role
of the International Operations Dyvision m T CHS Operations )

= (L/FOUO) FBIHQ operational division Al (or desagnee ) approval of the OLA

(S//NF) By approving, the OIA . the approving officials are acknowledgmg thew finding that the
benefits of the operation outweagh the nisks assocated with the CHS engaging m such actenty

(UHFOUO)
approve the ET CHS operation and has an OIA checkbox 1o
operational request The OIA checkbox must be used of OIA s m'mhrd but does not provide the
approval authonization Rather, the CA or co-CA must use an EC referencmg the senaled [
H‘J document the approving official ‘s finding and approval of the OlA Moseover. snce

us OLA requires SAC and FBIHQ approval. it 15 umportant that the requesting SA provide
relevant information about the natime and scope of the proposed CHS OIA in the requestng
commumication, includmg the type(s) of violation, how the OLA advances the mvestigation
details of the mvestigation to date_ and the objective(s) of the ET operation ' The appsoved EC
request must be placed nto the CHS OIA sub-file

19.34.3. (S/NF) ET OIA Involving Sensitive Circumstances in Support of a Criminal
Investigation

{S//NF) If the ET CHS OIA does not fall within the limited list of nonsensstrve OLA listed
subsection 19.3 4 1 | "ET OIA Not Involving Senstive Cucumstances m Support of 2 Crmmnal
Investigation,” the OIA 15 deemed sensitive

19.34.4. (5/NF) Approval and Netifications for ET OLA Involving Sensitive
Circumstances in Support of a Criminal Investigation

(S//NF) The following approvals and notifications are requared for a CHS to engage m ET OLA
that mvolves sensitive crcumstances

= (U/FOUQ)SAC approval of the OLA

» (UFOUOQ) Appropnate 10D umt and Legat notification of the operahion (see also
subsection 19 6 . “Role of the Legat in ET CHS Operatons ™ and subsection 19 7 . “Kole
of the Intemational Operations Division in ET CHS Operations ™)

+ (U/FOUQ) FBIHQ operanonal division AD (or designee) approval of the OLA
e (U/FOU) DOJ. Cnmunal Drvision. Office of Intemational Affairs approval of the OIA

(S//NF) By approving the OIA  the approving officials are acknowledging thew finding that the
benefits of the operation outweigh the nsks associated with the CHS engasne m such actmaty

" {U//FOUO) A sample ET OIA request template has been crafied to assist the feld with wiing the OLA request
The informanon requested in the template should be included m the Delta OIA form or m an EC tied fo the svesall

operational approval reguast O] y cap b T ennnel apphicanon under the “Boolmarks™
section W Thus remplate was specifically dengned 1o

th‘ped.l.'rf the ET aperation OLA request

1H
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{(U/POUO) st be used 1o
approve the ET CHS operahon and has an OIA checkbox to indicate that OIA s involved with
the operational request The OIA checkbox mmist be used 1f O1A 15 involved. but does not provide
the oval authomzation. Rather, the CA or co-CA must use an EC referencing the senalzed
hn document the approving official s findimg and approval of the O1A
Smce this OTA requures SAC and both FBTHQ and DOJ approvals. o 1s important that the
requestng SA provide relevant imformation about the natwre and scope of the proposed CHS
QOIA m the requesting EC including the type(s) of violaton, how the OIA advances the
mvestigation, details of the mvestiganion to date. and the obyective(s) of the ET operation '® The
approved EC request must be placed into the CHS OIA sub-file

194. (1) Policy Applicable to ET CHS Operations in Support of All Tvpes of
Investigations

(U/FOUO) Use of G : 1cqvved each ume a CHS engages m ET operational
travel or an ET operanonal actaty (1 e | to seek a “one-time ™ authonzanon) However, a penod
of authonzation may be used for any travel 'ET activity authonzation type and should be selected
when a CHS resides m, or travels frequently (1 ¢ . more than three imes dunng a consecutive 30
day penod) to and from the same country, so long as the operational scope, techmques used, or
geographic region does not change dunng that penod. [ GG st be used
regardless of the CHS s ongmation powmt (1 e | the Umited States or an internanhonal locale, in
cases m whaich a CHS resides i a foreign country). Thas form must also specify the specific
nature of the operational travel or actmaty. The exemption to reporting each operational travel
request 15 1 place to recogmze siuations such as CHS travel near or on the border of Mexico
Canada_or any other frequent cross-border travel area. and the CHS s CA or co-CA must closely
coordmate thas exemption with the FBIHQ operational division HUMINT Operanons Center
{HOC) and the affected Legal

194.1. (U") Documentation Requirements for All CHS ET Operational and
Communication Kequests

19411 (S/NF)CHS ET Operational Travel

(S//NF) Whenever a CHS travels to a foreign country from the United States or from one foreign
country to another foreign country to engage 1 operational activity (e g, when tasked to collect
ntelligence or evidence) on behalf of the FBI, the CA or co-CA must complete || NG

All commumcations with an ET CHS must be

requested using the commuucation section of
the CHS ET operahion

(S/NE)IIEEEEEEEE -t b filled out in ats entirety. The selection wathin the “CHS

Activity Detauls™ field directs the user to provide relevant mformation. The request must set out
the justufication for seeking ET operational authonity, mclude all pertinent facts and the
background of the mvestigation. and descnibe how the ET operation furthers the prosecutonal or
mtelligence objectives of the mvesngation The request must acknowledge. when appropnate
that the AUSA or DOJ attomey., of assigned. supports the use of the CHS m the ET operation

and be approved as part of

® (LAFOUD) See Previous naote
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Upon completion the form s serialized o Delta and the mformation is soporied and semt via
Bl o relevant FBIHGO stakeholders m Sentinel restricted case files

(U//FOUQ) For example of “Extratesritonial Operational” 15 selected a8 a category in the “"CHS
Iravel/ET Acuvity” field and the [ wproved and senalized m'Delta, the
automated Delia/Sentmel work Row wall

s (LU/FOUQ) Set an action lead to the relevant FBIHO operational divisson HOC {10
complete the FBIHQ coordmation. authonization. and notification process)

o (1]) Set an information lead to the operational division UC with program responsshality
over the CHS operation (selected by the drafier of the

s (U7) Set an informanon lead to Legat(s) (determned from routmg table by country)

s () Set an information lead to the appropniate 10D geopraphic umt (determaned from
routing table, by country)

s (V) Set an information lead to the HC(

(U) In support of the above. the complete [

-m]l be routed to restnicted files 1n Senbnel

(S//NF) The FBIHQ operational division HOC (or its functional equivalent) 1s responsible for
obtaimung additional approvals, coordmnating with the relevant 0D geographic umt, and
perfornung other tasks. as detailed 1n subsection 19 Roles of the FBIHQ Operational
Entities

(S//NF) If OIA authorization 1s sought as part of the CHS ET operation._ see subsection 1972 |
ET OLA by a CHS m Support of a National Security Investigation ” and subsection 19 1 4 "ET
OIA by a CHS i Support of a Crinunal Investigation.” for OIA approval requarements

(S//NF) If the ET CHS operation seeks to exempt notfication to the Legat(s), the requesting
office must provide compelling justification and the exemption must be approved mn accordance
with subsection 191 Exemption to Providing Legat Notficahon

{S//NF) The ET operation request must clearly identify whether the operahon 1s to be declared to
the host country. In natonal secunty matters. the presumption 15 that the host country wall not be
notified of the operanon. In cnnunal matters. of the CHS operation 1s not 1o be declared to the
host country. the request must provide the yustification for not informung the host country of the
operation. The undeclared cnmunal ET operation must also be coordinated wath the division
HOC and the appropnate Legat in accordance with subsection 19 5 1 . “Role of the Operabonal
Division HUMINT Operations Center,” and subsection 19 Role of the Legat in ET CHS
Oiperations

(S//NF) If the operation 1s to be conducted jomntly wath the host country or wath other USG
agencies in the host country. the |
subnussion must provide details on the natare and scope of the yout operation. Should the ET
operation be conducted as a umlateral operation. the FBI's exclusive operanon of the CHS must
be detailed in the request as well

(U/FOUO) Use ul'_:u required each tme a CHS engages m ET operational

travel or an ET operational activity (1 e . to seek 2 “one-tune” authorzation) See subsechon
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194 "Policy Apphcable w T CHS Opevations m Suppont of Al Types ol Investipations lin
fuather detanls

|i_"|'I FOLNY The CA o co A osl commmanieate an CVINE T CoRrmunG alon |1|.u| is dhitailed

1] ﬂw—in a UHS tian rhrl.:ll liwi TP O il reasons

194.1.2 (SN CHS LT Resadent

(SNF)Y Whenever the CA o1 co-CA opens a CHS who 15 a e
st 1.11.\| il lIH.l- fai I n=mp
The CA or co CA st detaal € S askings o enpape ot alwnal commaancation wll

peTsonE 1in other foreyn counimnes usme the commuumcation section of _

and have these .l.‘!'q'ru'-".ni s part of the CHS E1 et At1on [hes mformation 15 pari TIETH A"

siddent of a foream conntiy. e (€

A

umnportant lor an ET resident CHS since tasking. debneting. and operatnonal and emerpency
commmuncatron stratemes must be care fully planmed and fully understood by the CHS

(S/NF) Tha “Hm- t be fillled out i s entrety. The selection wathun the
CHS Actoaty Detauls  duects the user to provide relevant mformation. The request must set o
the qusthcaion for seelanp ET operational anthonty, include all pertinent facts and background
of the inveshpabon, and detail how the ET operaton furthers the prosecutonal or intelhipence
ohyectives of the ivestigahon. The request must acknowledge that the AUSA or DOJ attomey, i
issypned. supporis the ET operanon. Upon completion, the _| ; sertalized in

Delta and the informantion 1s mmported L:'--1_I:' relevant FBIHOQ stakeholders in

Sentinel restnicted case hles

(UYFOLUD) For example. of "Resident, ™ 15 selected as a category in the “"CHS Travel/T Aetivih,
field and the -5. approved and senalized m Delta, the automated Delta/Sentinel
workflow wall

" L/FOUD) Set an achon lead to the relevanit FBIT Q) operation 1l division HOC (o

complete the FBIHQ coordmanon, authonzation, and notification process)

» (L) Set an informanon lead to the operational division UC with program responsibality

oviet '|..i.ll'|- HS operation -| ted by the :ll lter ol 'Z."-'

= (LT} Set an information lead to Legat(s) (determuned from routime table. by country)

e (1) Set an informanon lead to the appropniate 10D geographic umt (determmed from
routmg table 1

oy country

s (1 Set an imformaton lead to the HO(

RIS R e Showe, the coelered [
-*.ul'! be routed to restncted files in Sentinel

S//NF) The FBIHQ operatonal division HOC (or its functional equuvalent) is responsible fos
obtammg addinonal approvals, coordinating with the relevant 10D geographuc wmt, and
performung other tasks, as described i sul i1 ) 5 1. “Role of the Operational Division
HUMINT Operations Center
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(UMOUO) For example. ol “Thad Countiy Debned i selected as a catepony i the 1185

TraavelET Actoaty field m-lllhc'-h approved and sevabized m Delia the automated
Diehta Sentinel wonk flow wall

o (LIVPOUIOY) Set an action lead 1o the relevant FITHQ) operational divisaon HOC (1o
complete the FRINQ coordmaton. authonzation and oot e ataon piocesy)

o (LN Set an wformabon lead 1o the operational dvvision UC with o am cesponsibality

ovver the CHS operanon (selected by the doafter of th _1

= (17} Set an ilonmabion lead to Lepat(s) (determmned fvom routimg table, by conntry)

o (L7} Set an information lead to the approgmate 10D peogyaploe wut (determmed from
routing table. by conmtry)

s (L Set an mformanon lead 1o the HOC

-“1” be routed to restneted hles m Sentine
{(SNF) The FRIHQ operanonal drvasion HOC (on sts funcnonal equavalent) is responsible fon
obtamning addihonal approvals. coordinatmp wath the relevant 10D geographsc unit, and

performung other tasks as descnbed i subsechon Role of the Operational Division
HUMINT Operahons Centes

(SONF) I OIA suthonzation 15 sought. see subsection .. "ET OlA by a CHS wn Support of
a Nanonal Secunty lvestigahon,  and subsec o i “ET OIA by a CHS m Support of a
Cnnunal Investiganon  for OLA approval requarements

(S/NF) If the ET CHS operation seeks to exempt notification to the Legat(s), the requesting
office must provide compelling justificanon and the exemption must be approved i accordance
with sgbsection | Exemption to Providing Legat Nonhicanon

(5%INF) The ET operanon request must clearly identfv whether the operation 1s to be declared to
the host country . In nattonal secunty matters. the presumphon 1s that the host country will not be
notifved of the operanon In cninunal matters. iof the CHS operation 1s not to be declased to the
host country. the request must provide the yusttfication for not imforming the host country of the
operation. The undeclared cromnal ET operation must also be coordmated with the division
HOC and the appropnate Legat in accordance with )
Davaszon HUMDNT ( Wperations Center. ” and Raole of the
Operations

e of the ( Fperahion al
Legat in ET CHS

{S/NF) If the operation 1s 10 be conducted yontly wath the host country or wath other USG

Agencies 1 the host country !il:l-t*_~'.i'lT|'|5-~-|-~'| m Delta must pron 1de detaals on the
nature and scope of the jount operanon. Should the ET operation be conducted as a umilateral
operation. the FBI s exclusive operation of the CHS must be detailed i the request as well

l.',:.p 0 3 'a"lﬂ.'q:'l." _|.":' Ola reques! temp ate has been crafled to a t the field wi

The informatnon requested i the template should be included m the Deit forTi . - . .
operationsl approval reguest The OLA template can be found in the Sentine] 2 ! er the kmark
wchon ot the s temmplate w ecifi .
expedite the E1 operation ULA request [be approved EC request must be placed Le :
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= (UW/FOUQD) Set an action lead to the relevant FBIHQ operational division HOC (1o
complete the FBIHQ coordmation, authonzahon, and notthcation process)

e (1N Set an information lead to the operatonal drvasion UC wath propram responsibility
over the CHS operahon (selected by the diafter of lln'_1

s (17 Set an information lead to Lepat(s) (determuned from routing table, by country)

s (17} Set an information lead to the appropmate 10D peographic uwmt (determuned from
routing table, by country)

s (1) Set an informahon lead to the HOC(

(L7} In support of the above, the « mupl-‘lr.l._
-u. 1l be routed to restncted files in Sentine

(U/WFOUO) As a general rule, an emplovee based domestcally 15 prolubited from contacting a

CHS wiule the CHS 15 1n a foreien country. Thus rule apphies to all commumications between an
employee and a CHS m a foreipn country. regardless of whether the emplovee 1s imtiating the
contact from withan the Umited States or a foreien country However, of communications with an

TI L H\- anrn a H"l.]'lillt'1'|'l¢'1'lt ’.\"1: T|'|l:' success of satetv ot '!]]:" |'-1\|_"1 b T]||. -|'|||-1|'|.1|,1 (W | T"\.‘Il'u;' ot
commumcation must be exphicity requested and then approved as part of the communication

section of the _

(S/NF) In reviewing the ET operational commmucation request, the FBIHQ operational division
HOC should consult with OTD regarding suitable methodology and available tools for the
commumication See also [ Electromic Commumcations with a CHS

(S//NF) If the ET CHS operation secks to exempt notification to the Legat(s). the requesting
office must provide compelling justification and the exemption must be approved 1n accordance
with subsection 19 1 Exemption to Providing Legat Notification

124.14.1. (5NF) In-Countrv € ommunications

151
SECRET NOFORXN



SECRET/NOFORN
(1) Combdential Human Sowmce Polcy Cuonde

(UTFOUQ) The CA or co-CA must comumiinicale an smer@ency commumncahon plan a8 detaaled

i

maveling Ior operalonal. person

LR
Electromic Commmmcations with a CH for addmonal information on CH ATHILEC 3N

techmques

19.4.1.5. (5//NF) Foreign-Based CHS Operational Travel to the United States
(Operational- Domestic Travel)

|| .I"H ) .'\"n-]lf"lll." er a ||' 1 I'.f'! A loTe1 tr l | i il
operational activity (e g, a Lepat-a: CHS tra it ies U pport an I

mvestigation or an FO-assipned CHS who resides m a forenm nitry travels to the Unsted
States m support of an investiganon), the CA must obtam pr noigTence from the SA r
designee) of the recenving FO 1o which the operation will ocewr . of practicable [f not practicable

the affected FOWs) must be notfied as soon as § ihile i1 T n ve - e o

ffected FO(s). The use of the [JN: to document. in the CHS s file.

oordination efforts undertaken by FOs and Legai

LU/FOUO) For ex |1:|}'-|:- when “Operanonal- Domest [ave elected as 3 catesory the
CHS Travel’ET Activity” field |||-‘il.'.-'_' pproved and senalized m Delta, the
wtomated Delta/Sentinel workdlow will set an information lead to the recervimme FO CHSC (e

ituational awareness)

U/FOUOQ) In support of the above, the cor i:-r--i_"".r' mma L

files in Sentinel

&

(U/FOUO)Y This subsection does not apply ¢ nhine operanons For CHS onlme operationa
wetivity known to attect another FO VDR | I erween aftected FOs 15 recomenended
for deconflichion purposes. Coordination efforts must be documented m the CHS mam file

19.4.1.0 (LY E1 CHS Business Professional Iravel

wiathuin the “CHS Activity Detal held dimects the user i P 1de relevant mtonmanon for the

elected category. Upon completion, the _ sertalized in Delta and the informanon s
umported l||-l-_r v relevant FBIHQ stakeholders m Sentinel restnicted case files
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(U/FOUO) For example, of “BusinessProfessional ” 1s selected as a catepory m the “CHS
TravelET Activaty” field and the [ arproved and senalized m Delta. the antomated
DeltaSentine] workflow wall

= (U/FOUO) Set an information lead to the relevant FBIHQ operational division HOC (for
situational awareness)

= (U} Set an mnformation lead to the substantive desk UC (selected by the drafier of l]lt‘-
I for situational awareness)

e (L7} Set an mformation lead to the Legat (determuned from routmg table. by country)

s (17} Set an information lead to the appropnate 10D geopraphac vt (determned fom
routmg table by country)

(17} Set an informanon lead to the HOC (for situanonal awareness)

{U) In support of the above, the completed _

-!.\111 be routed to restncted files in Sentinel

(U/FOUO) Use {\flhe_fm busmess/professional ET travel 1s requured each time a
CHS travels for business/professional purposes outside the United States. See subsection 19 4

“Policy Applicable to ET CHS Operations in Support of All Types of Investigations.” for further
details

(UVFOUO) If a CHS faals to notify the CA of ET business/professional travel in advance. the
CA must sull document the ravel on th:f_aﬁﬂ the fact and have 1t senalized
mto the CHS file to ensure that the information 15 accessible to the required stakeholders The
CA or co-CA should remund the CHS that the CHS should inform the FBI of hus or her ET
business/professional travel

(U/FOUO) Business/protessional post-travel CHS debniefs must not be used by CAs to
curcumvent the need for approval for CHS operational travel The business/professional travel
category 1s for business/professional travel wherein the CHS 15 not tasked by the FBI to collect
evidence or mtelligence The CHS 15 not conducting busmess on behalf of the FBL nor 15 the
travel paid for by the FBI Professional or business travel mav include routine travel related to
the CHS s employment or profession or be part of professional development. such as attending a
conference. a semmnar. or a trade show In fact. for this category, the CA or co-CA must describe

mn detail on the |G v pos:ible untasked intelligence collection and/or

contacts of intelligence value the CHS may encounter durning thas ET travel or activaty Ina
cucumstance m which a CHS s post-business/professional-travel debriefing results mn
dissenunable mtelligence. the mformanon must be vetted. for deconflicion purposes. wath the

appropnate Legat(s) prior to its dissermnation via an mtelligence product outside of the FBI (e g
w an IIR)

(UVFOUQ) The CA or co-CA must communicate an emergency commumcation plan. as detaled
m the_o a CHS traveling for business or professional reasons

194.1.7. (U)ET CHS Personal Travel
(L) Whenever the CHS s CA or co-CA becomes aware that a CHS plans to travel. or 1s traveling.

outside the Unated States for onal es. the CA or co-CA must document the travel
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Activity Detals” field duoects the user 1o provide relevant mformation for the selected category
Upon completion, the [ senabzed i Delta and the information s smporied and I
B o 1clevant FBIHQ stakeholders i Sentine] restricted case files

(U/fFOUO) For example, if “Personal ™ 15 selected as a category m the "CHS Travel/ET Actyvsty”
field and fhrirs approved and senalized m Delta, the astomated Delta/Sentinel
work{low wall

o (U/FOUQ) Set an information lead to the relevam FBIHO operational devisson HOC (lor
stiuational awareness )

* (LJ) Set an information lead to the substantive desk UC (selected by the drafier of the -

- for situational awareness )

s (U} Set an information lead to the Legat (determuned from routing table. by country)

» (V) Set an information lead to the appropmate 10D peograpluc umt (determuned from
routing table, by country)

s (1) Set an mnformation lead to the HOC (for sstuational awareness

-wlll be routed to restncted files 1n Sentine]

(U/FOUQ) Use r;f|];|e_l'm personal ET travel 1s requured each tme a CHS
travels for personal reasons outside the United States Zd!nf'_-'ll'-i it specify the specafic
nature of the personal travel See subsection 19 4 = “Policy Applicable 1o ET CHS Operations
Support of All Types of Investigations,” for further detail:

(U/FOUQ) If a CHS fails to notify the CA of ET personal travel n advance the CA or co-CA
must still document the travel on 'L]Jt'_ilht“.' the fact and have it senalczed
mto the CHS file to ensure that the informahon 15 accessible to the requured stakeholders The
CA or co-CA should remund the CHS of the FBI s personal and business/professional wravel
notification requurements regarding ET nonoperational travel

(U//FOUQ) In a carcumstance 1 whach a CHS 's post-personal-travel debnefmg results m
mtelligence that can be dissenunated. the information must be vetied. for deconfhcton purposes
with the appropnate Legat(s) pnor to 1ts dissenunation via an mtelhgence product outside of the
FBI(e g.manIR)

(U//FOUQ) The CA or co-CA must commuuucate an emergency commumcation plan as detmled

m ll]_tv a CHS traveling for personal reasons

19.4.1.5. (UVFOUO) CHS ET Transit Travel

(L) The purpose of thus category 1s to track all “legs™ of travel, or the CHS travel stinerary. as the
CHS travels through foreign countnies. Thus mformaton 15 collected as part of the completion of
when 1t 15 used for one of the
othet travel categones [herefore, it 15 not necessary to complete a separate [N for dus

category

(U/FOUQO) The CA or co-CA must communicate an emergency commumcation plan, as detaded

il rh_ to the CHS for the countnes through whech be or she 15 ransitng
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195 (U/FOUOD) Roles of the FRITI) Operational Fniities
1251  (U/FOUO) Role of the Operational Division HUMINT Operations Center

(S/NF) For all ET CHS operations. the AD of the FBIHQ operational drvision wath program

responsitnlity over the operation must desymate a HOC 1o recerve and process the requusite
wwﬂ s and notifications for ET operational requests. The HOC, or other specified entity (e g
CTD & Comntertesyonsm HUMINT Operations Unat [CHOUT) 15 a select proup of FBI personnel
assymed by the operational dimision to centralize the evaluation of nsk assocuated with the CHS
ET actraty, standardize the approval process, represent the deconflichion of ET activity on behalf
of the operahonal division, and serve as the smple POC for commuications sirounding the E'T
acttvaty within the operational division

(S/NF) The HOC (or its funchional equivalent) must review the
to ensure that it 15 1 support of an open full nvestigation
and 15 reasonably necessary to detect, wvestigate prosecute, or prevent crimnal conduct in

violation of U S laws: to further U S natonal secunity mterests, or to support a PFl mvestigation
To do so, the HOC must

« (S/NF) Imtate the CHS ET Actraty Package and AD authonzation EC witlun Sentinel
to prepare the requusite authonzation and notification documents, mncluding. but not

limsted 10, CIA conrespondence cabics. NN <1 hos

nation and/or U S LE partners. and the operational division’s authonzation EC

s (S//NF) Ensure that the affected Legats receive notification of the operational request and,
if changes are made to the ihnerary, that the affected Legats and other stakeholders are
provided a copy of the subnutted G
I 2::d added to the document review of the CHS ET Actmaty Package within
Sentinel

s (S//NF) Evaluate the tradecraft. commumcations plan. and emergency safety plan in
accordance wath the operating environment informanon and advisones managed by the
HCC. i consultation with the Legat and FBIHQ operational divisions

» (S/NF) Review the ]l -cquest to ensure that 1t 15 1n support of an open full
substantive mvestigation and is reasonably necessary to detect. mvestigate, prosecute. or
prevent cnmunal conduct m violation of U S, laws: to further U S national secunty
mterests or to support a PFI mvestigation. Examples of ET CHS operations can be found

on the HOC Intranet page

s (S/NF) Ensure that all reasonable measures have been taken to reduce the nsks of
physical and monetary hanm ansing out of the mvestigation

» (S//NF) Ensure that other U S. or host country agencies mvolved i the operation of the
CHS, both 1 the Unated States and 1n the foreign country, have been identified and that
thewr operational roles. iof any, are clearly stated i the request Additionally. ensure that

all logacal steps have been taken to coordinate with other ET U S. LE agencies with
wihuch the CHS actmaties could conflict

» (S/NF) Evaluate the justificanion for any request for exemption from Legat notification

pursuant to subsection 19 15 “Exemption to Providing Legat Notuficaton.” and, 1f
yustification 15 deemed appropnate, coordmnate the notifications of C1A and the COM

155
SECRET ™NOFORMN



SECHREN/NOFORN
{17y Combudertial Humran Sourcr Poliey Cande

with O The exemption recquest st be approved via an BC not bry use ufh-

(SINF) Ensmue that the FT operation request ©learly dentifies whether or ot the
operation 15 1o be dee Laed 1o the host conmtry  In enmmnal matters of the operation = aot
10 be declared to the host country, the request must provide the pstificatson for st
mformmng the host country of the operation  In national secunty matiers the presumption
15 Lhat the host country will not be notified of the operation

(S//NF) Ensure that C1A approvals have been oltamed as appropriate
(S//NF) Ensure that COM pnotlications have been provided . as appropnate

(S//NF) Ensure that declared or jomnt operations are properly coordmated among affected
in-country apencies This 1s accomphshed by seeking C1A Headoguarters approwval or
notification via a
the official commumcaton A record of the request mist be senalized as part of the CHS
ET Actrvity Package and routed and retamned i the appropnate restnicted HOC fles the
response from the CIA 1s routed and retamed 1n the appropriate restricted HOC CLA cable
sub. il N <5
of the final approval must be forwarded to the CA or co-CA for mchasson 1o the CHS

file The CIA Headguarters or COS approval or nonfication s regured for
unilateral and yount ET CHS operanons_ regardless of whether the operation s declared 1o
the host country or 15 an undeclared operation

(S//NF) Review each request in whach “ET Operanonal Commumeations™ s the category
used to submout Ihr_lfrn' authonzation to ensure that of meets the standands
for submussion (1.e . the communications are operabional 10 nature with a subyect. and are

part of an FBI tasking). 1s not covered by an already '.".*mn'.'tr-'i_::::l
expands and accurately descnibes the operational commumcations

(S//NF) Coordinate with and assist the FBIHQ operational dsvision unst m obtameng
operational division AD approval as needed. of the FO/Legat requests OLA that reques
FBIHQ and DOJ approval Addmonally. m nabonal securtty operatvons. consult wath
DOJ. NSD on CHS activities that mvolve false representations to 2 thard party about CHS
qualifications that are subyect to state or federal hcensing requurements

(S/'NF) Seek AD (or designee) approval upon determunmg thai the operation request
meets operational division approval and notficanon requirements 25 set ont m thes
subsection and as appropnate for natnonal secunty or crimnal operations

(S//NF) Ensure that the operabonal and commumcation plan mcludes approprate
tradecraft to protect the CHS from subyects and'or penetration by host country
mtelligence services

(S//NF) Once the AD (or his or her designee) has approved or demed the

the HOC must notfy the CA of the approval

ot demal of the operation mic luding the decision justuficanon. via the sutomated notificatson m
the travel ET actraty workflow m Sentinel Furthermore copses of the authonzahon and

notification documents. mcluding. but not limuted to [ RN
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B e AD authonzation EC must be forwarded to the CA for
meluasion i the CHS 's Delta file

10521 (U/FOUCY) Role of the FBINQ Operational Unit

(S/NF) For all ET CHS operabons, the FBIHQ operational umit with propram responsibility over
the operation must, upon recenving notificabon of the ET operational request

s (S/NF) Review the request to ensure that it 1s in support of an open full mvestipation and
1s reasonably necessary to detect, mvestigate, prosecute, on prevent crmmnal conduct m
wviolahon of U S laws: to further U S national secunty mterests, or to support a PFI
mveshgation

= (S/NF) Work wath the FBIHQ operational division HOC to provide knowledge of the
case objectives and evaluate any nsk to the FBI mvolved i conducting ET operations, i
accordance wath the operating environment nformation and advisonies manaped by the
HCC and i consultanon with the Legat and all FBIHQ operational divisions

* (S/'NF) Ensure, for any OIA requested that requures FBIHQ and DOJ approval, that
relevant details of the OIA are summanzed i winting, approved by the operational
divasion AD. m coordmation wath the FBIHQ operational umt, and commumcated to
DOJ usmg a document sutable for dissenunation (e g . an LHM) “ In declared ET
operations mvolving OLA_ the host country government may requure 1ts relevant judicial
body or court to authonze the activity that will occur withan its border iof the activity
contravenes host country law (e g . the purchase of narcotics from a subject) In such
curcumstances. close coordinanion among the HOC and affected Legat(s) 1s crucial to
success Addinonally, FBIHQ operational divisions have the discretion to direct the HOC
or the FBIHQ operational umt to obtain required OIA approvals

* (S/NF) Momtor the completion of CHS ET travel/activity authonzanon requests in
support of program-managed mvesngations

1953, (U/FOUO) Role of the Directorate of Intelligence HUMINT Coordination Center

(UWFOUOQ) The DI enterpnise HCC serves as a HUMINT ET operations cleanng house for
coordmation, deconflichon. standardization. and analysis of ET CHS activaty. The HCC's
purpose 15 to maximuze the ET CHS data collection for executive decision makers and the
transparency of ET CHS activities among operanional divisions to manage operatnonal nisks and
wdentify cross-programmanc intelhgence opportunines

(S//NF) The enterprise HCC works with each operational division HOC to centralize the
evaluation of nsk associated wath the CHS ET activaty. standardize the approval process. and
facilirate the deconfliction of ET activity on behalf of all FBIHQ operational divisions, 10D, and
the Legats The HCC s the pnmary POC for commusucanons mvolving cross-programmatic
CHS travel and ET activaty wathun the FBI and across the USIC commumty Because of 1ts cross-

% A sample ET OIA request template has been crafted to assist both the field and FBIHQ with wniting the OLA
request for approval Although this template s use 15 not mandatory, 1t can assist with providing the approving
official with the nformation necessary to make an mformed finding quickly Moreover it was designed to addres:

common themes and 1ssues DOJ raized m inor ﬁ: ational settings The 1emilm can be found i the Sentinel
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programmatic coordmation capainhty the enterprise HOC also serves as the central coosdmation.
pownt on ET related CHS 1ssues for the USIC and other governmental agencies and services. e It
Additronally, the enterpnse HCC 15 the principal FBIHG entity for collecting, analyring. and '
producing metncs and reports on CHS travel and ET actraty acsoss all operational programs.

(UIFOUO) For all CHS travel and ET activity, the HOC must

19.6.

(U/FOUO) Ensure that information collected i Delta and wansoatied m Sentine]
routed via restncted Sentinel case files to the relevant stakeholders. s deterrmned n
conjunction with the FOs and FBIHQ operational drisions

(U/FOUO) Coordinate the deconfliction of CHS travel and ET actvity across all FBIHQ
operational divisions

(S//NF) Manape the information and advisones for radecraft. commumcations plans. and
emergency safety plans i consultation with I0D, the Legats, and FBIHQ operational
divisions, as appropnate for each Legat's operatng environments

(S//NF) Work with [0OD, the Legats. and FBIHQ) operational divisions to ensure that
appropnate tradecraft 1s utihzed wathun each country and commuumcate operahng
environment changes to FBIHQ operational divisions and FOs

(U//FOUO) Role of the Legat” in ET CHS Operations

(U//FOUQ) A Legat must, upon receipt of a request for ET CHS operation

(S//NF) Provide pundance regarding current cooperahon. treaties. and agreements with
the host country which nught be adversely affected of the proposed CHS operation wese
publically rxpmedﬂtwhld:l mught otherwise affect the ability to operate the CHS m the
host country.

(S//NF) Provide guudance regarding host country laws, commumcation protocols, such as
the emergency commumicaton of threat information; the state of the operating
envuonment, including capabilities of the host country mtelligence service(s), current
local threats; the availability of safe houses or CHS safr meeting locations, of needed. and
other matters that may have an impact on the proposed travel and operation of the CHS

(S//NF) Coordinate with the COS on all CHS actiaty. as appropriate

(S//NF) Make a deternunation. 1 coordination with the FO and the FBIHQ operanonal
drvision HOC, regarding the extent of COM notificanion of operational activities. Y

consistent with embassy protocols and i accordance wath 22 US C § 3927(b)

(S//NF) Provide the appropnate IOD geographsc umt with mput and guadance regarding T

the feasibility and advisabality of the proposed operation ' ¥
(S//NF) Notfy the appropriate host country LE authenty and coordinate the requarements _j
of any CHS travel and ET activity operation, mcluding authonzation to engage i g .
actrvities that may be illegal in the host country (e g seek bost country juchcsal authopsry

* If no Legat covers a foreign geographical area. the 10D geographic umt with management o
assumes the role of the Legat under thus subsection

158 s
SECRET NOFORN e R



cummal sxters, notfy any relevant U S partoer LE agency (e g | the

e and Beilstae the coosdhnanon of actroty, of appropnate m coordination with the FBIHQ

ToRE . operaboal drvesca HOC

ooy professaonal and wansat wavel Consult the FBIHQ operanonal drsion HOC or the HCC

- 10D sepsesestative of concerns or to request that operatbonal approval be obtamed

| s [LNPFOUD) Renew and cover Sentne] mformaton leads for CHS traved and ET actmty.
Comfct 3 Sentene] docimnent revaew of the CHS ET Actraty Package and inform the
eperational drvimon HOC of any ssues wath the operational request, such as m-country
coosdmaton problems. clevated nsk scenanos. or 2 ugmficant foresecable reason o
delay the acuey

» [LFOUD) Momtor Sentinel CHS travel and ET actraty tasks to recerve HOC -approved
text stable for dmsermmanon 1o m-country USG and/or formign partoers The HOC wall
chtamn formign deserranon request (FDR ) approval for host natwon notificabion

s (UWFOUD) Process CHS travel and ET actnaty Tasks by creatmg [HMs. conducting
reqpuete 1-country notificatons. and provading the status of requested potifications

* (U'FOUO) Coordmate travel requests with the HCC s needed
197 (1 FOUC) Rale of the International Operationt Division m E T C HS Operations

£SNF) Once the approprate JOD geographac unst recerves notificanion from the FBIHQ
aperationsl dramon HOC of the ET operanon request. the 10D peographac unt must ensure that
e ET aperation of the CHS does not conflsct with or potentually impan other FRI operations
nderway m fhe CHS AOR. The 10D prographsc unst must also

= (8'NF) Coorduate with the afferted Legai(s) on the operational request. as appropruate

* (SVNF) Provide the FBIHQ operational diviwon HOC and the requesting FO wath msight
. o possble grographucal mesues that nay affect the proposed operation if anv

- @ (SVNF) Grve the requesting entities 2 fuller understanding of global intellipence

~ eollecnon priovities and pusdmnce on thieat related activity m the AOR that may be
(AT and cover Sentme] mformancn leads for CHS personal

and wansst wavel Consuh the FBIHQ operational dinvision HOC o1
atyve regardhng coucerm or o recpiest operational approval

nd cover Sentmel micrmation leads for CHS ET travel and actmaty
! docsmment review of the CHS ET Acaty Package and inform the

HOC of sy ravoes with the operational request such as in couwtry
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delay the actaty

« (U/FOUO) Maonitor the Sentinel CHS ET activity tasks, for coustrics without cument.~~
Legat coverage._ to receve HOC -approved text sustable for dissemmatron o ;
USG and or foresgn partners. The HOC wall obtam FDR approval for host nabon
not ficathon.

s (L//FOUO) Process CHS ET actiaty tasks, for countries without cusrent Legat coverage,
by aeatng LHMs, conducting requusite mn-country notifications, and provadung the status
of requested notifications

(S 'NF) For requests that mclude a request for an exemption of notificatwon 1o the Legat, the [OD

geographic tmit must assist the FBIHQ operanonal diviston HOC wath facilstammg AD. 10D
approval of the request m accordance with subsection 19 15 . “Exemption to Providmg Legat
Notficaton ™

1971, (U) International Operations Division Approval and Management Role Over e
LEGAT or ALAT Assigned ET CHS gk
(L FOUO) Whenever a LEGAT or an ALAT seeks to open and operate an ET CHS pursuant o '
thus sechon. 10D management assumes the role. authonties, and responsibulines of FO
nanagement. as detaled m tus PG Moreover, all standards. requarements. nonficatvons, and

approvals for opemng and operating a CHS apply 1o a Legat or an ALAT. unless specafically
exempted m this PG These pohices melude. but are not hanited to, requurements for openmg a

CHS. operating a CHS m an ET environment, admomishing a CHS, paying a CHS. docunsentmng
CHS contact. and conducting CHS file reviews, among other activihies

(17 FOUO) Accordingly, the following equivalent roles are established for 10D management

= (1Y FOUO) Wherever the CHS pohey mandates SSA approval, the UC of the 10D e
responsible (o that Legat ws the approving official

e (U/FOUO) Wherever the CHS policy mandates ASAC authonty, the 10D SC s the - "'.
approving officaal %

s (L/FOUO) Wherever CHS policy mandates SAC authonty, the 10D DAD s the
approving official

e (L/FOUO) Wherever CDC authonty s requured. 10D must seek mmtm .

(LU FOU0O) 10D must designate a CHSC. who wall assume the same role, authores. and
responsibilities as CHSCs m FOs (see subsection 2 1 7 “Confidential Hunan Sewce

Coordmanor )
198 (U3 ET CHS Operations by a LEGAT or an ALAT

(S/NF) A request for the LEGAT or ALAT to open a CHS w a foregm country nmst be
support of an open full substantive pational secunty. PFL or commnal mvestsgation A L
not be the OO for a full substantive myvestiganion. A full 163 ¢l CUTREE
substantive investigation, and therefore 1s not perontted as the basis

(U/FOUO) The opening request must be made w accondance with thie pr
Section 4 Opemng and Reopening a Confidential Hﬂnm* i
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Human Sowrce Admomshments, ™ and approved by the appropmate 10D UC The opening
communcation must also document that the LEGAT or ALAT has coordmated with the FO
squad. task force, or other FBI entity assigned to the full investigation This information must
nclnde the FO personnel contacted, their role m the full mvestipation. and thewr support of the
CHS openmg and subsequent operation to suppoit the FO mvestigation Additionally based
upon the nature of the full wmvestiganon. the LEGAT or ALAT should provide the FO agent or
TFO assigned to the FO mvestigation with adoumstrabive access to the CHS Delta file to ensure
that the FO and LEGAT/ALAT are closely coordmating on taskings to the CHS and all
actonable mtelligence recerved from the CHS

(U/FOUO) Concurrently with the above approval to open the CHS, the 10D unit with oversight
responsibility for the Lepat must submut a request for the LEGAT or ALAT to operate the ET
to the 10D
geographic wum or approval and must seek approval Trom the operational division AD with
program Ir'ip-cmmtﬂlm for the full mvestigation that the CHS 1s supporting The request to
conduct operational activity nust be documented in accordance with approval and notfications
requurements detasled m subsecthion 19 4 “Documentahon Requirements for All CHS ET
Operanonal and Commumcation Requests,” and other relevant subsections of thus PG The
approval is obtamed usmng the hwmkﬂuw mn the circumstance of a Legat
operating a foreign CHS. the category 1s most hkely “Foreign Resident *

(S//NF) Pnor to a LEGAT 's or an ALAT s external dissemination of information that was
obtamed from a CHS assigned to the LEGAT or ALAT and 1s related to a pending FBI cimunal
o1 nathonal secunty mvestigation, the information must be reviewed by the appropnate 10D umt
and the affected FO squad. task force. or other FBI entity to ensure that the information 1s
deconflicted wath other known information and 15 of value to intended recipients. The 10D
geograpluc umit and affected FO(s) must respond to the LEGAT request to review the proposed
dissenunation no more than five busmmess days from the tume notification 1s sent by the LEGAT
otherwise, the mformanon 15 dissenmnable through an approved FBI dissemunation process

1981 (U/FOUOQ) LEGAT or ALAT Access to a Field Office CHS File

(UYFOUO) Whenever an FBI CHS resides or 1s located mn a foreign country for 60 or more
consecutive days. the FO assigned to the CHS should coordinate with the country’s LEGAT to
deternune whether the LEGAT or ALAT should be provided admaumstrative access to the CHS
file. This designation 1s discretionary and 1s deternuned by the FO based upon the tvpe of CHS
reporting. the host country threat level. and other relevant operational factors related to the CHS

199 (U) Emplovee Travel Related to a CHS Operation

(S//NF) If an employee wravels to a foreign country in connection with the operation of a CHS
the employee must send the following information with action leads to the appropnate

operational divisson HOC, IOD peograpluc unat, and Legat(s) in an SAC-approved EC_with a
reference to the separate =

= If the mavel wvolves a non-agent employee, the approving official must consider not only secunity risks related to
he in-country environment. but also operabonal nsks associated with interacting with a CHS in a controlled o

public setting
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" (UFOUO) Official Burean name or AFIDY

(U/FOUG) Purpose of travel (e g . meetings, CHS debriefmgs )

e (S/NF) Cover status, if apphcable

s (U/FOUQ) Probable tinerary (1 e travel schedule, flight numbers. hotels)
e (U/FOUQ) Passport type, number, and expiration date

o (UNFOUQ) Previous travel to country (including permanent assipnments. TDY s, and
personal travel)

s (U/FOUQ) City or location where the employee may be operationally active

« (U/FOUO) Tune peniod of operational actrvaty

= (U/FOUQ) Hotels used operationally

« (U/FOUQ) Cellular telephone to be used and anticipated use of any techmical equupment

= (U/FOUO) Whether the employee will need access to or assistance from the station, an
embassy. or a consulate

(U//FOUO) As soon as known_ flight and lodging stinerary must be provided to the operational

division HOC and the Legat

(U//FOUOQ) The EC must request country clearance from the Legat and provide detauls on the
purpose of the official travel (see Bullet 2 above) Separately. the emploves must submat 3 DOS
electromic country clearance (eCC) via the Imtemet through the DOS s Web page Specific
requirements for obtaimng country clearance are provided on the 10D lniranet site

(S/NE) The emplovee should oty i« I
—amw foreign nanhonals often process the request form
{(U//FOUOQ) The employee must also complete the ulremsl_

{(U//FOUQ) The above employee travel request and approval commumcation content must be
classified as appropnate for the mvestigatrve activity to be undertaken and 1t must be senahazed
mnto the substantive investigative file the emplovee 1s traveling to support

109.1. (S/NF) Special Agent Undeclared Travel

{S//NF) The purpose of this subsection 15 to establish a means to meet with and debnef an open
CHS 1 a foreign country wlule protecting both the CHS s and and the SA s USG afhilatons In
this regard. the below-descnbed activity 1s not undercover activity. since 1t 1s not designed to
collect mntelligence or obtan evidence trom a subject of an mvestizanon or o engage n any
operational activity. including CHS taskings Rather. 1t 1s conducted i furtherance of an open
CHS file supporting a domestic mvestgation. and the activinies are solely related 1o debnefing
and admumistranve support of the foreign-based CHS  Agents must be cogmzant that actovary
under this subsection 15 authonzed pursuant to ET CHS authonities and 1s not governed by other

< As noted earhier w the section, all provisions of the PG apply unless stated otherwise Neverthaless if 15 mmperiant
to emphasize that subsection 2 2 3, “Non-Agent [ovestngative Staff ™ apphes to FBI non-apent operabonal staffl
extraternitonially Moreaver -:n-u-'.: only be used in support of a CHS-related meenny or debnefing actovity
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crmmmnal o natvonal secunty ET operanonal podelnes for enplovees Therefore. no operationa

actvily, meluding undercover actiaty, i pormitted when tavelmg i st 1o tis subsecbion

(| SOINF)Y In -.|'|'|\i'-|.'l'|1~'| an FRI on VSIC olwective the necessay may aiise o an SA 1o avel

VT SCAL 1N Aan 'hl:h'\|IH'\.!1III1I'hI I .I-I."I'H‘. AN 0f ASSEEsS AN ||l| |||1 LLs CHS 1 ||.|.- 1§70

coumtry (penerally used m a thard connbry where the CHS does not operaie) _

SN ] ] { i i I ! ] |
et for exy i i 1] i

I fal 1 | B i f i i 1 i

I vil it i i T | . i
I 1 o i1 | Al 0 Técl W | 1 {

¥ - T 1

ot I q 1+ i

VeI, f the S5 ot 10 0 ’ y "

19160, (S NF)ET Admonishment

i 1 | | 1 I
- P &0 " 1 L 1 i i5ted
Delow Ay 1500T1H i 1ea i { I
I L] i | i I ! I 1 ! I 1 pal I

12t I LIt K i {

1cle L i b 1
1 1
- w (iie it kit iredl i 1
1 1s4 i 'l ¥ i i ¥
l

SECRET NOFOEM



SECRET/NOFORN AT
(1)) Comfidential Human Source Poliey Gude

o (S//NF) The CHS 1 subject o arvest and prosecution for all violations of host natson kaws

s (S/NF) The CHS of subject 1o U S law_ may be anmested and prosecuted for all violations
of 1S laws, unless the violation of these laws 15 authonized by the FBI

e (S/NF) The CHS may take responsible measures of self defense m order to protect lus or
her own life o1 the hives of others These measures. however, may be undertaken only
when 1t 15 not possible o obtan protection from LE authorties The CHS must muke
every reasonable effort to contact and inform the FBI of the self defense measures taken
as soon as possible

« (S//NF) If it becomes necessary. in an emerpency situation. for the CHS to partscapate m
an activity that 1s illegal or requires AG approval and for whach the CHS does not have
the proper authorization (e g . a sensitive cucumstance ), the CHS must make every
reasonable effort to contact the FBI in advance of the actrvity mn accordance with the
emergency plan descnbed in the CHS wavel or operations request

s (S//NF) If the CHS 15 arrested or detamed as a result of activities undertaken on belialf or
at the request of the FBI. mchuhing OIA  corcumstances may be such that nesther the FBI
not the DOJ can provide any assistance 1n resolving the situation

(U/FOUQ) If the ET admomshments cannot be performed m person secure commmmcation
protocols must be utihized in accordance with subsection 10 2 “Electromsc Comnmmscations
with a CHS ' Afier the admomishments are provided. the SA and witness must document that the
admomshments were piven and the CHS acknowledged and understood them The
admonishments must be placed mto the CHS ‘s validation sub-file The admonssheents must be
placed wto the CHS file

19.11. (U) Pre-Operational CHS ET Briefs and Planning

(S//NF) A CHS should also be thoroughly bniefed on taskmngs. the commumcation plan wile m-
country and upon return to the United States. the emergency commumcation plan. the exfiltrabon
plan_ and the cover story for the operational travel as needed Other travel-related 1ssues and any
safety considerations should be covered with the CHS to ensure that the CHS 1s ssnuatsonally
aware of the threat environment

19.12. (U/FOUO) CHS Paviments

(U//FOUQ) Pavments to a CHS engaged in ET operations must be in accordance with subsection . .
17 7. “Payment Requests " subsection 17 § . “Payment Approvals,” and subsecnon 175 o5
“Payving a CHS :

19.13. (U/FOUQ) Emergency ET OLA Authorization

{S//NF) If it becomes necessary for a CHS to participate in OLA that was not foreseen or
anticipated. he or she must make every reasonable effort to contact the FBI m advance of the
actraty The appropnate operational division. 10 fum. ouist make every reasonable effort to .
contact the AG or AG s designee if the OLA 1 which the CHS needs 1o paracipate would requere
the approval of that entirv If the advance contact with the FBI and 'or DOJ 15 not feasshie i the
face of an immunent threat to hfe or physical :ﬂvwhmwdlﬂ“
operation where national secunty would be senously endangered, the CHS may particapate m the
OIA so long as he or she does not take part in. and makes every effort to prevent. any act
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ﬂu An act of violence 1 any actiaty that maght cause senous bodily wpay to anothe
person. These provissons do not prevent a CHS from taking reasonable sell defense measines m
an emerpency m onder fo protect his o hen own life o the bves of others Upon leammg of thas
actaty, the FRTemployee must report the activty 1o the SAC as soon as possible The SAC
tum, mwst subimnt the report o the appropmate openational dovision HOC 10D peopraphne wit
and Legat The opevational division HOC nst then promptly mform the AG or AG s desipmer
if AG approval would have been tequired

192.14. (1)) Duvation of ET OLA Authovization and Kequest for Renewal

(LWPOLO) Approval for any CHS ‘s participation m ET OIA dwnng a coiminal investigation o1 a
national secunty mvestiganon 1s vahd for a penod of up to one vear A request for renewal of
OIA authonzanon may be submtted poon to the expuation of the penod . and there 1s no hinat on
the mumber of renewals If the need anses for CHS parhicipation m OLA of a different type
magmtide, or locaton from what was approved a new request must be approved at the proper
authonty level as set forth i subsecon 19 2 1 "ET OIA by a CHS m Support of a Nanonal
Secunity Investigation,” and subsectyon 19 14 "ET OIA by a CHS m Support of 2 Cnninunal
Investgation

19.14.1. (1) Suspension and Revocation of ET OLA Authorization

(UYFOUIO) See subsection 11 7 . “Suspension of OLA Authonzation. ™ and subsection 13 8
“Revocanon of OIA Authonzation

1915 (U) Exemption to Providing Legat Notification

(S/NF) The Legat 15 the FBI s representanve in the host country. estabhishing and mamntaming
relatonships with both the host country authonies and U S LE and intelhigence communities in
that country It 1s essental therefore, that the Legat be notified and made fully aware of all CHS
ET operanons and travel in the host country operation

(5/'NF) An exemption to providing this nonfication requures compellng justificatnon and internal
FBI approval as descnibed below The FO must request an exemption to Legat notification via
an EC using the respective operational dnasion HOC s restnicted Legat exemphon case file in
Sentinel Upon receipt of the request. the HOC must coordinate the request among the field and
FBIHQ entities. It 1s strongly recommended that the requesting SA seek sudance from the

appropnate FBIHQ unit representatrve prior to prepanng the | N
Huﬂ not be used 1o request ET operational actrvary

mon when seelang thus exemption The EC must include speaific facts showing that the
curcumstances of the travel or operation are so extraordinanly sensitive that the Legat s

imowledge of the wmveshgation or operanon would likely jeopardize the operanon Addinonally
the EC must provade all relevant detaals about the CHS operation that would normaly be

addressed m the NG

{S//NF) Iif approved. the CHS travel must be coordinated directly with CIA Headquarters through
the operational divisson HOC  and the COM must be notified of the activary 1of the COM
notification 15 appropnate for the operational cucumstances

(S//NF) The requared approvals. to be 1ssued via EC for grantng an exengption to the Legat
potfication requurement are as follows

* (S/NF) SAC approval
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s (S/NF) Whether specific charpes were brought against the CHS, including the type(s) of
2 g

e (S/NF) Detals summounding the CHS's partictpation m the ULA, including the degree and
nature of the CHS 's paricipation and the senousness of the actvaty in terms of damage
to hife and 10 property

e (S/NF) Whether the UTA was related to the CHS s tasking by the FBI. and 1f so, in what

s (S//NF) Whether the CHS ‘s relahonship with the FBI has been revealed or confirmed to
any outside agency as a result of the CHS s particspation 1 UIA and. 1f so, detals of the
disclosure

= (S/NF) Whether any attempt has been made or will be made to intercede on behalf of the
CHS. or whether any request or recommendation has been made to any foreign LE
authonties

# (S/NF) The SAC s decision regarding whether to contmue operating the CHS, a
justification supporting the decision and. 1if applicable. the opinzon of the AUSA

(LW/FOUO) For the purposes of ET cruminal CHS operations. UIA refers to activity illegal under
U S federal state or local law and the laws of a host country. UTA durng ET nanonal secunty
CHS operations does not mclude violations of host country law. UIA also does not include CHS
activity tasked by the FBI for which the FBI was requured to obtan. but failed to obtain, proper
OIA authonzaton

{S//NF) Smnce the ULA 1s relevant to validation factors, the actrvity must be documented i the
FOASR The CA may have the option of submatting the FOASR i support of an out-ofcvcle
validation request if there are concems regarding the CHS 's continued use (see

(LYFOUO) If a CHS self-reports UTA, the CA must immedaately nonfy the Legat, 10D

geographic unit. and the operational dovision HOC via an EC. If the actrvaty descnibed would
have requared AG approval, the operanonal diasion must notify DOJ

19.19.1. (U) Unauthorized [legal Activity Notification to DOJ

{5//NF) For cnnunal operations. the operational division must promptly nohfy the AG (or
desagnee) through contact wath the AAG for the Cnimunal Division. of any senous violation of
law, or violations of law whach, 1 cnimanal operations. would constitute sensitive circumstances
as defined m subsection 19 3 3 “ET CHS Operations in Support of Crinunal Investigations
Involving Sensitive Cucumstances,” by a cninunal CHS. Thus includes senous charges or an
artest on such activity by any mtemational or foreign LE agency After consultation wath all
affected USG entities. the SC wall decade what action, if any, should be taken with respect
1o the violanon(s), shon of prosecution. Thas mcludes the decision of whether or not to continue

the source relahionship with the CHS Any decision as to a potential prosecution will be made by
DOJ on a case-by-case basis

{5 'NF) For national secunty matters, whenever an FBI emplovee recerves credible informanon
concermng ULA by a nanonal secunty CHS. whether or not the achwity occurred in connection
with the FBI authonzed opevation or tasking the employee must notify lus or her supervisor and
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the SAC The SAC, in consultation with the operational drvisson AD (or designes), may
determne to authonze continued participation m that activty by the CHS m accordance with the
national secunty OIA procedures detailed in this section The requurement to repont the UIA o
the AG (or designee) through contact with the AAG for NSD applies only if the SAC. afier
consultation with the [ SC. decides not 10 approve the CHS 's particapation m the actrvity If
the determunation 1s made not to approve the activaty, the UIA must be commuumucated to DOJ
using a document sutable for dissemnation

19.20. (S//NF) International Incidents

(S//NF) An mtemational incident 1s defined as any incident that may potentally damage U S
foreign relations International mcidents mclude crcumstances that could have a sapmificant
adverse impact on foreign relations or LE activities and affect U S interests anywhere, includmng
matters such as treaty negotiations, extraditions. drug mterdiction efforts. and hingation m
foreign. domestic. or ntemational courts An mtemanional incident does not generally mclude
the arrest of a CHS However, a reported arrest must be reviewed to deternune the extent of ULA
involved See subsection 19 19, “ET Unauthonzed Hlegal Actovity ™

(S//NF) If a CHS notifies an FBI employee that the CHS was mvolved m an intemabonal
incident, the FBI employee to whom the notice 1s given must immediately notify the appropnate
Legat. IOD geographuc umt, operational drvision HOC, and. of applicable. the AUSA mvolved i
the operation of the CHS The operational division HOC 1s responsible for notifyang the AG or
AG s designee of the mcident as soon as possible, as well as the CIA and the DOS. if appropnate
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20, (1) Confidential Human Source Validation

(1N Unnl updated pudance on CHS vahdation standards policy 1s 1ssued, please vefer 1o the
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Appendix A: (U) Final Approvals

Primary Strategic Objective !Pél Collectsom

Publish Date

2015-09-21

Effective Date i}.’F}I 5-00-21
- e —_—
Review Date | 2018-09-21
EXEMPTIONS
Nome
REFERENCES
See Appendix B
APPROVALS
Sponsoring Executive Approval Rafael J. Garcia, Jr.
Assistant Drrector
Drrectorate of Intelhigence
—— ...
Final Approval Eric Velez Villar
Executive Assistant Duector
Drectorate of Intelbgence
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Appendix C: (U) Contact Information

Dir ectorate of Intelligen s

Standards and Practices Uit

J Edgar Hoover Bualdmg |
935 Pennsylvama Avenue. NW

Washmgton DC 20535

| mat € el

Point of € ontact

Umit
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assistant duector
assistant director i charpe
ahas/false idennficahon

AAG
AAR

ACS Automated Case Support
AD

ADIC

AFID

AFOSI Aur Force Office of Special Investgations

e e e B s e o T
AGG I Attomey General s gmdehnes

5 The Attorney General’s Guidelines Regarding the Use of FBI Confidential
| Human Sources

AGG-Dom : The Attorney General s Guidelines for D_nmsm'f F. Bi ci?peranam

; The Attorney General’s Guidelines for Federal Burean of Investigation
| Undercover Operations

! Advanced HUMINT Operation Course

j e

AGG-UCO

assistant legal attache

Asset Management Ut

area of responsibility

assistant special agent n charge

Behavioral Assessment Team

border crossing card

Bureau of Prnisons

case agent

Customs and Border Patrol
Countenntelligence Division
cluef drvision counsel

case expendinres

AHOC
ALAT
AMU
AOR
ASAC
AUSA assistant Unuted States attomey
BAT
BCC
BOP
CA
CBP
cD
CDC
_LCE

D-1
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Duector of Nabonal Intelhpence

Department of Defense

Department of Energy

Department of Justice

Department of State

domestic terronism

executive assistant director

eleciromc commumicaton

RI®IE|9|B|E|B|8|2

electronic country clearance

:

The Electronic Commumications Privacy Act

b
=

electrome survedllance

executive order

Emplovee Retiwrement and Income Secunty Act

Enforcement and Removal Operations

FBI Automated Messaging System

Federal Burean of Investigation

Fmance Division

foreygm dissenunation request

Field Intelligence Group

Fmancial Cnmes Enforcement Network

Foreign Intelligence Surveillance Act

field office

EHBEEEEEEE

Field Office Annual Source Report

:

For Officaal Use Only

Federal Prosecuting Office

foreign service officer

Field Tradecraft Course

=R HE

Federal Travel Regulanon
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| HUMINT Coordination Centes

I HUMINT Evaluation and Assessment Tean

HOC HUMINT Operations Center

- < Ve
N . el

HQ headquarters _
i HSI Homeland Secunity Investigations __ :- ji_:

HSRC Human Source Review Commuattes
- ] Bk
| HSVR + Human .‘murr{; Validation Report "
! HUMINT human mtelhigence T
L_Ii'ul intelligence analyst IS .
_I Lftll-j . International Affars Office . i i
I IC W Intelligence ('m_].llnu:u;h'.
| ICE - [ g.l:al:m;.mﬂ Customs Enfu.:rrr.n-mm! |
E |Iltr1].|?ﬁll::t*.u‘.l;ﬂ-:;ﬂ:ﬂll report T |.
E\[F T mlmm1m1.1.]-!"-.tnnrm_1.u_}'|_u1d _.
| INR Bureau of Intelligence and Research R J
[0 |mcligenceofficr 3
| 108 -__[;Iflhgrmce Oversight Board SRR i
L IﬁD limtemational Operations Division

[RSU . |.I1El't|1_l?{'l'|:.'-r .F:r;,r:u ch Support Unut |
F___ ulrﬂ!lnnmud_lﬁmlwn

ITTF Jount Tfﬂk;,ll';‘all_! I_'a-sk-_l":;:ri_n;‘t

LE law ﬂlfﬂff-t‘ﬂlﬂll

EE;S-AT ¥ legal ir;wl:rlgcliltr:ul;

Legat legal attache (office)

F.[_ED -l.m enforcement officer
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Unuted States Attomey s Office
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Appendix E: (U) TS/SCI CHS Reporting
(1) Overview of [l

(U/FOUO) s the FBI record manapement system established to mamtan mformation
reported by a CHS that must be cateponized as Top Secret (TS) or Sensitive Compartmented
Informaton (SCT) [l used m conpunction wath Delta. provides all FBI employees who
receve TS and SCL informaton from a CHS with the capatality to document, handle. store and
access the mformaton

(U) Requirements and Procedures for (he Use of ||

U FOUO) I must be uthzed to document and store TS and SC1 mformation obtamed from

a CHS The procedures for requesting, access m-'.md mamtaming CHS reporting n the [
system are provided on the ntvanet page

(U} Requirements for Closing a CHS File/Folder in ]I

(L FOUO) When a source 1s closed. lus or her[llfolder wall be marked as closed. and details
about the closure of the source will be entered into [JJj Thellllsousce folder wall be marked
with an electromic flag tn-am'l moved to another location within [+ vse a
SharePomnt-based computing service to store closed sources. Any source folder for a closed
source must be moved to the JJJiShare Pount RCS wathin one year of deactivation The CA 1s
responsible for ensunng that deactivated source folders are moved to the SharePoint RCS
HPMU will conduct a biannual review

E-1
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Appendix F: (U) Service Agreement

Mandatory Language:
SERVICE AGREEMENT

Whereas the Federal Burean of Investigation. hﬂrlﬂhlmﬁnﬂhlﬁ!m:lﬂl
lawful investigation regarding actrvities on the pan of mdrviduals engaged i the viokation
vanous United States (insert type e g cnomnal ) stabstes

Whereas (CHS's payment name ) 15 m a position to and s willing to fismsh assistance 1o the FBI
in its mvestigation, and

Whereas the parties hereto desire 1o record thew respective mterests and obligations,
Now, therefore, the parties hereto agree as follows:
RESPONSIBILITIES OF PARTIES

In furtherance of the poals of the aforementioned inveshgation, (CHS ‘s payment nasne) will
provide information on the (insert program type—e g . crimmmal) actrvities of vanous (nsert type
of case—e g . white supremacy and/or domestic teronsm subyects)

(CHS's mutials) will not participate m any unlawful actrvities, except insofar as the FBI
deternunes that such participation 15 necessary to this mvestigation and the FBI expressly
authonzed these acts. It 15 understood that any such violations of the law not expressly
authonzed by the FBI may result in the prosecution of (CHS's payinent name) The FBI does not
have authonity to make any pronuse or comnutment that would prevent the government from
prosecuting for illegal acts whach have not been specifically and expressly authonzed by the FBIL
(CHS's imtials) will not imtiate any plans to commst cnounal acts. nor will he or she particapate

n any acts of violence If he or she 15 asked to participate in any act of violence or learns of such
plans, he or she will attempt to discourage those plans or acts and will promptly notify the FBI

(CHS's imtials) 1s not an employee, partner, member of a jount venhwe associate. or special
agent of the FBIL nor will he or she identify lum- or herself or hold hum- or herself out to be such
Notwithstanding this provision, (CHS ‘s mmtials) may be considered an employee of the Unsted
States government. as defined mn 28 Umted States Code (U S C) Section (§) 2671 for the lunsed
purpose of defending civil claums ansing out of allegations of wrongful or neghgent acts or
onusstons related to any activity conducted by (CHS's payment name ) m furtherance of the

aforementioned mvestigation

(CHS's payment name) shall have no authonty. actual or implied. to obligate and'or bend the FBI
to any contractual duty and/or obligahon and any obligations so made are the sole obligations of
(CHS's payment name) and not of the FBI

It 1s understood that the FBI at 1ts sole discretion wall control all mvestigative activities.
mcluding any decision to termunate this investiganon

LIABILITY OF PARTIES

It 15 expressly understood :hathcfﬁlmmnummspauhhyuhﬂyhmm
name) for any income loss. harm to professional feputation of personal reputation. or any other

personal damages. property damage. uhmwhthmm-ﬁuﬁiw
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~ of (CHS s payment name) providing voluntary cooperation m furtherance of the aforementioned
mvestipation (CHS's payment name) agrees to hold harmless the FBL ats agents. employees.
and contractors for any and all habality for damages resulting duectly or induectly there fiom.
except as set forth i thes agreement. This provisson shall swrvive the expairation on teromnation of
thus agreement or of the mvestgation

The habahty for any nepghgent acts of the FBI and its apents. employees. and contractors will be
bome by the FBI The lability for any neghgent or wallful acts or omussions of (CHS 's paymient
name) 15 the sole responsibility of (CHS 's payment name) However, (CHS s matials) does not
warve the nght o1 claim to wluch (CHS 's payment name) may be entitled under the Federal Tort
Claams Act Thas provision shall survive the expiration or temmnation of this agreement or of the
mvestigation

CONFIDENTIALITY

(CHS s payment name) will in no way reveal the confidential and sensitive nature of this
mvestigation or wdentify any FBI agents to any unauthonzed person or persons. and further, wall
not undertake any publication or dissenunation of any information or matenal that results from
this mvestigation without the prior express wniten authonzanon of the FBI. Thus provision shall
survive the expration or termunation of this agreement or of the investigation

DURATION OF AGREEMENT

This agreement shall commence on the date of acceptance by (CHS's payment name). as
signified by subscnption of his or her signature hereto, and shall continue as long as the FBI
deems that the seraices of (CHS ‘s payment name) are requured. however, the agreement shall not
exceed twelve months from the date of acceptance (A time penod such as 90 days or 6 months
from the date of (CHS s payment name) signature may be added. if a shorter termination date 15
deswed ) Thas agreement 15 subyect to a six-month review and determunation for continued
services Thus agreement may be termunated at any tume, by esther party. and for any reason by
delrvery of a wnitten notice to termmnate If exther party 1s unable to provide wnitten notice of
teruumation. oral notice of termunation may be given to the other party, provided that after orally
termunating the agreement. the ternunating party creates a wnitten document detailing (1) the date
tme. and reciprent of the oral termunation. (1) the method by which termmation was conveved
and (1) a summary of what was sad to termunate the agreement

Tus document constitutes the full and complete agreement between (CHS ‘s payment name) and
the FBL Any and all prior agreements. whether wnitten or oral. express or imphed. are hereby
rendered null and void Modifications to this agreement wall have no force or effect unless and
until such modification 15 reduced to wniting and signed by all parties thereto

The representative for the FBI contracting officer i this agreement 15 Special Agent (insert CA's
name)_ (msert division)

“If Applicable” Language:
[ CHS 1s supporting a UCO. add language detailing the role the CHS wall have i the UCO ]

The FBI wall reunburse (CHS s payment name) for expenses mcurred by him or her whach are
- deemed by the FBI to be reasonable and 1 furtherance of thus mvestigaton (CHS s pavment

name) agrees that. prior to mouming such expenses. he or she will consult with the FBI s
representative as to the nature and justificanon for incummg such expenses (CHS s
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witials) aprees 10 provide vendeon recepts for these rembrasements except whese the I has y) |
determmed that obtamng a recempt would endanger (CHS s payment name ) or dise lose (CHS 5 :
umitials)’s relationship with the FBI The FBI has the night 10 direct (CHS’s payment ssime) ot 1

mcur expenses which the FBI deems not to be m furtherance of its mvestigative goals If there 2
should be a dispute as to whether an expense was reasonable the FBI contracting officer of o
record will be the final arbater of that dispute E

Set monthly payment amount:

The FBI agrees to pay (CHS s payment name ) (insert dollar amount) per month for bus or her
services telated to this mvestigation The FBI has determuned that (mnsent dollar amount)) per
month 1s commensurate with the value of the information or assistance (CHS s payment ame)
shall provide to the FBI If at any tume the FBI determunes in thew sole discretion that the valor
of mformation or assistance provided by (CHS s payment name ) to the FBI s not commensssate
with (insert dollar amount) per month, the FBI shall termmnate or modify thas agreement Recegt
of these funds 1s contingent upon comphance with the obhigation of confidentiality and all
aspects of this agreement (CHS's payment name ) acknowledges that these pavments are taxable
mcome and that he or she 1s responsible for payment of all applicable local state and federal
taxes and/or withholdings

Pavment monthly amount up to designated limit:

The FBI agrees to pay (CHS s payment name ) up to (insert dollar amount) per month for hus or
her services related to this investigation  The amount of these monthly payments wall be
determuned at the sole discretion of the FBI and must be commensurate with the value of the
information or assistance (CHS ‘s payment name) provides to the FBI Recept of these funds
contingent upon comphance with the obligation of confidentiality and all aspects of thas
agreement (CHS s payment name) acknowledges that these payments are taxable meome and
that he or she 15 responsible for payment of all apphcable local state. and federal taxes and'or
withholdmngs

(CHS's payment name) agrees. at the direction and under the supervision of the FBL to meet

with designated indrviduals. and agrees to make or have made by the FBI consensual, visual oral

and wue recordings of such meetings and related telephone calls. if deternuned 1o be safe 1o do

so by both parties Further. (CHS s payment name ) will provide wniten authonzaios to the FBI

to momstor and record such meetings and conversations pnior to such monstonng or recording e

(CHS s pavment name) agrees, when duwrected by the FBL to testify and furmsh all mformation = s

hus or her possession, custody, or control. whach he or she has recerved dunng the couse of or 'y

related to thus investigation (CHS's payment name) understands that of he or she testifies 1 any *':
court proceeding, hus or her identity may be fully revealed and hus or her cooperation with the ;i
FBI disclosed to the public and the subjects of the mvesngation s

The FBI does not have the authonty to reduce (CHS 's pavment name) sentence. and the FBI
makes no guarantees or pronuses to (CHS ‘s uutials) regardng a sentence reduction However at
the sole discretion of the FBL the FBI may advise the proper authonties regarding the extent of
(CHS's payment name) assistance and cooperation

By signng below, ﬂummhmmuhowkd;ﬁ:ﬁyhumd“-‘ﬂ
abade by the foregomg statements
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